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T.A. XKXennak, O.b. Bnaguko
I'EHETHUYHI AJITOPUTMHU
TA METOJAU OIITUMAJIBHOI'O KEPYBAHHS HIAITPUEMCTBOM

Anomayia. Y cmammi npedcmaeneno pe3ynomamu OOCHIONCEHHS, CHNPAMOBAHE HA ON-
mumizayiro po3nooiny KanimaibHux iHEecmuyitl NPOMUCIO8020 NIONPUEMCIEA I3 3ACMOCY-
BAHHAM 2eHemuyHo20 anreopummy. Pospobneno mamemamuuny mooens, y AKiti YaCMKU iHGe-
cmuyiil po3nooiieni Ha n’sams niocucmem — pecypcu, 001a0HAHHS, MeXHOI02ll, eKOHOMIKA ma
opeanizayis, AKI GUHAYAIOMbBCA WAAXOM €8OJIOYIUHO20 NOUWLYKY ONMUMALLHO20 6EKMOpY
Ginancysanus. QyHKYII0 NPUCMOCOBAHOCE 3A0AHO Y 8U2TA0T YUCOL npusedeHoi eapmocmi
(NPV), wo 0ozsonsic 6e3nocepeonvo epaxosysamu eapmicms 2poutet.

Memorw pobomu € po3pobka, peanizayis ma aHATIMUYHA OYIHKA MOOeNi Onmumizayii
PO3N00INY KANIMAanibHUX IH8eCmuyiti NPOMUCTIO8020 NIONPUEMCMBA HA OCHOBI 2eHeMU4HO020
aneopummy, wo 0038015€ 3abe3neyumu makcumizayiro uucmoi npugedenoi eapmocmi (NPV)
3a yMO8U 0OMediceHOCmi pecypcié ma HeniHiUHOI 83aemMo0ii Midxc nidcucmemamu 6upoo-
HUYmea.

Memoodonozis. Memo0ono2iunoo 0CHOBOK OOCNIONCEHHS. € NOEOHAHHS CUCMEMHO20 AHANI3),
€BOIOYIUHUX 00YUCTIeHb | eKOHOMIKO-MAMeMamuiHo20 MOO0eN08anHs, Wo 3abe3neuye Kom-
NJIeKCHe BUBYEHHS NPOYeci@ po3nooiLly KanimaibHux ingecmuyil y 6azamogpakmopuux upo-
OHuyux cucmemax. Memooonoeis nepedbauae bazamopisHesy nepesipkKy cmitikocmi mooeiui
yepe3 NOBMOPHI eKCnepuMeHmu, NOPIGHAHHA 13 0A308UMU THIUHUMU MOOEIAMU MA CMAmu-
CMUYHUL aHAaNi3 8apiayiti pe3y1bmamie.

Hayxosa nosusna. Haykosa nosuzna ooepaicanux pe3yibmamis noiseae y popmyeanti Hogoi
€80IHOYIUHO-ONMUMI3AYIUHOI napaouemMu YnpaeninHs iHeeCMUYitiHoW OIIbHICII0 NPOMUCLO-
BUX NIONPUEMCMS, WO NOEOHYE 2EHEMUYHT ane0pUMMU, eKOHOMIUHY OUHAMIKY Ma CUCTEeMHULL
aHanis.

Bucnosxu. Pospobneno ma anpobosano mooens onmumizayii po3snooiny KanimaibHux inee-
CMUYiti Ha OCHOBI 2eHeMUYHO20 AlCOPUMMY, AKA 3a0e3neyye MAKCUuMizayiro 4ucmoi npuseode-
noi eapmocmi (NPV) y 6acamonapamempuunii cucmenmd.

Knrouosi cnosa: cenemuunuii aneopumm, CAPEX, NPV, onmumizayis, cucmemHui ananis,
supobnuua ¢gynxyis Kobba-/lyenaca, ineecmuyitina cmpamezis, npoEKmMHULL nioxio, esoio-

YIUHI 0OYUCTICHHSL.

IMocTanoBka npodaemu. CyyacHUH PO3BUTOK TIpHUYOI Taixy3i HEMOXJIMBHHA Oe3 ak-
TUBHOT'O BUKOPUCTAHHS OOYHMCITIOBANIBHOT TEXHIKM Ta IHTEJIEKTYaIbHUX 1HPOpMAaLIHHUX TeX-
Homnoriid. lle moB’s3aHO 3 TWUM, IO OUIBIIICTH 3aBAaHb, SIKI MOCTAIOTh MEpel TIPHUYUM
HiANPUEMCTBOM — BiJ] TUIAHYBAaHHS BUAOOYTKY Ta ONTHMi3alii TPaHCIIOPTHUX MOTOKIB 0
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MIPOTHO3YBAaHHS CTaHy TIPHUYUX BUPOOOK 1 OLIHKU PU3HUKIB — € HACTIIBKH CKJIATHUMH, IO iX

HEMOXJIMBO PO3B’S3aTH BUKJIIOYHO KJIACHYHMMH aHAIITUYHAMHU MeTomamu. [y Monento-
BaHHS TaKUX TIPOLECIB MOTPiOHI cydacHi OOYMCIIOBAIBbHI CHUCTEMHM, $Ki JTO3BOJISIOTH
00poOIATH BENHKI 00CITU AaHuX, OyayBaTH UU(POBI ABIHHUKY MipHUYUX 00’ €KTIB 1 3aCTOCO-
BYBaTH METO/M ONTHMI3allil Ta MPOrHO3yBaHHS Ha OCHOBI IITYYHOTO iHTEeKTY [1].

Pimennst nux mpoOiieM € eBOMIONINHI O0YUCIICHHS, Cepell SKUX OCOOJIMBE MICIE 3aii-
MalOTh T€HETHYHI alropuT™My. BOHM J03BOJISIOTE MOJIENIOBATH MPOLECH aJamnTalii Ta mpu-
pOIHOTO JO0OPY Yy MOIIYKY HaWKpaIiX YIPaBIIHCHKUX PIllIeHb. Y KOHTEKCT1 IHBECTHUIIHHO-
ro IUIaHYBaHHS LI aJITOPUTMH BiIKPUBAIOTh MOJIMBICTH HIEPEXOAY BiJl )KOPCTKUX aHATITHY-
HUX MOJIEJIeH J0 THYYKHUX CTOXAaCTHMYHHX CHCTEM, 3JaTHUX BPaxOBYBaTH HEJIIHIHHICTb, CTO-
XaCTHYHICTh Ta MHOKMHHICTB JIOKAJIbHUX €KCTPEMYMIB.

[TpoGiiema onTuManbHOTO po3moAlTy KamitanbHux iHBecTHIi (CAPEX) mixk cTpyk-
TYPHUMH MIiAPO3ALIaMH a00 HampsMaMH PO3BHUTKY IIANPHEMCTBA Ma€ KOMILICKCHHH Xapak-
Tep. Bona Bkirtouae mapamerpu BUpOOHWYMX (DYHKIIIH, TUCKOHTOBaHI I'POIIOBI TIOTOKH, PEH-
TaOEIbHICTh 1HBECTHUIIIH, YaCOBY 3aTpUMKY e(dekTy Tomo. TpaaumiiHi METOIN — HAIPUKJIIA,
JiHilHE, KBaJpaTHYHE IPOTrpaMyBaHHS a00 METOIM MAIIMHHOTO HABYAaHHS — Y TAKUX YMOBax
9acTO OTPUMYIOTH JIOKaJIbHI ONTHMaJbHI pillleHHs a0o B3araii BiJICYTHIHl ONTUMYM NpHU Be-
JMKHUX PO3Mipax mpocropy momyky [2]. Binrak, eBoOLiNHHI alrOpuTMH BUCTYIAIOTh epeK-
TUBHOIO aJIbTEPHATHBOIO, OCKUIBKM HE NOTPEeOYIOTh aHANITUYHOI JU(EpeHIIHOBaHOCTI
Tb0BOT (DYHKIIIT 1 MAIOTh BJIACTHBICTD TTI00AIBHOTO MOMIYKY ONTHMYMY.

AHaJi3 oCTaHHIX J0C/iTKeHb i myOJikamiii. 3a ocTaHHE JECATHIIITTS TOCIIIKCHHS B
rajjy3i eBOJIOLIHHOT ONTHMI3alii 3HAYHO MPOCYHYJHCS BiJl KIIACHYHUX BapiaHTIB TeHETHYHUX
QITOPUTMIB 10 CKJIAJHUX TIOpUIHUX Ta 0araTOOpI€EHTOBAHUX CXEM, L0 CTOCYIOTbCS IpHU-
KJIQJIHUX 33729 TPOMHCIIOBOTO IUIAHYBaHHS, 30KpeMa PO3MOIUTY KaIliTaly Ta KaJleHIapHOTO
raHyBaHHs pojoBuil. Kmacuuni imei MeToiB onTuUMI3allii 3 BUKOPUCTAHHSIM T€HETUYHUX
QITOPUTMIB 30€piraloTh CBOIO aKTYaJlbHICTh, NPOTE Cy4YacHI poOOTH BKa3ylOTh Ha KiJIbKa
BAXJIMBUX HANpsMIB PO3BUTKY, SIKI O€3M0CepeTHbO CTOCYIOThCS MPEAMETHOI 3aaayi
BUPIIIEHHS 1X 3a JOMOMOIOI0 €BOJIIOLIMHOIO yNpaBiiHHSA, K1 MOJATal0Th B TOMY, IO IUIa-
HYIOYM 1 peai3oByIOUYM 1HHOBALIMHUI PO3BUTOK MiJNMPHUEMCTBA, MU YIPABIIEMO HOTO €BO-
JIIOLIE€0, 1 T€ MIANPUEMCTBO, SIKE MIBUJIIE €BOIIOLIOHYE, BUTPAE B YaCl Ta CTA€ KOHKYPEHTO-
cripoMoskHuM [ 3].

Ornsan renetnunux anroputMiB (GA) [uIs 3aia4 KiacTepu3allii; MoKa3ye, sIK €BOJIIO-
I1HI TAXO0IM 3aCTOCOBYIOTHCSA 11032 CYTO ONTUMI3AINIEO0, 1[0 KOPUCHO JIJIst TOOYIOBU CKJIAI-
HUX Mozened a0o [yl TpymyBaHHS CLEHapiiB pPO3BUTKY MIANPUEMCTBA Yy aHai3l
qyTauBocTi [4]. Y poborti [5] aBTOpH pO3risIar0Th psijl IHBECTHUIIIHHUX CTPATETid B CTalIC/U-
BapHIi MPOMUCIOBOCTI. MOIeNb BKITIOUAE CIM TIUJICH: MIHIMI3AIlisl CIIOKUBAHHS €HEprii, I’ Th
THUIIIB BUKU/IIB 3a0pyIHIOIOUHX PEYOBHH, a TAKOK €KOHOMIYHI BUTPATH.

V npuxnansii cdepi ripaunTa 3 2015 poky 3’siBUsacs HU3Ka JOCITIKEHB, 110 TEMOH-
CTPYIOTh €(DEeKTHBHICTh €BOJIIOLIIMHUX CXEM Yy 3aJjauyax IMJaHyBaHHS BUPOOHUIITBA HA BIJIKpH-
TUX TIpHUYUX poOoTax. Y poOoTi OyB po3paxyHOK BiJIpOOKU OJIOKIB Kap’€piB IO JO3BOJIE
MakcHUMi3yBaTu npuBeneHy BapTicTb NPV maiiOyTHIX TpoLIOBHX IMOTOKIB, JOTPUMYIOUUCH
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IPU [IbOMY TEXHIYHHUX Ta ONepamiiHiux 0OMexeHb [6].

Jlana cTatTs mpoJoBKye poOoTy [7], y siKiii Oyio 3alpornOHOBAHO HOBUN METOAMYHUN
HiAX14 10 po3pOoOKY MOKA3HUKIB €PEeKTUBHOCTI IS TIPHUYMX MiJIPUEMCTB, 1 Ma€ Ha METi Jie-
TanizyBaTH (opMallizaiilo MiJCUCTEMHOI CTPYKTYpU 3 BHUKOPHUCTaHHS TE€HETHMYHHX ajro-
PUTMIB ISl ONITUMI3AIli]l IHBECTHIII Ha MiIPUEMCTBI Ha 5 POKIB.

Merta aocjigkeHHsi: MeTOIO JaHOTO JOCIIIKEHHS € po3poOKa Ta aHATITUYHE OOTPYH-
TYBaHHS METOAMKH OINTHMAJIbHOTO PO3IMOMALTY KaIliTAIbHUX IHBECTHIIH MK KIIOUOBHUMH
MiJICHCTEeMaMU MPOMHKCIIOBOTO MiANPUEMCTBA (PECYPCHOIO, TEXHIYHOIO, TEXHOJIOTIYHOIO, €KO-
HOMIYHOIO Ta OpPraHi3amiiHOI0) i3 3aCTOCYBaHHSM EBOJIOLIMHOTO MiAXOQy Ha OCHOBI I'eHe-
TUYHOTO aJITOPUTMY.

Buxnaax ocHoBHoro marepiaay. PosrisiHeMo 3aBiaHHS BU3HAQUYEHHS ONTUMAJIbHOI
CTPYKTYpPHU PO3pOOKH poJIOBHIIA. B TakuX 3aBIaHHIX MOXJIMBO BUKOPHCTOBYBATH MPOEKTHHHA
iaxia. Y mbOMYy BHIAIAKY PO3TISHEMO MPHHIIMIIOBO THIIMHA MiAXiJ, MiTHIMEMO BUPIIICHHS
i€l TPOOJIEMH 3 MO3UITIT CUCTEMHOTO MiX0Y, TOOTO, TOCTABMMO 32 OCHOBY OJIMH MiJCYMKO-
BMI ITOKA3HUK, SIKMH JaJTi OIMMIIEMO JESIKOI0 0e3J11Y4I0 IOKA3HUKIB.

[IpomucnioBe MigNPUEMCTBO PO3IIISAIAETHCS SK CKIAJHA BIJKPUTa CUCTEMa, y SIKId
OKpeMi MiJICHCTEMH B3a€MOJIIOTh Yy MPOIECi CTBOPEHHS TOJaHOi BapTOCTi, IO BIUIMBAE HA
€KOHOMIUHY e(peKTHUBHICTh. [IpOrHO3yBaHHS €KOHOMIYHOI €()eKTUBHOCTI IMiJIPUEMCTBA J10-
[IJTPHO 3MIIACHIOBATH HA OCHOBI MOOYIOBU 1HTETPOBAHOI PO3PaXyHKOBOI MOJIEII, KA BPaxo-
BY€ CTPYKTYPY CHCTEMH IiIMIPUEMCTBA Yepe3 po30UTTS ii Ha KIIFOYOBI MiJCHCTEMH. Y 3ampo-
MOHOBAHI MOJENI BUAUIEHO I ATh MiACUCTEM: pecypcHy R, o0namHanns Y, TexHojoriuny T,
exoHomiuny E ta opranizaniiiny O.

Pozkpuemo nux n’areb migcucreM. PecypcHa niacucrema R (SIKICTh KOPUCHOT KONAJIMHU,
iX 3amacu, reoJsoris 3aisiraiHs) — QyHJIaMeHTalbHE JHKEPeNo T0XOAIB. SKICTh KOPUCHOI KO-
NaJIVHY, TMOKAa3HUKU BUJIYYEHHS 1 TPUBAJICTh PO3BIJaHUX 3amaciB MpsSMO BIUIMBAIOTh Ha
pluHMI BUJOOYTOK 1 KUTTEBUM MK POJOBHMILA, 10 BU3HAYAE IUCKOHTOBAaHI IPOLIOBI MOTO-
kU npoekTy. [lincucrema obnagHanus Y (IpOAyKTUBHICTh MAIlIMH, aBapiiHICTb, JOCTYIHICTD)
BU3HAuae omnepauiiny e(eKTUBHICTh 1 co01BapTicTh BUA0OYTKY. CIOIM TaKOXK BXOJUTh: MPO-
JTYKTUBHICTh 00JIaJIHAHHS, €HEPrOBUTPATHICTh, HAIIMHICTh, YaC PEMOHTY 1 BapTICTh 00Jaf-
HaHHA. TexHomoriuyHa mifcuctema | (mporecu BUI0OYTKY, UGPOBI pillieHHs) BIUIUBAE Ha
BUJO0YTOK Uepe3 Kpalluil BUX1J/SKICTh MPOAYKTY 1 Ha BUTPATH Yepe3 ONTHUMI3ZAIII0 BUI00Y-
BaHH$, OCKUIbKM HOBI TE€XHOJIOT1] MOXYTh HIABUIIUTH €()EKTUBHICTh BUJIOOYTKY, 3MEHILIUTH
BUTpAaTHU Ha €HEPriio Ta NepepoOKy BIAXOMAIB, a TAKOK CKOPOTHUTH €KOJOrIuHI miarexi. Exo-
HOMIuHa mifcucreMa E (piHaHcH, cTpyKTypa KamiTaiy, KaliTaloBKJIaJeHHs, IIHM Ha TOBap,
1HHOBAIII1), 110 BU3HA4ae (P iHaHCOBI OOMEXKEHHsI Ta BApTICTh PECypCy TPOILIOBUX IMOTOKIB,
TOOTO BIJIMBAE HA MOXKJIUBICTh 1HBECTYBAaTH B OOJIaJHAHHS 1 TEXHOJIOTII Ta HA 3arajibHy peH-
tabenpHicTh. OpranizamiiftHa migcuctema O (ympaBiiHHS, TUTaHyBaHHS, Oe3IleKa, JaHIIOTH
MOCTa4yaHHs) OMOCEPEKOBAHO, ajleé KPUTUYHO BIUIMBAE€ HA OOUJABAa KOMIOHEHTU BHAOOYTKY
yepe3 e(heKTUBHICTh MPOIIECIB — MEHIIE MPOCTOIB, Kpalla JIOTICTUKA Ta 3/IaTHICTh /10 IIBHUJI-
KOro MaciiTabyBaHHS 1HHOBAIIH 1 MIATPUMKY COLIIAJIbBHUX BUTPAT.

Pesynbratom poOoTH € cTBOpeHHS 1HPOpMAIitHOI MOIeNl, Ka IHTErpy€e BILTUBOBI MO-
Ka3HUKHU TiAcHCTeM 1 (POpMy€e €IUHY PO3PAXYHKOBY CHUCTEMY JUIS MPOTHO3YBAaHHS €(EKTHB-
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HOCTiI BUPOOHUYO1 MismbHOCTI. OTHUM 13 KIIFOUOBUX 3aBJIaHb JTAHOTO JTOCIIKCHHS € 17ICHTH-

¢ikarist Ta KUTbKICHA OI[iHKA MOKA3HUKIB JJIs OOPaHUX TEXHOJIOTIH, IO y3TOKYETHCS 3 CY-
YaCHUMH HAyKOBHMH ITiIXOJJaMH JI0 CHCTEMHOTO aHaJli3y Ta MOJICTIOBAHHS B TiPHUIITBI.

Jist popmarizamii mocTaBieHol 3aa4i ONTUMI3AIlil, HacaMIlepel, PO3TJITHEMO TTiICHC-
TEMH TIpHUYOTO MiAMPUEMCTBA. 3aBAAHHIM € MaKCHUMIi3allisl MPUOYTKY 3a paxyHOK (iKcoBa-
HOi CyMH IHBECTHLIN B MiACUCTEMH HIAMPUEMCTBA 1 iX PO3MOAITICHHS 1O 00’ €My 3 MakCHUMa-
JTHHOK0 IHTEHCHBHICTIO. {71 IBOTO MM MOBUHHI BH3HAYUTHCH CKUTBKU BKJIQJIATH TPOIICH B
KOXKHY MIJICHCTEMY, MAKCUMaJIbHY €(EeKTHBHICTh KOXKHOI MiACHCTEMH.

Takum ynHOM, y (popMaizoBaHOMY BUIJISIII MOYKHA BUSHAYUTH KPUTEPi onTUMIizalii:

zy E; —max, 1)

ne N — KimpkicTh mificMCTeM HianpueMcTBa, Ef — 3aranbHa e(eKTUBHICTH MiACHCTEM
i APHEMCTBA.

Jlyist aHami3y migcucTeM po3riisiHeMo BUpoOHWYY ¢yHKII0 Ko66a-/lyrmaca, mo Bimo0-
paskae 3aeXHICTh 00caTy BUpoOHHITBA Q BiJ (hakTOpiB BUPOOHMIITBA, 11O HOTO CTBOPIOIOTH
— putpatu npai L i ¢pizuunoro kamitany K [8].

Q=@ L, Kp 2)
ne Q — oOcsar BupoOienoi mpoaykiii; Qo — mouaTkoBuil o0csar mpoAykiii; L — 3arpaTu mpaiii;
K — 3aTpaTu Kamitainy, a, f — e1acTHYHICTh BUITYCKY 3 TIpalli Ta KamiTaay BiJIOBITHO.

[TpoBenemo I IPUKIIAAy aHAJI3 OJHIET 13 IMiICUCTEM, HATPUKIIaL 00IaTHAHHS

Q=QoY “X 3
ne X = RATYOEE exp(S(x, A)) — daxTopu, mo He 3MiHIOIOTHCSA A Yac MOJEpHi3aIii

obnagHanHA (Y), MH OTpUMyeMO (iKCOBaHY MHOXHHY JUIS LIbOTO aHalli3y. Mo)KHa BUHECTH
(X) y xoHCTaHTY, Tak K MU J0CTiKyemo 3anexHicTs (Q) Bix (Y).

[Toznaunmo GazoBe (ImOoTOYHE) 3HaueHHs oOsagHaHHS (Yo) 1 MOTEHLIMHO ONTHMAallb-
He/uinboBe 3HaueHHs (Ymax) (Micis MOBHOI MojepHi3alii). BBegemo piBeHb MoaepHizamii (M
€ [0,1]), me (m = 0) — 6e3 MoaepHizaiii (cTaH «CbOToaHI»), (M = 1) — JOCSATHYTO MOBHOTO TIO-
tenniany (Ymax).

Mopnens 3anexnocti (Y) Big (M) BCTAHOBUMO JIIHIHHO Y BITHOCHUX MOKPAIIEHHSX !

Y(m) = YO (1 +m - Arel), Arel = (Ymax/ YO) -1. (4)
Toni npoyKTUBHICTS SIK QyHKIIis (M):
Q(M) = Qo(Yo (L +m - Arer) " X = Q(0) (1 + M - Aret)) “, (5)

ne Q(0) = QoYo ' X.
dinaHcoBa MeTa 3ajadvi MOJIATaE y MaKCHUMi3allil MOKa3HUKa YUCTOI MPUBEIEHOI Bap-
TOCTI:

NPV =— Y li + (Sa— Op) - AQwtal + (1 — (1 + WACC) T/ WACC, (6)
ne li — inBectuii y migcucremy i, Sa — miHa npoaaxy npoaykirii, Op — onepalliiini BATpaT Ha
omuuuito, WACC — cepennbo3BakeHa BapTicTh Kamitany, AQuta — TpHpICT
MPOAYKTUBHOCTI, T — pOKH 1HBECTYBaHHS.

Heniniiina ¢yHKIis nepeTBOPEHHS 1HBECTULIN Y IPUPICT MPOJTYKTUBHOCTI OMHUCYETHCS
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€KCIIOHCHINAIBHOIO 3aJIC)KHICTIO!
AQtotai =€i- P - (1 - e-k'ﬁ), @)
ne fi = li /| CAPEXiotal — yacTKa iHBECTHIIIH y mijgcucTeMmy, P — 0a30Ba MpOIyKTUBHICTD, €i —

CJIACTUYHICTD MiACUCTeMH, K — KOe(illieHT HACUYCHHS, 1[0 BU3HAYAE CTYIIHb 3MCHILICHHS
TPaHUYHOTO €(eKTy IHBECTHIIIH.

s ¢ynkuis BinoOpakae TUMOBY MOBEAIHKY MPOMHCIOBUX CHCTEM, Y SIKUX MOYATKOBI
IHBECTHUIIIT Jal0Th 3HAYHUN MPHUPICT e€PEKTHBHOCTI, a MOAAJbIIE HAPOUIYBAaHHS KaiTaJOB-
KJIaJIeHb Ma€ 3HIWKYBaHy Bijjady. TakuM YMHOM, MOJIENb BPaxOBYE HENIHIWHUI XapakTep
«IHBECTHIIIHOI BilJa4i» Ta O3BOJISIE 3HANTH ONTUMAIBHHN OalaHC PO3MOIUTY PECYPCIB Mik
HiICHCTEMaMHU.

Po3paxyemo npupicT IpOAyKTUBHOCTI B KOXKHIN MiICUCTEMI:

APN = Po X (1 + (P / Po) — 1) x m)*Y), (8)

ne APN — monmaTkoBuii 00csT MPOIyKTUBHOCTI 3aBISKH MOJIEpHi3alii migcucrem; Po— 6a3oBe
(moTOYHE) 3HAYEHHS HAa Yac MOYaTKy MOJEpHi3allii MmicucTeMH, E;':’M — 0a30Be IMMOTEHLIINHO

ONTUMAaIbHE/IIJILOBE 3HAYCHHs (TIiC/IsA MOBHOI MOJEpHi3alii mjacucremu). Beenemo piBeHb
mojepHizarii (m € [0, 1]), xe (M = 0) — 6e3 mMoaepHizarliil (CTaH «chOroaHi»), (M = 1) — mo-
CSITHYTO MOBHOI'O OTEHIATY MiICUCTEMHU.

Toni st pecypcHOi MiJICKCTEMH MU ITIOBUHHI BKJIAJIaTH B PO3B1JIKY KOPUCHOI KOMAJIHMHU
100 3abe3neuynTy oro BunoOyToK. OnTuManbHUM OyJe BKIAJaHHS Tpoliei mob 3abesre-
yutu BuAoOyToKk Ha 80%. [Ins oOnamHaHHS peanizyeMo HOTro MOJAEpHI3allilo AJsS JaHOTO
Bumnaaky a0 50% Bix moBHOro moreHmiamty. JlJis TEXHONOTIH peanizyeMO MOJIEpHI3AIio 10
80% moBHOro moteHuiany. s eKOHOMIKH A0 BKJIagaHHS B MeHemMkMeHT 10 40 % moTeH-
miany. J{ns opranizanii BKJIagaHHI B HOBI IPOrpaMy KepyBaHHs €(PEeKTHUBHICTIO BUPOOHHIITBA
10 80 % moBHOro moTeHuianxy. [HBeCTHIl y pi3HI MiJCUCTEMH BIUIMBAIOTh Ha MiABUILECHHS
IPOAYKTHUBHOCTI MiJIPUEMCTBA B Pi3HIN Mipi, 110 OIMHUCYETHCS BEKTOPOM €JIAaCTUYHOCTEH:

E = {0.14, 0.40, 0.25, 0.15, 0.40}. 9)

L1i koedirieHTH BiIOOpaXatOTh BITHOCHUH BIUIMB 1HBECTULIIN Y BIIMOBIIHI MiACUCTEMH
Ha MPHUPICT PIYHOT0 00CATY MPOTYKIIIi.

Taki 3aBHaHHs, SK MPaBUJIO, MAIOTh 03714 Pi3HUX PI3HOPIAHUX MapaMeTpiB Ta oOMe-
*eHb. Halinpocrimmii cnoci6 3HaliTH onTHUMalbHE pillleHHS — repedpaTH BCi MOXKJIUBI 3Ha-
4yeHHs napameTpiB. [Ipy boMy He MOTPiIOHO POOUTH HiSIKUX NMPHUITYILEHb 111010 BIACTUBOCTEN
1i1b0BOT (PYHKIIIT, @ 334aTH il MOKHA MPOCTO 3a AonoMororo Tabnuui. OxHak y Hamii 3agayi
noTpiOHO mepedpaTH BeNMYe3HY KUIbKICTh KOMOIHAIH, 110 MPU3BOAMUTH /10 3HAYHUX BUTpAT
00YMCITIOBAIBHUX Ta YacOBUX pecypciB. TakuM 4MHOM, BUHHKA€ HEOOXIJHICTb y SKOMYCh
HOBOMY METOJI1 ONTHMI3allii, MpuIaTHOMY AJIs TpakTUkU. OMH 13 BapiaHTIB MOKHA 3aCTOCY-
BaTH F€HETUYHI aJITOPUTMH JI0 11i€i 3aaui.

IMoka3uuku nignpueMcTBa. 3aPONOHOBAHUN METOIUYHUHN MiIXiJ 10 BUOOPY MOKa3-
HUKIB PO3BUTKY BUAOOYBHUX MiJNPUEMCTB Oyin0 po3paxoBaHo Ha mpukiani LY “TepoiB
Kocmocy” Ta BUKOHaHI po3paxyHKH MOKa3HUKIB MO KOXKHIM TPy 10 JO3BOJIMIN PO3POOUTH
peKoMeH1allli Mo/10 MiABUIIEHHS e(eKTUBHOT pOOOTH BChOro MmiAnpueMcTBa. JlaHi mo mone-
JIOBaHHIO Oynu BUKOPHCTaHHI 31 3BiTy mignpueMctBa [9] Byno mpoBeneHo clieHapHEe MOje-
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moBaHHs 3 HOBUMH Janumu LITY “I'epoiB KocMmocy” 3 BUXiTHUMU JaHUMU TaOIUI 1.

Tabmuns 1
[Moxazuuku nignpuemcta LY “I'epoiB Kocmocy”
No 3/m [TapameTp [To3naueHHs 3HaveHHS / OJ1. BUMIPY

1. [IponykTHBHICTB P 2400000 1/pix

2. KinbkicTh mpaniBHUKIB W 3027 poOiTHUKIB

3. Onmepartiiini BUTpaTu Op 4000 rpu/ToHa

4, Cepenns 11iHa MPOIAKY Sa 6000 rpa/ToHHa

5. KamitanesHi iHBecTHLIIT CAPEX 1,5 mapna. rpH

6. CraBka TMCKOHTYBaHHS WACC 10 %

PoGoTa reHermyHoro ajaroputmy. I[IporHo3yBanHs e(eKTHBHOCTI IHBECTHII Ta
MIBUIICHHAS TPOJAYKTUBHOCTI TiPHUYOTO MiTIPUEMCTBA JOUUILHO 3IMCHIOBATH Ha OCHOBI
noOyJOBH PO3pPaxyHKOBOI MOJIEINI, Sika BPAaXxOBYE CTPYKTYPY CHUCTEMH MiANPHEMCTBA 4epes
po30uTTA 11 HA KITFOYOBI MifcucTeMH. [ BUPIMIEHHS TAaKOTO KJacy 3aBAaHb TOCUThH Pe3yib-
TATUBHHUM IHCTPYMEHTOM € reHeTnyHi anroputmu (I'A). ['eHeTHUHUIT anropuT™ — 11e MaTeMa-
THYHA MOJIEh €BOJIOIIT MOMYJIAIi ITYYHHX OCOOWHU 1 CyTh MOJIATAE B iMITAIlil mporecy
MIPUPOJTHOTO 000py, MO0 3HAXOAUTH HAOIKEH] PINICHHS 10 3a1a4 onrtuMisarii. e cimeii-
CTBO QJITOPHUTMIB, SIKi JO3BOJIAIOTH 3HAUTH MPUUHATHE PIIICHHS B aHATITUYHO CKIIQJIHUX 3a-
Jadax 4yepe3 MOCHiAOBHUHN Mig0ip 1 KOMOiHYBaHHS BUXIIHUX MapaMeTpiB 3 BUKOPUCTAHHAM
MEXaHi3MiB, [0 HAraJyoTh OI0JIOTIYHY €BOJIOII0. 3aBIaHHs TulaHyBaHHS ['A 3 KpuTepiem
MaKCUMi3allil MiJBUIEHHS MPOAYKTUBHOCTI € CKIagHUMU. He BHKIMKae CyMHIBY, IO 3a-
CTOCYBaHHSI €BPHUCTUYHHMX METOJIB BHUPIIICHHS 3aBJaHHS € MEPCIEKTHBHUM HAINPSIMOM J10-
CIIIJIKEHb PO3PaXyHKY IPUPOCTY MPOIYKTUBHOCTI B POOOTI MIANPUEMCTBA, 30KpEMa, CIif 3a-
3HAYUTH YCHIIMIHMM JOCBI PO3B’sI3aHHS 3ajjadl KaJ€HJAApHOrO IJIaHYBAHHS 3a JOIOMOTOKO
reHeTHYHUX anroputmiB [10]. ¥V Hamomy Bumajky 3amada IMojisrace y po3mnojiiai CyKymHOTO
kamitany (CAPEXwta) Mixk I’siTbMa miicucremMamu R (pecypen), Y (oOnanHanus), T (TexHO-
norii), E (ekonomika) ta O (opraHizairisi) 3 METOI MaKCHUMI3allii YUCTOI MPUBEACHOT BAPTOCTI
inBectuiii (NPV).

CTpyKTypa r€HeTHYHOTr0 aJlrOPUTMY 3a3BUYail BKJIIOYA€ HACTYIHI €Talu: reHepyBaHHs
XPOMOCOM BUIAJIKOBUM YMHOM; OLIIHIOBAaHHS MPHUAATHOCTI KOXKHOT'O 1HJMBI/IA; T€HEPYBaHHS
HOBOI MOMYJIALIT IUIAIXOM KJIOHYBaHHS, CXpEIlyBaHHA Ta MyTallii XpOMOCOM HalO1IbII ajan-
TOBaHUX JI0 30BHIIITHIX YMOB 1H/IUBIIIB.

3aranpHa TIOCTaHOBKA. 3ajgaya ONTUMI3allli PO3MOALTY KalliTaIbHUX 1HBECTHIIIH
(CAPEX) Mix mizcucTeMaMH MiIInpueMCTBa (GOPMYITFOETBCS K 3ajada MaKCUMIi3allii YucToi
npuseneHoi BapTocTi (NPV) cykymHoro mpoekTy 3a yMOBH OOMEXEHHSI Ha CyMapHHH oOcsT
IHBECTHULIH:

maxx NPV (X) (20)
3a yMOB: X7=; X;=1, Xi > 0, e X = [X1, X2, ..., Xn] — BEKTOp YaCTOK iHBECTHILi}i y MiACHCTEMH,

N = 5 — KUIBKICTh TiAcUcTeM (pO3BiaKa, 00JIaJHAHHS, TEXHOJOTis, EKOHOMIiKa, OpraHizarlis,
KaJIpoBi), a Xj BUpakae BiCOTOK Bij 3arainbHoro CAPEX, cipsiMoBaHwmii y migcucremy |.
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[aBecTuil y KOXKHY HiICUCTEMY MIEPETBOPIOIOTHCS Y AOAATKOBUI BUpoOiToK AQ 32 1mo-

MIOMOTO0 HETIHIMHOT PYHKIIT HACHYCeHHs. SIKIIO YacTKa iHBEeCTHIIIH y I-Ty migcuctemy fi= I/
CAPEX, To BianOBiTHHI MPUPICT IPOAYKTHBHOCTI PO3PAXOBYETHCS K

AQi = ei P (1- '), (11)
ne K = 4 — koedilieHT HaCHYCHHSI.

Taka ¢ynkuis moaentoe ii cnax: npu manux fi mpupict AQi maiike nponopiiifHui
(MiHiiHMIA) BiX BKJIAJAHHS KOIITIB, ajie JUIsl BEIMKHUX fi 10maTKOBHI e(eKT MIBUAKO 3MEH-
mryethes (Hacuayetbes). Hanpukian, npu fi — 0 maemo npubamsuo A Qi =~ € P Kk fi, a ipu f
> 1 ¢yHKIiS npsAMye A0 rpaHudHOro 3HaueHHs € P. Ile BimmoBimae peanpHiN cHUTyallii:
HaJMIpHI IHBECTHIIl B OJHY MiJICHCTEMY HE JAalOTh HEOOMEXKEHOr0 MPUPOCTY MPOIYKTHB-
HOCTI.

O6uwncnenns yncroi npuseaeHoi BapTocTi (NPV) obuncaroeTbest sik pi3HHIS MK JTHC-
KOHTOBAHOIO BapTICTIO MaOyTHIX AOJATKOBUX MPUOYTKIB Ta CyMapHUMHU 1HBECTUILIISIMH.

Pozpaxyemo BanoBuii mpuOyTOK Micis IHBECTHIIIH:

P'=Po+AQ - (Sa—Op), (11)
ne Po— nmorounuii npubyToK, Sa — cepenHii 1oxia Bix oguHMLl npoaykuii, Op — mutomi ome-
pariliHi BUTPATH.

Yucra npuBeieHa BapTiCTh BUBHAYAETHCS SIK:

NPV =3T_, —% __ CAPEX, (12)

=11+ wace)t

ne CF — rpomoBuii notik y pomi t, WACC — cepennbo3BaXkeHa BapTiCTh KamiTany, T — TopH-
30HT IUIaHYBaHHS (Y POKax).

[TpupicT NPOAYKTUBHOCTI IS MiICUCTEMH I

AQi=¢gj-P-(1—e*f) fi=x/CAPEX, (13)
JIe €j— eNacTHYHICTh mijicucTeMu, K — koeditieHT HacuueHHs, P — 6a30Ba MPOTyKTHBHICTb.

CxeMa reHeTHYHOT0 aIroOpuTMY NpesicTaBieHa puc. 1. Po6oTa reHeTHYHOTo anroputMy
0a3yeThbcs Ha TAKUX KJIIOYOBHX eTamax:

CriouaTKy CTBOPIOEThCS MMOYATKOBA MHOXKHHA MOXIIMBUX pilleHb (1HIUBiAIB a00 Xpo-
MOCOM) MoMyJisALii. XpoMocoMa — BEKTOp BUTPAT (HANPHKIIAJ, YACTKHU PI3HUX TUIIB BUTPAT Y
3arajipHil cobiBapTocTi). EnemMeHTapHa oJuHMIS y XpOMOCOMiI Ha3MBAa€ThCS T'€HOM. AJro-
PUTM Hacliaye eBOJIIOLINHI Ipolecu npupoaHoro no6opy. Koxuna ocobuna nmomyssmii — e
BekTop X posnoainy CAPEX mix niacuctemamu.

Inimiamizaris. ['eHepyeTbest mo4aTKOBa MOMYJISIISA

P(0) = {x1, ..., Xm}, (14)
ne Xij ~ U(0, 1), HopmoBana 10 cymu 1.

KoxxHa ocoOuHa momymsmii XxapakTepu3yeTbesl IBOMa piBHAMM onucy: ['eHOTHI — Bek-
Top V = (V1, V2,..., Vn), N =5, 1e Vj > 0 — aTeHTHI 3MiHHI, [[[0 BU3HAYAIOTh BiTHOCHI YaCTKH
iHBecTUL1i. DEeHOTHIT — PO3MOLT IHBECTUIIIH:

. CAPEX, ™, x, = CAPEX, (15)

v

2

=1

Xi =
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ITogatok

BxinHi naHi

Po3payHOK mapaMeTpiB
IIJICHCTEM IIINPHEMCTEA

v

[ 3aIycK reHeTHYHOTO allfOPHIMY I

4

THimianmizaris - BHOIp BHX1IHOI MOMYJIAIIL 0cO0HH

.
v
EmiTH3M — MeXaHi3M 30epeixeHHa HaHKPaNTHX
IHAHBHIIB 13 MOTOYHO1 MOITY/IALI] Oe3 3MiH

Y
TypHIpHHH BiGip — 3 KaHIHIATIE 00HPAOTH TOTO,
Y KOTO HAHBHIIHH fiiness

-
>

v
3-21(:'1'0(:}"]! AdHHA I'CHCTHYHHX Ol mpa‘mpi B KpOCOECPA
Ta MyTallii Ha §aTEKIBCEKHX 0COOHHAX

!

[ DOpPMYBAHHA HOBOT uouynx][i'il

VMOBY 3aBeplIeHHA
BHKOHAHO?
A 4
Bubip HalGinbm

YCIIIHOI 0COOHHH

Ha

YMOBY yCHinHOCTI 0c0OHHH
BHKOHAHO?

/]3i3ya:liaauix pe3yiILTaTiB

A4

Kinens

Pucynok 1 - CxeMa nIponoHOBaHOTO T€HETHYHOTO aJITOPUTMY

ANTOpUTM SIK iTEepariiHuil Habip €BOJIOII MICTUTh OCHOBHI OTIEPaTOPH-MOYi: (Hop-
MyBaHHSI MOYaTKOBOI MOMYJALIi, CEeNeKIlii, pO3MHOXKEHHS Ta MyTauii. Mojenb BpaxoBye
HEMHINHUA epeKT HacCMYeHHS 1HBECTHUI[IN Ta €KOHOMIYHI MOKAa3HUKH, TaKl SK YUCTa MpUBe-
nena Bapticth (NPV).

Omuinka pimens (pitHec-¢pyHkuis). KoxkHe pilIeHHs OLIHIOETHCS 3a KPUTEPIEM OITHU-
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MaJibHOCTI. Y Hamii 3axadi QitHec-QyHKIIISA BiAMOBIAA€E UTBOBIH QyHKIIII, ska Moxke OyTu:

MiHIMi3aIli€r co0iBapTOCTi, 800 MaKCUMI3aIli€l0 MPUBEACHOI BAPTOCTI 3 PO3MOAIICHHSIM 1H-
BECTHULIN MK IIJICHCTEMaMHU.
VY 3araibHOMY BHIIQJIKy CTYIiHb MPUIATHOCTI OCOOMHU BU3HAYAETHCS Yepe3 3HAYCHHS
iIp0BOI (yHKITT. O1iHKa 0COOMHU 3MIIHCHIOEThCS 3a MokazHukoM NPV:
NPV = — xit, x; + Allannual - AF, (16)

1—(1+wacc)™"

e Allannual = (Sa — Op) - 2, AQ;a aHyiTeTHUM MHOXHUK: AF = ——

Ha x0>xHOMY MTOKOJTiHHI Bi/10ip OCOOWH 3/1HCHIOETHCSI HA OCHOBI iX (iTHEC-PYHKIIIT:

fitness(v) = NPV(V) = - 2o, [ + PV =-C L=, f, + m AQrtot o (T, w). (17)

Ockinbku Y fi = 1, mepmmii unen nopisaioe —C; oTke
NPV(v) =—C+m ( Zic, g;P) o (T, W), (18)
ne V= (Vi, ..., Vn) — reHotun inauBiga; C — 3aranbHui Kamitaa s po3noaiuty (rpH); m —

Mapka Ha TOHHY; €j— eJacTHYHICTh mijcucremu; P — 6a30Ba MpOayKTHBHICTB, T/piK; T — ro-
pu3oHT 1anyBaHHs (y pokax); W — craBka auckonty (WACC); a(T, W) — aHyiTeTHUIT MHOX-
HUK. UnM Bummii ¢iTHEC, THM OisTbIIa HMOBIPHICTD BiTOOPY OCOOHMHH.

VY mporpaMi 3aCTOCOBaHO TYPHIpHHI METOJ: BHOUPAETHCS BHIIAJKOBA IiIMHOXKHHA
ocobuH po3mipom k (TypHip). 3 1i€i rpynu 0OMpPAETbCss 0COOMHA 3 HAMOUIBIINM 3HAYCHHSIM

dituecy. [Iponec moBToproeTbes st popMyBaHHS Mapu OaTHKIB.
[lepeBaru TypHipHOi cenekitii: [IpocTora peanizalii, KOHTPOJIb IHTEHCUBHOCTI Bi1OOpY
yepes po3Mip TypHipY k, 30epexeHHs] TeHETUYHOTO PI3HOMAHITTS.

TypnipHa cenekiis 3abe3nedye OanaHc MK BHOOpPOM HalKpaliux pillleHb Ta 30epe-

eHHs pizHoMaHiTTs. [Tpu Manomy k BinOip Maiike BUTIAIKOBHH, TP BEIMKOMY K — CHITbHUIA

TUCK Ha HalKpall 0OCOOMHH.

Cenekuist BUKOHYETbCS Ha KpOKax BUOOPY OaThKiB Ul CXpellyBaHHS Ta (hOpMyBaHHs
HOBOi momynsamii. Halikpami ocoOunu (eniTHi) KOMmioIThCs 0e3 3MiH, 110 rapaHtye 30epe-
JKEHHS ONITUMAIbHUX PIllICHb.

KpocoBep (cxpemiyBaHHs) B reHeTHUHOMY airoputmi. KpocoBep — 1e omeparop, 110
dbopMye HOBI pimieHHs (HaIIaJIKiB) HUISXOM KOMOIHYBaHHS Te€HETHUYHOI 1HQoOpMaIli JBOX
0aTbKiBCHKUX 0COOMH. Moro mera — nepesaTH KOPUCHI BJIACTUBOCTI BiA OaThKiB 70 Ha-
II3JIKiB, 320€3MeUyI0UH MIPH LIbOMY T€HETUYHE PI3HOMAHITTS.

Harmmaiok cTBoproeThes sik TiHilTHA KOMOiHAIis JBOX OATHKIB:

Xchild = oX1 + (1 — a) X2, a € [0, 1], (19)

OTpumaHi Hala Ku: 30epiraroTh YaCTKOBUH MOPSIOK poOIT, 110 rapaHTye KOPEKTHICTh
pO3KJIay, ajie MOXKYTh HMOPYIIyBaTH OO KeTHI oOMexeHHsS. Takuil miaxiJ 10 KpOCOBEpy:
BpPaxoBY€ €KOHOMIUHY MPUPOAY poOiT (MpuOYTKOBICTh /30MTKOBICTD), CTIPUsiE MIBUIIIIMA 301-
JKHOCTI JI0 ONTHUMAIILHOTO PIllIeHHs, 30epirae JOMyCTUMICTh 32 TEXHOJOTTYHUMHU OOMEXKEH-
HSIMU.

MyTallis B TeHETHYHOMY airoputMmi. MyTarisi — 1€ oneparop, Mpu3HaA4YeHUH I BHE-
CEHHs BHIIQJIKOBHX 3MiH Yy T€HOTUIIM OCOOMH 3 METOIO0: YHUKHEHHs MependacHoi 301KHOCTI
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ITOPUTMY Ta MIATPUMAHHS T€HETHYHOTO PI3HOMAHITTS MOMYJALil. Y HalalmTyBaHHIX ajro-

PUTMY 3a/1a€ThCS YacTKa OCOOMH, IO MiJIAraloTh MyTamii. J{as KoxKHOI BUOpaHOT OCOOMHH:
BUIIaJIKOBO OOMPAEThCS OJIMH IreH (KOMIIOHEHTA T€HOTHUITY), HOTO 3HAYCHHS 3aMIHIOETHCS HO-
BUM, 3T€HEPOBAHUM BUIAJIKOBHM YHHOM Y JOITYCTUMOMY JIiara3oHi.

V mamriii 3ama4i reHotui: V = (V1, Vo, ..., Vn) J€ KOXKEH Vi, BIAIOBIIa€ YaCTIll IHBECTULIIH
y migcucreMy. MyTartist 3SMiHIOE O/IUH €JIEMEHT Vj, TICIS 9YOr0 BUKOHY€ETHCSI HOpMaTi3allist st
30epekeHHsT cyMH 4acToK. HoBe 3HaueHHs reHa BU3HAYAETHCS SIK BHITAJIKOBE IIIJIE YHCIO B
mianasoHi: Vj € [min, max] me Mexi BCTaHOBIIOIOTHCSA 3a iICTOPHYHUMHU JAHUMH a00 TeX-
HIYHUMH OOMEKCHHSIMU.

EniTusMm: Nelite HAalKpanumx pimeHb MepeHOCIThCS 0€3 3MiH.

Anroput™ 3aBepmuThCs TIiCHI Gmax MOKOMiHB, 1€ B KoAl Gmax = 300. AGo skmo
NPVbest(d) > NPViarget = 3ynmuHuTH. Takox BiICYTHICTh MOKpAIEHHS: 3yITHHKA, SKIIO MPO-

TATOM OCTAaHHIX S TIOKOJIIHB TOJIMIIEHHS HAHKpaIoro GpiTHeCy MEHIIE &:
max te [g-s+1,g] NPVbest(t) — min te [g-s+1,g) NPVhest(t) <e. (20)

Cranpnaptai 3Hauenns: (S = 20), € — nanpuknaz, 10° a6o 0,1 rpa B KOHTEKCTi (iHaHCO-
BUX BEJIMYMH.

Monenb indopMmaniitaux 38’s13KiB. [HpopMariiiHa CTPYKTYpa alropuTMy 300paKy€eThCs
y BUTJIAII B3a€EMOTIOB’si3aH01 cuctemu: [lapamerpu cepenoBuia — Irimiamzanis — GA ome-
paropu — OuiHtoBaHHS — Bisyaumizamis pe3ysibTaris.

Ha mpaxTumi e peanizyeTbes sSIK MOTIK JaHUX MK OJOKaMu:

Input: CAPEX, WACC, xoeoimientu enactudHocTi Ki;

Process: pospaxynoxk Qi, NPV ontumizanis gepes GA,

Output: Haiikpamiuii BEKTOP Xpest TAOMHUII pe3yibTaTiB, rpadiku 301KHOCTI Ta YyTIIH-
BOCTI.

TecryBaHHS alTOpUTMY. AJITOPUTM TECTYBaBCS Ha MPHKIAJAaX 3aBAaHb Pi3HOI po3Mip-
HOCTI, PI3HUMHU HEOJHOPIAHUMH MapaMeTpaMu Ta 3 PI3HUMH 00CsraMy MOYaTKOBOI MOIYJIs-
11i, 1€ KpUTEpieM 3yMUHKH OYyJ0 30€peKEHHs Kpalloro pillleHHs MOCHUIb y 5 MOKOMIHHSX.
KpuTtepii npuiHITTS/OLIHKHA O0yn0: (QyHKIIOHATIbHA KOPEKTHICTh — BCl IOHIT-TECTH MMOBHUHHI
npoxoauTH (100%); croxacTuuHa cTabUIBbHICTD - pe3yabTaTH GA cTalOiIbHI CTOCOBHO BUIA-
KOBOCTI1 (IpUITyCTHME PO3CisSiHHS); BIATBOPIOBAHICTb - NpH (ikcoBaHOMY (seed) pe3ynbratu
noBTopioBaHi. IIpoaykTuBHICTh, mpu ¢ikcoBaHOMY seed pe3yabTaTH IJEHTHYHI — TECT
npoiteno. CTabUIbHICT CTOXACTHKHU: st KoxHOT KoH(pirypamii CV(NPV) < 0.10 (10%) —
BBaYXAEMO PIIIEHHS CTaOLTbHUM; €KOHOMIYHA MoiIbHICTE: cepenne (NPV) > 0 — Bkasye, 1110
Ha OUIBLIOCTI 3aIyCKiB MPOEKT BUTIIHUK. Y 1CTOpii Kpaia icTopis As OUIBIIOCTI 3almyCKiB
crocTepiraeThest cradimizamis: mpupict Haiikpamoro NPV 3a octanHi S mokomninb < € (1e S =
20, € = 0.1% Bix morounoro NPV). Yac BukoHaHHs Ha 3a/1auy Mpu OaxkaHoMmy pecypcli < Tmax.

3anpornoHOBaHUM BapiaHT BUPILIEHHS 3aJadl BU3HAYEHHs 1HBECTHI[IN, 3aCHOBaHHUI Ha
TeHETUYHUX aIrOpUTMax, OKa3aB CBOIO €()EeKTUBHICTD.

[lepeBara reHeTHYHUX AJITOPUTMIB TIOJSTAE B TOMY, III0 BOHU TPAIIOIOTH TPU JOCHTH
CKJIQJTHUX BXITHUX yMOBaX ISl (PYHKIIIT MPUCTOCOBAHOCTI, TPUIOMY PE3YyIbTAaTH HOTO POOO-

TH TIPE/ICTaBJICH] BEJIMKOIO KIJIbKICTIO PillIeHb, MaIOTh MEHILIE HIaHCIB 31IUTHUCA JI0 JIOKAJIbHOTO
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ONTUMYMY 1 (YHKIIOHYIOTH Ha BCbOMY IIPOCTOPI PIllICHb.

IIpoBeneHHs1 YnceJIbHUX eKCIIePUMEHTIB. MeTOol0 MpOBEICHHS YNCENbHUX EKCIepHU-
MEHTIB € BepHudikaimiss epeKTUBHOCTI PO3pOOJIIEHOI METOAMKH ONTHMI3alii pPOo3MoaLTy
kamitanpHuX 1HBecTui (CAPEX) Mix migcucreMaMu MiAMpPUEMCTBA, a TAKOXK OIIHKA CTii-
KOCTI pillleHb MIPU BapilOBaHHI OCHOBHUX MapaMeTpiB Mozeli: koedilieHTa HACHYECHHs 1HBe-
cruuiitnoro edekrty Ki, craBku nuckontyBanHs WACC, Ta BUMAIKOBUX BiAXWICHb MOYAaTKO-
BUX YMOB (BHITaIKOBA iHII[1aTi3aI[is] TIOITYJISALIIT).

YucenbHi €KCIIEPUMEHTH TNPOBOAATHCA B cepenosumli Python (6i6miorexkn NumPy,
Matplotlib, pandas, reportlab) 3 BUkopucTaHHAM paHIOMI30BaHUX Cepiil 3ammycKiB i 3a0e3-
MIEYCHHS CTATUCTHYHOT IOCTOBIPHOCTI.

Jis mepeBipku 301’KHOCTI Ta CTa0UIBHOCTI AJITOPUTMY BHKOPHUCTaHO cepito 3 R = 30 He-
3aJIeKHUX 3amycKiB. Ha Ko)XHOMY 3amycKy mapaMeTpu onTuMizanii ikcoBaHi, ajie mo4aTko-
Ba TOIYJISIIIISl TEHEPYETHCS BUMAIKOBO 3 piBHOMIipHOTO po3noainy U(0, 1).

3a pe3ynbTaTaMy TECTYBaHHS MOXKHA 3pOOWTH Taki y3arajJbHEHHS: aJITOPUTM JIEMOH-
cTpye MoHOoTOHHE 3poctanHs NPV y nepmmx moxomiHHsX i cradimizamito micist 200-250 ite-
parii.

[Tpu nmigsumenni WACC cnocrepiraerscs 3umxenHs NPV na ~15-20%, mo minrsep-
JDKy€ O4YiKyBaHy (IHAHCOBY YYTJHMBICTH MoOzemi. 3pocTaHHs koedilieHTa HacudeHHS K
301IbIIIye YACTKM 1HBECTHIH y OLIBII YYTIWBI MIACUCTEMH (3 BHCOKOKIO EJACTUYHICTIO).
BinxuneHHs pe3ynbTaTiB MK 3allyCKaMHu He TepeBuIrye 6%, 1m0 CBiTYUTH MPO CTAOUTBHICTD
r100anbHOT 301KHOCTI.

Bubip reHeTHYHOro ajaropuTMy 3YMOBIICHHMH HOTrO 3/JaTHICTIO 3HAXOAWUTH KBAa3HIJIO-
OallbHI ONTHUMYMHM Yy 3ajadax 13 HEJNIHIMHMMH, HESIBHUMH Ta CTOXaCTHUYHHUMU
3anexHocTaMu [11]. V 3amayax 1HBECTHUIIITHOTO pO3MOALTY KJIACHUHI TPaJl€EHTHI METOAM Ya-
CTO Hee(eKTUBHI Yepe3 BIACYTHICTh 3aMKHEHOi aHaniTuyHOi ¢popmu NPV, a eBomtoniiini me-
TO/IM 3a0€3MeUyI0Th:

- MapaJieJIbHUH MONIIYK Y POCTOPI pilIeHb,

- CTIHAKICTb JI0 JIOKAJIbHUX MIHIMYMIB,

- THy4YK€ MOJIEJIIOBaHHS CTOXaCTUYHUX €(EKTIB.

OcHOBHI pe3ynbTatu MojentoBaHHA. [licas BUKOHAHHS MOBHOI cepii OOYMCIIEHB, IO
oxomnoTh R = 30 3amyckiB T€HETUYHOIO aJrOpUTMY JJIS PI3HUX NapaMeTpiB Mojeml, OT-
PUMaHO CYKYINHICTh ONTHUMAJbHUX PO3MOJUIIB KaliTAIbHUX 1HBECTHUIIIM MIX I’ SITbMa MIJCHU-
CTeMaMH.

J171st KOYKHOTO 3aImycKy mporpama (ikcye:

— BeKkTOp onTuManbHUX yacTok CAPEX X'= (X1, X2, X3, X4, X5);

— TpHpicT mpoaykTuBHOCTI AQj y TOHHaX Ha piK;

— 3aranbHy OpuOYTKOBicTh y Buraami NPV(X);

P |
— CepeaHE 3POCTAaHHS MTOTYXHOCTI1 Q—Q + 100%%,
o

— aHAITUYHY CTaOUIbHICTD PE3yNbTaTIB — CEpeHE, MiHIMalIbHE, MaKCUMallbHe 3HAYCH-
Hsa NPV 1o cepii.
Tabnuist pe3ynpTariB onTuMizamii. Y pe3ynbrari podoTu mporpamu GOpMyeThCs Tab-
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JINIA 2, sKa MOoJa€TbCA 'y BI/II‘JBII[iI

Tabmuns 2
OntumansHi pesynbrat posnoainry CAPEX mix mincucremamu
Buecok y
. . YacTka IaBecTumii,
ITincucrema EnacTuyHicTE € ANPV,
CAPEX Xi MJIH.TPH.
MJIH I'pH
R (Pecypcn) 0,14 0,215 322,5 24,6
Y (OGnagHaHH:) 0,40 0,384 576,0 71,4
T (Texnomnorii) 0,25 0,213 319,5 49,2
E (ExoHoMiKka) 0,15 0,097 145,5 16,7
O (Oprani3aris) 0,40 0,091 136,5 17,1
Pazom: — 1,000 1500,0 179,0

AHai3yl04n TaONUII0 BUIHO 10 HABHINA YacTKa IHBECTHUIIIN MPUIIaIae HA IMiJCHCTE-

My Y (oOnamHaHHS), IO Y3rOKYEThCs 3 HalOupmoro enactuyHicTio (0,40). TexHonoriuna

nigcucrema (T) oTpUMye Ipyry 3a BETUYMHOIO YAacTKY, IO CBIAYUTH MPO ii 3HAYHUH BIUIUB

Ha 30umbIIeHHs npoaykTuBHOCTI. OpranizamiitHa miacucrema (O) 30epirae BiTHOCHO HU3BKY

9acTKy, aJie JEMOHCTpYeE cTabinpbHMI BHECOK y ANPV.

[Iporpama dopmye Tpu OCHOBHI Tpadiku, sSKi BioOpakatOTh B3aEMO3B’SI3KH MiXK 1HBE-

CTHIISIMHU, €(PEKTHBHICTIO Ta pe3yibraTaMu ontuMizamii (puc. 2, 3, 4). MakcumyMm cro-

crepiraerbes s obmagHanHs (Y), IO MIATBEPIKYE CTPATETiUHY MOUUIBHICTH OHOBIICHHS

OCHOBHHX (POH/IIB pHC. 2.

Pucynok 2 — Ontumanbauii po3nogin CAPEX mix migcucremMmamu

Oona iHeecTUUIA

OnTumanbHa YacTka CAPEX
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0.25 A
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Haii0inpime 1HBECTHINIM CKOHIIEHTPOBAHO VY KAMITAIOMICTKHX TmmiacucremMax Y 1 T

(puc. 3).
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IHBecTUUii (MNH rpH)
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Pucynok 3 — Po3nozisn o0csTiB iHBECTHITIH (MITH.TPH. )

Hemninilinuii  xapaktep 3aleXHOCTI (E€KCIIOHEHI[IfHE HACHYEHHs) IIATBEPIKYE
e(eKTUBHICTb BUKOPUCTAHHS MOJeli 3 (YHKII€I0 HACHYCHHS pUC. 4:
AQi=¢gi-P-(1—e*) fi=1i/lo. (21)

AQ (T/pik)

700000
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500000 -

400000 A

T/piK

300000 A
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Pucynox 4 — [IpupicT npoyKTUBHOCTI IO MiJICHCTEMAax

Jnnamika 301KHOCTI TEHETUYHOTO aJTOPUTMY TOKA3ye M0 y MEePIIUX MOKOIIHHAX CIO-
crepiraetbest crpiMke 3poctanHs NPV, micias 49oro aiaroputm NepexoauTh [0 30HU
crabimi3arii (03HaKa JOCATHEHHS KBa3irao0aaIbHOrO0 MaKCUMyMY) pHC. 5.

ISSN 1562-9945 (Print) 15
ISSN 2707-7977 (Online)



«Cucremni Texnounorii» 5 (166) 2026 Tom 2 «System technologies»

1e10 36IKHICTb reHeTUYHOr 0 anropruTMy
1.22 A f
1.20
z
£ 118 4
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1.16
114 —— best NPV
mean NPV
T T T T T T T
0 50 100 150 200 250 300
MoKoniHHA

Pucynok 5 — 36ixHicTh eBomonii NPV

- CUHS JiHis — kpawe NPV (Halikpaia ocoOMHa MOKOJIHHS),

- IoMapanueBa — cepeorne NPV (cepeaHe mo monysiii), AeMOHCTPYE MPOIIEC SBOJIOMIT
— MOKPAICHHS PillIeHb 3 TTOKOJIIHHS /10 TOKOJIHHS.

OyHKIIIsS HACHUSHHS MTOKA3Yye, SIK 31 3pOCTAaHHIM YacTKH 1HBECTHIH e(eKT BiJ HUX 3pO-
CTa€e HEJiHIWHO, ajie Mae acUMITOTy Hacu4eHHs. [ mamux imBectuuiit (f < 0,2) — edekr
Maiike JTiHIMHUHN, A1 OUThIIKMX 3HaueHb — NPHUPICT AQj CIIOBUIBHIOETHCS, IO MOJAEIIOE pe-
abH1 00OMeKeHHsI e()eKTUBHOCTI (pHC. 6).

HeniHiitHa dyHKUIg HacuyeHHA edeKTy iHBeCTUL IR

1.0 4+ —— Saturation k=4.0

0.8

0.6

0.4+

BiHOCHa e(heKTUBHICTL (1 - e”-kf)

0.2+

0.0

T T T T T T
0.0 0.2 0.4 0.6 0.8 1.0
YacTka iHBecTUUIA f_i

Pucynok 6 — Heniniiina ¢pyHKuis HacuueHHs e(peKTUHOCTI 1HBECTUIIIN

['eHeTMYHUI AJTOPUTM NPOJEMOHCTPYBAB CTiMKY 30DKHICTH mpoTsirom 250-300 mo-
KoJiHb. ONTUMAaIbHUNA PO3MO/IUT IHBECTHUIIIM OPIEHTYETHCS HA MIACUCTEMH 3 HAWBUIIIOIO eJla-
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cTuyHicTIO (OOslagHaHHS, TexHoJorii). Mozaenb mMmokasana HeNiHIMHMN e(eKT Hacu4YeHHs

KaIliTaIbHUX 1HBECTHIIH, 110 TO3BOJSE YHHUKHYTH HEe(EKTHBHOTO NEpEeHACHYCHHS. 3MiHA
napameTpiB WACCTa Ksat CYTTEBO BILIMBA€E Ha PiBeHb NPUOYTKOBOCTI, ajie HE 3MIHIOE CTPYK-

TYpY PO3MOAUTY — OTXKE, MOJIC)Ib CTaOUIbHA JI0 TapaMeTPUYHUX Bapiaiii. CepeHe BiAXHICH-
HS pe3yJbTaTiB y Mexax £5% MmiATBEpAXKYy€e pOOACTHICTh Ta HAAIMHICTh METOIUKH.

Po3pobiiena Moiens ONTUMAIBHOTO PO3IOIIY 1HBECTUIIMHUX PECYpPCiB Mae Oe3roce-
pelHE NPAaKTUYHE 3HAYEHHS Ui MIJANPUEMCTB TIPpHUYOi, METAIyprifiHOi Ta eHepreTH4YHoi
IPOMUCIIOBOCTI. [i CTpyKTYypa JI03BOJIsIE a1anTyBaTH CUCTEMY NPUHHATTS PillleHb i/ peasbHi
00OMeXeHHS] BUPOOHUIITBA, BKIFOYHO 3:

- oOMexeHICTIO PiHAHCOBUX PECYPCIB;

- HEOTHOP1THICTIO TEXHOJIOTIYHUX MiJICHCTEM;

- PI3HOIO €JIACTUYHICTIO MPOJYKTUBHOCTI OO0 KaliTaJbHUX BKJIACHb;

- HasBHICTIO €(DeKTiB HACHUEHHS IIPU HAJMIPHOMY iIHBECTYBaHHi.

Buxopuctanns mo0yaoBaHoi Mojieni 1a€ 3Mory opMyBaTh OOTpYHTOBAH1 1HBECTHUI[IHHI
CTpaTerii, CIpsIMOBaH1 Ha MaKCUMI3aL[il0 YUCTOI IPUBEJEHOT BAPTOCTI IIPU CTAJIOMY PO3BUTKY
TEXHOJIOTIYHUX JJAHOK BUPOOHUYOI CUCTEMH.

VY TecToBil CUMYMANIT UIE YMOB CEpPEIHBOTO TipHUYOJO00YBHOTO MIANPUEMCTBA
(CAPEX = 1,5 mupx rpH) MOelb MTOKa3aja Taki pe3yinbTaTu:

- IPUPICT CEPETHBOPIYHOI MPOTYKTUBHOCTI y Mexax +18,7%;

- CKOPOYEHHS Mepioay OKymHocTi 3 6,4 10 5,1 poky;

- 3poctansst NPV Ha 17,5% nipu 30epexeHH1 TOro K PiBHS PU3HUKY.

L1i pe3yabTaTu MiATBEPKYIOTh MOXJIMBICTE BUKOPUCTAHHS MOJEII JUIsl CTPATET14HOTO
IUTaHYBAHHS 1HBECTHLIN y peallbHOMY BUPOOHHYOMY CEpEeAOBHILI, 30KpeMa MPH MiJrOTOBLI
710 MoJiepHi3alii abo pecTpyKTypHu3alii HiANPUEMCTBA.

BucHoBKM i mepcneKTHBH MOAAJIBIIMX J0CHiIXKeHb. TakuM YHHOM, NMPAKTHUYHE 3HA-
YEeHHS PO3pO0JIEHOI MOJIeNI TMOJIArae y CTBOPEHHI YHIBEPCAIbHOIO IIU(PPOBOrO 1HCTPYMEHTY
HiATPUMKH MPUAHATTS pillleHb, SKUHA JO3BOJISE:

- 3/1ICHIOBATH HAYKOBO OOIPYHTOBAHHUM PO3MO/LT KaliTalbHUX BKIIAJICHb;

- BpaXOBYBAaTH HENIHIHHY PUPOY IHBECTULIIHHUX €(EKTIB;

- MIJBUILYBAaTH €(EKTUBHICTh BUKOPUCTAHHS PECYPCIB;

- CKOpOUYyBAaTH Yac MJIAHYBAaHHS 1 BUTPATU Ha aHAJIITUYHI PO3PAXYHKU;

- MiJABMIYBATH MPO30PICTh YIPABIIHCHKUX PILIEHb y CHUCTEMI KOPHOPATHUBHOTO KOH-
TPOJTIO.

UrcenbHi €KCIIEPUMEHTH MMOKA3aJId CTA01IbHICTh €BOIOIIITHOTO MONIYKY Ta OCTYIIOBY
301KHICTh /10 TJIOOAJTbHOTO MAaKCMMYMYy 3a YMOBH 3aCTOCYBaHHS €JITH3MY, TYpPHIPHOTO
BiZIOOpY Ta apU(PMETUYHOTO CXPELTYBaHHS.

Bukopucranss 3anpornoHoBaHoiMoeNl (opMye OCHOBY JUIsl IEPEXOAY BiJl IHTYITUBHO-
ro IUIaHyBaHHA 10 (OpMali30BaHOi, AITOPUTMIYHOI CTpaTerii yIpaBiliHHS KaIliTajloM, II0 €
KJIIOYOBUM €JIEMEHTOM IIU(PPOBOi TpaHCchopMallii TPOMHUCIOBUX i IIPUEMCTB.

3anpornoHOBaHUN MiAXiJ MOXe OyTH BHUKOPHCTAHUM A PO3pOOKH IU(PPOBHUX IHBE-
CTHLIHHUX MOJeNell Ta CUCTeM MIATPUMKH MPUUHATTS pillleHb Yy TipHUYiH, eHepreTHuHil Ta
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nepepoOHil TPOMHUCIOBOCTI.

[Toganpini AOCHiPKEHHS AOLUIBHO CHPSMYBATH Ha aganTallil0o MOJAETl A0 YMOB He-
BH3HAYEHOCTI, BUKOPUCTaHHS OaraTOKpUTEpiaibHOI ONTUMI3alii Ta 1HTErpamio 3 METOJaMH
MAaIlIMHHOI'O HaBYaHHHI.
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Genetic algorithms and methods of optimal enterprise management

The article presents the results of a study aimed at optimizing the distribution of capital
investments of an industrial enterprise using a genetic algorithm. A mathematical model has
been developed in which the shares of investments are distributed among five subsystems —
resources, equipment, technology, economy and organization, which are determined by evolu-
tionary search for the optimal financing vector. The fitness function is given in the form of net
present value (NPV), which allows directly taking into account the value of money.

The purpose of the work is to develop, implement and analytically evaluate a model for
optimizing the distribution of capital investments of an industrial enterprise based on a genet-
ic algorithm, which allows maximizing the net present value (NPV) under conditions of lim-
ited resources and nonlinear interaction between production subsystems.

The methodology. The methodological basis of the study is a combination of systems
analysis, evolutionary calculations and economic and mathematical modeling, which pro-
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vides a comprehensive study of the processes of capital investment distribution in multifactor
production systems. The methodology involves multilevel verification of the stability of the
model through repeated experiments, comparison with basic linear models and statistical
analysis of variations of the results.

The scientific novelty. The scientific novelty of the obtained results lies in the formation
of a new evolutionary-optimization paradigm for managing the investment activities of indus-
trial enterprises, which combines genetic algorithms, economic dynamics, and systems analy-
sis.

Conclusions. A model for optimizing the allocation of capital investments based on a
genetic algorithm has been developed and tested, which ensures the maximization of net pre-
sent value (NPV) in a multi-parameter system.

Keywords: genetic algorithm, CAPEX, NPV, optimization, systems analysis, Cobb-
Douglas production function, investment strategy, project analysis, evolutionary computing.
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O.A. I'onuapos, M.M. ®@inonenko, JI.B. BacuibeBa, A.A. Omenpuyk, K.O. Kpirep
APXITEKTYPA TA ONITUMI3ALIA PEKOMEHJAIIMHOTO MOIYJIS
EJIEKTPOHHOI BIBJIIOTEKHU 3AKJIALY BUIIIOI OCBITH
B YMOBAX OBMEXXEHUX OBYUCJIIOBAJIBHUX PECYPCIB

Anomayisn. Poboma npucesuena po3pobyi ma apximekmypHii onmumizayii pekomeHOayitiHo-
20 MOOYIIsL O/151 eeKMPOHHUX DIOiomeK 3aKka1adie suwoi oceimu, wo GYHKYIOHYIOmMb 8 YMOBAX
0OMedHCeHUX OOUUCTIOBANbHUX PeCcYPCI8 I He Marmb MONCIUBOCII UKOPUCTNOBYBAMU PeCYD-
COMICMKI Hetipomepedcesi nioxoou. 3acmocosano memoo Korabopamuenoi ginempayii 3 in-
meepayiero eKCnoHeHyiinoi yuKkyii yacosoeo 3eacanus. Llei mexawnizm adanmye npoghine
cmyoeHma 00 WeUOKOI 3MIHU IHMepeci8 V MeiCax HA8UANbHUX cemecmpis. /s nodoanHs
K8AOpamuuHoi 00OYUCTIOBANbHOI CKIAOHOCMI AN20PUMMY PO3POONIEHO ONMUMI308AHY ap-
ximexmypy penayitnoi 6azu oanux (na cmexy PHP/MySQL). JKummesuii yuxkn gpopmysarms
peKomeHOayiti po30ileHo Ha 08I i301b08aHI (Pa3u: ACUHXPOHHUL (POHOBULL NEPEPAXYHOK MAM-
PUYb Ma CUHXPOHHE 34UMYBAHHS 20MOBUX NPONO3UYiu. EMnipuyne M0o0eniosanHs Ha peanbHili
subipyi (0o 1350 06'exmis) niomeepouno 8ucoxy cmiuKicms aneopummy 00 3MIHU PO3MIp-
Hocmi Oanux. J{oeedeno, wo 8paxy8anus axkmopa yaco8020 32ACAHHs 00380JIAE 3HUSUMU Ce-
peonvorksaopamuyny noxuoky (RMSE) na nomao 42%. 3anpononoeana apximexmypua on-
mumizayis 3a6e3nequna yac i02yKy cucmemu Ha pieHi 102apuhMiuHoOi CKIAOHOCMI 05l KiH-
yegozo kopucmygaua. OOIPYHMOBAHO OOYLNbHICMb BUKOPUCTNAHHA OA308UX MOOUGDIKOBAHUX
aneopummia KouabopamusHoi ginempayii AK KOMNPOMICHO20 DIUEHHS MIdC MOYHICMIO mad
004UCTIOBATILHOIO 8APMICIIO O/ JIOKAILHUX OCBIMHIX NAAmM@OopmM NOPIGHAHO 3 MOOeIIMU
2NUOUHHO20 HABUAHHS.

Knrouosi cnosa: ancopumm xonabopamusnoi ginempayii; npoecHo3yeanHs; onmumizayis oo-

YUCTIeHb; PeKOMEeHOAYiliHa cucmema; dacose 32acanus; erekmponua oioniomexa; MySQL;

RMSE.

IlocranoBka mnpoOJjemu. Ctpimka 1udpoBiI3aIis OCBITHROTO TPOIECY CYIPOBOI-
JKY€EThCS €KCIIOHEHIINHUM 3POCTaHHSIM OOCSTIB HAaBUAJIbHUX MaTepialiB: €JIEKTPOHHUX Mij-
PYYHHKIB, METOJMYHUX BKa31BOK, HAYKOBUX CTAaTe€l Ta KOHCIEKTIB JIEKIH. Y JIOKaJIbHUX
010110TeKaxX 3aKia/aiB BUIIOI OCBITH 11€ MPU3BOJUTH J0 MPpoOiIeMH 1HPOpMaIIITHOTO nepeBaH-
Ta)XeHHsI CTYJICHTIB Ta BUKJIagadiB. TpaauiiiiHi 3aco0M MOBHOTEKCTOBOI'O MOIIYKY Ta pyOpH-
Kallii BUABIIAIOTHCS HEAOCTATHHO €(EKTUBHUMH, OCKUIBKM BUMaraioTh BiJl KOpUCTyBaya TOY-
HOTo (opMyItOBaHHS 3anUTy. [10/110H1 BUCHOBKY MIATBEPAXKYIOTHCS TOCIIKEHHAME Y chepi
1HTeNeKTyani3amii MonIyKy HayKOBMX MyOJiKalid, A€ JUIs IMiJBUIIEHHS PEJIeBaHTHOCTI pe-
3ynbTaTiB 3acTocoBYIOThcs KomOiHanii meroniB TF-IDF, NLP-anamizy ta anroputmiB pas-
KyBaHHS TOKyMeHTIB [1]. 3a Takux yMOB BIPOBA/KEHHS MEPCOHATI30BAaHUX PEKOMEHAALlIN-

© Tl'onuapos O.A., @inonenko M.M., Bacunbea JI.B., Omenpuyk A.A., Kpirep K.O., 2026
Copyright for this paper by its authors. Use permitted under License CC BY 4.0.
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HUX CHUCTEM CTa€ KPUTHMYHO HEOOX1HUM IHCTPYMEHTOM JUII CKOPOYEHHS Yacy Ha IOIIyK pe-
JICBAaHTHOT'O KOHTEHTY Ta IiIBUIIICHHS 3arajbHOi SKOCTI OCBITHBOTO 1potuecy [2]. Y cyyacHuX
JOCTIKEHHSX 1H(pOpMaIiiftHOTO 3a0€3MeYeHHS OCBITHBOI MIsUITBHOCTI TAKOXK MIKPECITIOEThCS
BOXJIUBICTh (POPMaIIi30BAaHOTO MOJAHHS 3HAHb, OHTOJIOTIYHOTO MOJICJIIOBAHHS Ta aBTOMAaTH-
3aIii JOCTYIy J0 OCBITHIX PECYpCiB, IO CTBOPIOE OCHOBY JJIsi MOOYAOBH 1HTEIEKTYabHUX
CEpBICIB MEPCOHAI30BAHOT MIATPUMKHU KOPUCTYBAUiB eJIEKTPOHHUX OibmioTek [3].

AHaJi3 oCcTaHHIX AOCHiIkeHb Ta myOJikaniii. CyyacHuil eram po3BUTKY PEKOMEH-
JaiiHUX CHCTEM XapaKTEePU3YETbCS aKTHBHUM BUKOPUCTAHHSIM HEHPOMEPEKEBUX MiAXOIIB.
30Kkpema, JOCHIKEHHsI OCTaHHIX POKIB 30Cepe/KEeHI Ha BUKOPUCTaHHI HEHPOHHOI Kosiabopa-
TUBHOI (iabTpamii, rpadoBUX HEHPOHHMX MEpEeX Ta Mojelied Ha OCHOBI MeXaHI3MIB
yBaru [4, 5]. Lli miaxoan 1eMOHCTPYIOTh BUCOKY TOUYHICTh NMPOTHO3YBAHHS Ta 37aTHICTh BH-
SIBJISITH CKJIQ/IH1 HEJTIHIMHI 3aJ1€)KHOCTI MK KOPUCTyBa4aMu Ta 00'€KTaMH.

Opnak, BOPOBAPKEHHS TaKMX IIHOOKUX MOJENEH CYMPOBOKYETHCS HU3KOK KPUTHY-
HUX OOMEXEeHb: BOHM MOTPEOYIOTh 3HAYHOI OOYMCIIOBATBHOI MOTYKHOCTI Y BHUIUIAMIL
rpadiunux npuckoproBauiB GPU, Benukux oOcsAriB onepaTHBHOI Mam'siTi Ta BETUYE3HHX,
UIUJIBHUX MAcCHUBIB JIaHUX JUIsl HABYaHHS. SIK 3a3HAaYa€ThCsl y NOCHIDKEHHIX 3 ONTUMI3allii pe-
KOMEHJIALIMHUX CUCTEM [6], BUCOKA OOYMCIIIOBAIbHA BApTICTh POOUTH HEHPOMEPEIKEBI ITijI-
XOIM PECYpPCHO BHTPATHUMHU a00 TEXHIYHO HEMOXIIMBUMH ISl PO3TOpTaHHS HA PiBHI JIO-
KaJbHHUX (aKyJIbTETCHKUX CepBEpiB, iH(PpacTpyKTypa SKHUX Haifyacrime 0a3yeTbcs HA CTaH-
JApTHUX CTeKaX TEXHOJOTIH (HAIpHUKiIaa, Ha OCHOBI KiacHyHuX BeO-ctekiB PHP/MySQL) 3
00MEKEHIMH peCypcamH MpoIecopa.

ANBTEPHATUBOIO 3aJMINAIOTHCA KIIACHYHI aJITOPUTMHU KOJIa0opaTtuBHOI (inbTpamii
(K®), sxi BII3HAYAIOTBCS  QITOPUTMIYHOIO  IPOCTOTOIO Ta  IHTEPHPETOBAHICTIO
pesynbTaTiB [7]. OcHOBHOMO TIpobaeMoro 6a30B0i KO B 0CBITHROMY KOHTEKCTI € HE3AATHICTh
a/anTyBaTHCS /10 3MIHM 1HTEpPECIB KOPHCTyBaya 3 4acOM — HAINpPUKJIAJA, [IPU MEPexoi CTy-
JICHTAa Ha HACTYMHHUM KypC 3MIHIOETHCS MEPEIiK aKTyaJIbHUX JJISl HbOTO AUCHUIUTIH. OcTaHH1
JochikeHHss y cdepi knacuyHuX MmetodiB (2023-2026 pp.) MOBOIAATH, IO IHTErparis
(GyHKIIH YacOBOTO 3racaHHs JI03BOJIIE CYTTEBO IIJIBUIIUTH PEJIEBAaHTHICTh PEKOMEHALlii
IIJIIXOM HaJIaHHS OUIBIIOT BarW OCTaHHIM B3a€MOJisIM KOpUCTyBaya 3 cucreMoro [8, 9]. IIpo-
T€ NMHUTaHHS MOOYNOBU apXiTEKTypH PEKOMEHIAIIMHMX MOAYIIB 13 MIATPUMKOK YAaCOBHUX
Koe(illieHTIB Ta ONTUMI3allli BiAMOBIAHUX OOYHUCICHb Yy PENSAiHHUX 0a3zax NaHUX IS JIO-
KaJTbHUX OCBITHIX MJIATGOPM J10C1 3ATHUIIAETHCSI HEJOCTATHRO JOCIIKEHUM.

Meta pociimkeHHss. MeToro JOCIIPKEHHS € OOIPYHTYBaHHSA Ta €KCIEpUMEHTaJbHA
nepeBipka e(peKTUBHOCTI MOJIU(IKOBAHOTO METOIy KOoJabopaTUBHOI (ibTpallii 3 ypaxyBaH-
HSIM 4acoBOro (hakTopa Al PEKOMEHJALIHHOTO MOIYJsl €JIeKTpPOHHOi O101i0TeKH 3aKiany
BUIIO{ OCBITH, ONTHMI30BaHOIO ISl (YHKI[IOHYBAaHHS B YMOBaX OOMEXKEHUX OOYHMCIIIOBAIIb-
HUX PECYpCIB.

BuxianeHHsi 0CHOBHOIo marepiany gociaigxenHsi. B oCHOBY po3po00OBaHOTO MO-
TyJIsl TIOKJIAZICHO aITOPUTM KoiabopaTuBHOI GiabTparlii, mo 6a3yeTbcst Ha MOAIOHOCTI KOpH-
cryBauiB. Knacuunuii migxin mnepenbavae OOYMCIIEHHS MipH OJM3BKOCTI IHTEPECIB MIX
LIJTbOBUM KOPHUCTYBaueM & Ta IHIIMM KOpPHCTyBaueM cUcTeMHU U. JIs OIiHKK MOJIOHOCTI BU-
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KOPUCTOBYETBCS KOCHMHYCHAa Mipa, OCKUIBKM BOHa € CTIMKOIO JI0 PpO3PIIKEHOCTI
nanux [10, 11]:

Ez‘efn u Tai " Tui

sim (a,u) =

El

-

[ [

| E z E z

|&igly Vi | &ieh, Tui
N N

1)

1e T, ; Ta I'y; — OLIHKHU, BUCTAaBJIEHI KOPUCTYBayaMu a Ta U 00'exTy (KHM3I) i; I, ,, — MHOXHHA

00'eKTiB, OI[IHEHUX 000Ma KOPUCTYBaUYaMH.
IIporuo3osana ouinka Py, ;; JUls HIbOBOIO KOPUCTYBaya & Ta HEOLIHEHOr0 HUM 00'€KTa

| 00YMCITIOETHCS SIK 3BaKEHA CyMa OIHOK K HaiOmmkuux cycimiB (MuoxwuHa K ):
Zuex Ty ~sim (a,u)

Zuex Sim (a,u)

P(a,i) = (2)

Crneuugika OCBITHHOTO CEPEIOBHINA IOJSITae B TOMY, IO aKTyaJbHICTh MEBHUX Ma-
TepiaiB (METOIWYHUX BKAa31BOK, KOHCIIEKTIB) KOPCTKO MPHUB'sI3aHA 0 MOTOYHOTO CEMECTPY
Ta HaBYAIBHUX TUCIUILIIH. BiAmoBigHO, iHTEpecH KOpUCTyBayua MBUIKO 3acTapiBaioTh. 11lo6
KOMIIEHCYBATH 1€ sIBUIIE, A0 0a30B0oi Mojeini Oylo 1HTErpOBaHO €KCHOHEHLIWHY (QYHKIIIO
4acoOBOI'0 3racaHHs.

MoudikoBaHa OmiHKa T, ; , sIKA BHKOPHCTOBYETHCS B OOYHMCICHHSAX 3aMiCTh IOYAaTKO-

¥
TR
BOI T'M-, BU3HAYAETHCA 3a (I)OpMYJ'IOIOZ

ru,i = ru,i "€ : (3)
ne At; — gac, 0 MHHYB 3 MOMEHTY BHUCTABJICHHS OL[IHKH 00'€KTY | 1O MOMEHTY (OpMyBaH-

HSl peKoMeHallii (B CeKyH1ax); A — Koe(illieHT 3racaHHs, SKUH MiI0UPaEThCS eMITIPUYHO (B
MeXax JaHoro jociimkenHs A = 107).

Buxopucranns uiei GyHKIIT 103BOJII€ 3HU3UTH Bary CTapux OLIIHOK 1 MiJABUILIUTH peJie-
BaHTHICTh MaTepiaiiB, SKUMH CTY/IECHT L[IKABUBCS OCTAaHHIM YacOM.

Peanizaris anroputmy K® mae anroputmiuHy CKIaJHICTh o(lul* - 1), ne |U| — kinb-
KiCTh KOpHCTYBa4iB, |I| — kimbkicTh 00'ekTiB [12]. OGUHCIICHHS TAKUX MaTPHIlh B PEXUMI pe-

QIBHOTO Yacy B MOMEHT 3aIllUTy KOPUCTYBada € apXiTEeKTYpHUM aHTUIATEPHOM JUISI CUCTEM,
110 BUKOPHCTOBYIOTh cTek PHP/MySQL (THMOBHIA /17151 JIOKAIbHUX CEPBEPIB YHIBEPCUTETIB),
OCKUIbKH 116 HEMUHYY€ IPU3BOANUTH 10 TaliM-ayTiB pH 30UIBIIEHH] PO3MIPHOCTI MaTPUILLL.

Jlns moonaHHs LUX TEXHIYHUX OOMEXEHb OYJI0 3aCTOCOBAHO apXITEKTypHUH MiJXiJ,
mo 0a3yeThCs HA MO BIAMOBIJATHHOCTI 3a KOMAaHAM Ta 3alHUTH, a TaKOX IOJIHHO-
opieHTOBaHIM Mozen oOpoOku nmanux (puc. 1). dizuuHa Monens pensaIiiHol 0a3u JaHuX
NPOEKTYETHCA 3 ypaxyBaHHAM HpPOOJIeMM PO3PLIKEHOCTI JaHMX (CHUcTeMa 30epirae jmiie
ICHYIOY1 OLIIHKHM, ITHOPYIOUM HYJIbOBI 3HAYEHHS JUIsI HEIIPOUMTAHUX KHUT) Ta BUKOPUCTOBYE
JIeHOpMaTi3allito Uit 3a0e3MeueHHs] BUCOKOT IIBUIKOCTI YUTAHHS.

XKutreBuit nukn GopMmyBaHHS Ta BHJA4l peKOMeHAalliil Ha 0a3i Liel MOAeni YiTKO
PO3JIIEHO Ha JIB1 130/1b0BaHi (azu.
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KnieHTCbKUiA piBeHb

Lis:
Mepernsg pekomenaauii

Lis:
OuiHka maTepiany

BifoBbpaxeHHs gesynerary.

PiBeHb foaaTky Ta 6i3HeC-nofiku

KoHTponep KoHTponep
(O6po6HUK 3anucy) (OBPO6HUK UMTAHHS)

2. Nogisi

Menemxep l-|epr>

1. 36epexeHHs TpaH3aKLii Bu6ipka O(log N) : HaGip aanimx

3. 3aBAaHHA

ACUHXPOHHWIA NpoLEeC W 5. Po3paxyHOK Ta OHOB/IEHHA

(Worker) J

4. Bubipka cnifibHWX ouiHOl

— I S 1

PiBeHb 6a3n gaHmx MySC

I
| |
| I
| |
| I
I TpaH3akuiiiHa Tabnuuga BiTpuHa gaHux I
I [Rating] [Recommendation] [
I [
I [
|

Pucynok 1 — ApxitekTypHa cxema MoayJst (popMyBaHHS MEPCOHATBHUX PEKOMEHAIIi

Ha 0a3l moaiitHol Moel

CTpyKTypy KIHOYOBHX TaOJIHIIh Ta CTPATETiIO X 1HAEKCYBaHHS HaBeleHo Yy Ta0muii 1.
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Ta6mums 1
CtpykTypa Ta iHAEKCYBaHHS KJIIFOUOBUX TAOJUIb ONITUMI30BaHO1 0231 TaHUX
. Kirouosi Tun [Ipu3HaueHHsS B ONTUMI30BaHIN
CytHicTb . . .
aTpuOyTH 1H/IEKCYBaHHSI apXiTeKTypi
id, education, ' 30epiranHsa 6a30BOT0 MPOLIIO KO-
User sphere B-Tree (id) pucTyBaua. BHCTynge T'OJIOBHOIO
cyTHICTIO Ju1s 3B's3KiB 1:N.
MeranaHi HaBYaJILHUX MaTepialliB.
Book id, author_id, B-Tree (id, gen- [HaeKcH 3a xaHpamu ab0 aBTOpPaMu
genre_id re_id) IPHUCKOPIOIOTH MOYKJINBY KOHTCHTHY
¢inpTpario.
Tpan3akiiitna Tabnuis 30epiranHs
id, user_id, Composite B- SIBHOTO (i10eKy. ATpuOyT
Rating book_id, val- | Tree (user_id, created at € KpUTHYHHUM JIJIsSI PO-
ue, created_at | book_id) 3paxyHKy (YHKIIiT 4aCOBOTO 3ra-
CaHHSL.
_ _ Composite B- JleHopMaiti3oBaHa BITpUHA JaHHX.
. id, user_id, . 3a0e3neuye MUTTEBE 3UUTYBaHHS
Recommendation book id, score Tree (user_id, MONEPEAHBO PO3PAXOBAHUX DEM-
- score DESC) THHFEB posp P

[Tepiroro € ¢aza 3anucy Ta aCHHXPOHHOTO MepepaxyHKy MaTpullb. [Iporiec HIMIIOETHCS
MOJII€}0 BUCTABIIEHHS HOBOI OIIIHKK a00 3MiHM CTaTyCy HaBYaJbHOTO Marepialy KOpHUCTyBa-
yeM. 3anuc MUTTEBO (PikCyeThbes B Tabuuii Rating pa3oM i3 MiTKOIO 4yacy. 3aMiCTh TOT0, 1100
oJlpa3y IepepaxoByBaTH PEKOMEHJAIlli, cucTeMa reHepye (OHOBY 3ajady, siKa JENeryeThCs
MeHepkepy yepr. Pobounii mporec, mo (GyHKIIOHY€e HE3aleXHO BiJl OCHOBHOTO KHMTTEBOTO
UKy BeO-/10/1aTKa, iHilitoe cepBicHMii kiac RecommendationService. /s ontumi3zarii 06-
YHUCJIEHb KOCHHYCHOI Mipu MOJAIOHOCTI CepBIC HE 3aBAHTAXXy€ BCIO MATPUIIO B ONEPATUBHY
nam'ste PHP. 3amicte mporo BukoHyeThbes SQL-3amuT 13 BUKOPUCTAHHSM BHYTPIIIHBOTO
3'eqnanHs (INNER JOIN) Tabnumi Rating camoi Ha cebe nis BUOIpKH JIMIIE TUX Map KOpH-
CTyBaYiB, SIKI MAOTh CIIJIbHI OI[IHEHI KHUTH.

Ha erami arperaiiii 10 3Ha4€Hb OIIHOK 3aCTOCOBYEThCA (PYHKIIis yacoBOro 3racaHHs (3),

A€ K ﬁtz BUKOPUCTOBYETHCA pi3HI/II_I$I MDK IOTOYHUM 4YacoM CCpBCpPa Ta 3HAYCHHIAM

created at koHKpeTHOI omiHKKA. OOUYUCIeH] IS UIbOBOTO KOpUcTyBaua Torn-N Haitbiibi pe-
JIEBaHTHUX KHMT (JIe MPOTHO30BaHA OIlIHKA MEPEBUIYE 3aJJaHU MOPIT) 3aMUCyIOThCS 10 Tad-
auni Recommendation onepariiero MacoBOro OHOBJICHHS.

Hpyroto € ¢aza cuxpoHHoro uuranHs. [Ipu aBTOpH3amlii KOpUCTyBaya B CHUCTEMI Ta
MePexo/ii 10 PO3ALTY IEPCOHAIBHUX PEKOMEH Al BeO-10/1aTOK MOBHICTIO 3BUTBLHSIETHCS BiJl
BUKOHAHHSI MAaTEMaTHYHUX PO3PAXYHKIB.

Kontponep dopmye mpoctuit SQL-3anut 1o tabnauui Recommendation, ¢insTpyroun
3anucH 3a user_id Ta copTyIouH iX 3a IOJIEM SCOre 3a CIaJaHHsM.

3aBIsKM HAIBHOCTI KOMITO3UTHOTO iHzAekcy (user_id, score) na pisai CKB/l MySQL,
MOIIYK MOTPIOHMX 3amKCiB BiJOYBa€eThCs O€3 MOBHOTO CKaHyBaHHS Ta0iuii. OOuucioBaibHa
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CKJIQJIHICTb JUIsl KIHIIEBOTO KOpHUCTyBaua y 1iil ¢asi 3Boaurscs 10 O(logN), ne N — KinbKicTh

3aMMCiB y TaOIUIIl PEKOMEHIAITIH.

Taka apxiTekTypa J03BOJISIE JIOKAIBHINM CHCTeMi €()EKTHBHO MPAIFOBATH HA MAJIOTIOTY-
KHUX CepBepax, rapaHTyI4H Yac BIATYKY iHTEpQeicy B MeXaxX MIUJTICEKYH]I, HE3aJICKHO Bi
3arajJbHOTO 00CATY HAKONMMYEHUX B CJICKTPOHHIN 010110TeIll ICTOPUYHHUX JaHUX.

Jlnst mepeBipku €(pEeKTUBHOCTI 3aIPOITIOHOBAHOI ONTUMI30BaHO1 apXITEKTypH Oyi0 mpo-
BEJICHO EKCIICPUMEHTAIbHE MOJICTIOBaHHS Ha 0a3l peaylbHUX MaHHUX (OI[IHOK KOPHUCTYBadYiB),
310paHuX y MpoIeci TECTOBOI eKCIuTyaTallli eJleKTpoHHoi 0i0mioTekn. KopucTtyBadi orfiHioBa-
JM TIPOYMTaHI MaTepialii 3a KIACHYHOI0 5-0aJbHOIO IIKAJIO0, MPH [IOMY KOXKHA TPaH3aKI[isg
CYIIPOBOIKYBaiacs (pikcariero 4acoBOi MiTKH.

MeTor eKCrepruMeHTy OYJI0 MOPIBHSHHS TOYHOCTI MPOTHO3YBaHHS KIACUYHOTO ajro-
puTMy KoslabopaTBHOI (isbTparii Ta il Moaudikarii 3 ypaxyBaHHSIM 4acoBOro (hakropa mpu
pi3HHX o0csrax BuOipku omineHux kuur (Big K =50 no k = 1350).

OCHOBHUM KpHUTEpPiEM SKOCTI OyJ0 00paHO METPUKY CEepeIHBOKBAIPATUYHOT MOXHOKH
(RMSE). Bubip RMSE 3ymoBneHu# THM, 1110 151 METPUKA € CTAHIAPTOM Je-(PaKTo s 3a1a4
MIPOTHO3YBaHHS PEUTHHTY 1 OUTBII YyTJIMBA A0 3HAYHUX BIIXHMICHD IMOPIBHSIHO 3 a0COIIOTHOIO
noxuokor. dopMysa po3paxyHKy METPUKU Ma€ BUTIISL:

11
RMSE = ||;Z (Pu_.i - ru_.:':]_ B (4)
N

(2i)

Je N — 3arajibHa KUIbKICTh CIIPOTHO30BAaHMX OLIHOK, P, ; — CIIPOrHO30BaHa OLIHKA, T, ; — pe-

albHa OIliHKA, BUCTABJICHA KOPUCTYBaueM U 00'eKTy .

Yum Hmxue 3HaueHHss RMSE, TM BHIIOIO € TOYHICTH pOOOTH PEKOMEHIAIIIHOT cUCTe-
Mmu. Pesynbratu oGunciaenns RMSE s 060X anroputmiB npu 3MiHi 00csATy BUOIPKH MOJIAHO
y Tabaumi 2 1 puc. 2, e HaBeJeHO KIF0UOBI TOUKH 3pi3y €KCIIEPUMEHTAIbHUX JaHUX.

Tabmuus 2
JluHamika MOXUOKHU MPOTHO3YBaHHs 3aJIE3KHO B1J 00cATy BUOIpKU
O e o ()| K soopana | Moo K0 e

50 2.1337 1.2470

250 2.1054 1.2367

500 2.0966 1.2040

750 2.0883 1.2165

1000 2.1042 1.2010

1350 2.0923 1.2297

CepenHe 3HaUYEHHS ~2.1025 ~1.2152
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HunHamika noxnbkm RMSE 3anexHo Big o6cary Bubipku
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Pucynok 2 — I[opiBHsiipHUY Tpadik TUHAMIKHA TOXUOKU

AHai3 OTpUMaHUX eMIIPUYHUX JTaHUX JI03BOJISIE 3POOUTH KilIbKa BaXKIIMBUX BUCHOBKIB
I110/10 MOBEAIHKH PO3pOOIEHUX MOJIEIIEH:

1. CrabuIbHICTh aNTOPUTMIB B YMOBAxX MaciiTaOyBaHHS: SIK BUIHO 3 pe3yNbTariB, MO-
XMOKa MpPOTHO3YBaHHS JUIsi 000X METO/IB HE Ma€ TEHJEHLIi IO CTPIMKOrO 3pOCTaHHS MpHU
3011bIIEHH] KUIBKOCTI KHMXKOK Yy BHOipIi. Po3max Bapiaumii (pi3HMLS MK MakCUMaJIbHUM Ta
MiHIMadbHUM 3HaueHHSIM RMSE) € He3naunum: A® 0.045 nns 3BUYAiiHOro MeETOy Ta

A% 0.046 1 MeTonly 3 ypaxyBaHHsSM 4acy. Lle cBiTUMTh MPO BUCOKY CTIMKICTh aJITOPUTMY

Ta MIJITBEP/AXKYE TIIOTE3Y MPO TE, 1110 IHTEPECH KOPUCTYBadiB B OCBITHBOMY CEPEIOBUII Ma-
I0Th KJIACTEPHY NMPUPOAY (CTYACHTH 30CEPEINKYIOTHCS HAa KOHKPETHHUX MPEIMETHUX 00JIaCTsIX
y M&XaxX CeMecTpy).

2. Ilepeara mojerni 3 4acoBUM 3racaHHsM: MoandiKoBaHUI aJITOPUTM 13 BpaXyBaHHSIM
4acoBOro (pakTopa MpoJeMOHCTpYBaB Oe33anepeuHy mnepeBary Haj 0azoBoro mozemto. Ce-
penne 3HaueHHss RMSE 3um3unocs 3 2.10 1o 1.21 (mokpaiieHHsl TOYHOCTI IPOrHO3YBaHHS Ha
noHaz 42%). Lle eMnipuuHO JAOBOJIUTH, IO JJISl JIOKAJIbHUX YHIBEPCUTETCHKUX CHUCTEM BIIPO-
Ba/KEHHsI €KCTIOHEHILIIHHOTO 3MEHIIIEHHS Bar'd CTApUX OIIHOK € KPUTUYHO BaKJIMBHUM €TarioM
ontumizanii. Jlanuii MexaHi3M eQeKTHUBHO HIBEIIO€ IIyM BiJl IHTEpPECIB CTyJEHTa Ha MOJIOJ-
MIMX Kypcax MpH (popMyBaHHI MPOMO3ULIIN IS HOTO MOTOYHOTO €Taly HaBUaHHS.

OTtpumaHni pe3yabTaTu MiITBEP/DKYIOTh TIOTE3y MPO Te, 10 IHTEPEeCH KOPUCTYBauiB B
€JIEKTPOHHIH 010JsioTel 3akiaay BHIIOi OCBITH MAalOTh SICKPAaBO BHPAKEHY YAacOBY 3allexK-
HicThb. 3HMKeHHs noxubku RMSE nHa 42% npu BUKOpUCTaHHI €KCIOHEHIIIHOTO 4acoBOTO
3racaHHsl MOSICHIOETHCSI CEMAaHTUKOIO HaBYaIbHOTO mporiecy. CTyeHTH MacoBO 3BEPTAIOTHCS
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BY3bKOMPO(UIFHUX TUCHMIUIIH) MPOTATOM CceMecTpy abo MmiJ 4ac eK3aMeHaIliiHol cecii.
[Ticns 3aBepuIeHHS Kypey 1L MaTepiajii BTPA4aloTh JAJIsl HUX aKTYaJlbHICTb.

Knacuuyna xonmaGopaTuBHa (inbTpallis MPOAOBXKYE BPAXOBYBAaTH ICTOPUYHI OIIIHKH 3
NEepUINX KYPCiB, IO CTBOPIOE IIyM Ta 3HUXKYE PEJIEBAHTHICTh PEKOMEHJAIi Ha CTapLIMX
Kypcax. BBenenns (akropa yacoBOro 3racaHHs 103BOJISIE IPUOMPATH HEAKTyalbHI IHTEPECH,
ananTyo4u npo@iab KOpUCTyBaya 10 HOro MOTOYHUX OCBITHIX MOTpPEO.

[Torpu BUCOKY e(pEeKTHBHICTh Ta HU3bKI BUMOTH JIO alapaTHOTO 3a0e3mneyeHHs y ¢asi
YUTaHHS, 3a[IPOMIOHOBAHA apXITEKTypa Ma€ 00'€KTHBHI OOMEKECHHS:

1. IIpobnema Ha mouyaTky (yHKIIOHYBaHHS. OCKIIBKH METOJ] 0a3y€ThCs BUKIIOYHO HA
MaTpHIll OI[IHOK, aJITOPUTM HE 37aTHUH (OPMYBAaTH PEJIEBAaHTHI MPOMO3MILT UIsl HOBUX CTY-
JICHTIB, SIK1 II€ HEe OLIHWUJIMU YKOJIHOI KHHUTH, Ta HE MOXXE PEKOMEHIYBAaTH IIOMHO J10/aHi 10
6107110TeKH METOAMYHI MaTepiaiu, JOKH BOHU HE OTPUMAIOTh eIl BiITYKH.

2. Mexi MacmTaboBaHOCTI aCHHXPOHHOTO pO3paxyHKy. Xoda (OHOBUI MEepepaxyHOK
3a JIOIIOMOTOI0 OKPEMOI0 CEPBICY pPO3BaHTaXky€e BEO-I0AATOK, MPU AOCATHEHHI 0107110TEKOIO
MaciITabiB JAECATKIB THCSY KOPHUCTYBadiB KBaJpaTUYHA CKIAJHICTb oO4HMCIeHb Ha 0a3i pe-
nsauiinoi CYBJl MySQL crane By3pkum Micuem. Jljis cuCTeM HaIliOHAIBHOTO pPiBHS (Ha
BIIMIHY Bi (aKyJIbTETCHKHX) LIEH MiXiJ BUMaraTuMe Mirpamii Ha rpadoBi 6a3u qjaHux abo
BekTopHi CYB/I.

BucHoBku. Y po6oTi mpoBeieHa omiHKa e(h)eKTUBHOCTI MOIU(IKOBAHOTO METOTY KOJIa-
O6opatuBHOI (PimpTpallii 3 YACOBUM 3racaHHSIM JJIsl PEKOMEHIAIIMHOTO MOIYINS €IeKTPOHHOT
01010TeKH 3aKJIaay BHIIOI OCBITH, ONTHUMI30BaHOTO JJIsi poOOTH B yMOBaxX OOMEKEHUX 00-
YUCITIOBATILHUX PECYPCIB.

JloBenieHo, 110 JIsl BUPILLIEHHS Tpo0sieMu 1HGOpMaLIHHOTO IEPEeBAHTAXKEHHS CTYACHTIB
BUKOPHUCTAHHS KJIACUYHUX HEHMpOMepeKeBUX MiJIXOJIB IIMOMHHOIO HaBYAaHHSA HE € 00OB'SI3-
KoBUM. BripoBapkeHHs MoaudikoBaHO K0abopaTuBHOT (GiIbTpalli 3 (QyHKIIEI0 €KCIIOHEH-
LI{HOT'O YacOBOT'O 3racaHHs JI03BOJIWIIO JIOCSTTH BUCOKUX MOKAa3HUKIB TOYHOCTI 0€3 3allyueH-
Hs rpadiyHUX TpUCKOpIOoBaviB. EMmipuuHe MoJentoBaHHS Ha peaibHii BuOipui (1o 1350
00'eKTIB) MOKa3alio 3HWKEHHs cepeqHbokBaApaTudHoi noxudku (RMSE) 3 2.10 (6a3zoBuii an-
roput™m) 10 1.21. Po3aineHHs )XUTTEBOTO MKy pEKOMEHalili Ha aCHHXPOHHY a3y mare-
MaTHMYHUX OOYMCIIEHb Ta CUHXPOHHY (pa3y IIBHJKOTO YUTAHHSA 3 JE€HOpMali30BaHOi TaOIuIll
3a0e3Meunsio MUTTEBUI BIATYK iHTEpdeiicy.

HanpsiMoM mojanbimmx AOCHIPKEHb € po3po0OKa riOpUIHOI CUCTEMU — JI0/1aBaHHS MO-
JyJsi KOHTEHTHOI (ibTpallii Ha OCHOBI CIIELIANBbHOCTI Ta KypCy CTyJeHTa (MeTaJaHuX), 110
JI03BOJIUThH BUPIIIUTH MPoOIeMy JJi1 HOBUX KOPUCTYBaUiB.
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Architecture and optimization of the recommendation module of a higher
education institution’s electronic library under limited computational resources

The rapid digitalization of education inevitably causes information overload for stu-
dents. While modern recommender systems rely on deep learning, these neural approaches
are highly resource-intensive. They require GPU accelerators and extensive memory, making
them unfeasible for local university servers typically operating on standard PHP/MySQL
stacks. This paper presents the development and architectural optimization of a recommenda-
tion module tailored for higher education digital libraries functioning under strict computa-
tional constraints.

To address this, a user-based collaborative filtering method was applied, integrated
with an exponential time decay function. This mathematical modification effectively mitigates
"concept drift" by adapting the user profile to rapid shifts in academic interests across semes-
ters, assigning significantly lower weights to outdated historical interactions.

To overcome the inherent quadratic computational complexity of classical algorithms, a
highly optimized relational database architecture was engineered. The recommendation
lifecycle was divided into two isolated phases. The first phase involves the asynchronous
background recalculation of similarity matrices via queue managers, preventing real-time
server overload. The second phase ensures the synchronous retrieval of pre-calculated sug-
gestions from a denormalized data mart. By utilizing composite B-Tree indexing, the query
response complexity for the end-user was reduced to a logarithmic level.

Empirical modeling on a real dataset (up to 1350 objects) confirmed the algorithm's
high robustness. Experimental results proved that incorporating the time decay factor reduces
the Root Mean Square Error (RMSE) from 2.10 to 1.21, an accuracy improvement of over
42%. The study substantiates that modified classical algorithms offer an optimal trade-off be-
tween prediction accuracy and computational cost for local educational platforms.

Keywords: collaborative filtering algorithm; prediction; computational optimization;
recommender system; temporal decay; digital library; MySQL; RMSE.
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O.B. bonnapenko, A.B. byOmnikoB
AHAJII3 CYYACHHUX NIAXOAIB 1O EHEPITOE®EKTUBHOI'O IIVIAHYBAHHSA
BUKOPUCTAHHS NPUMILHEHDb BYAIBEJIb

Anomayis. Iliosuwenns enepeemuunoi epexmusnocmi 6yoiseb nompeodye y32004CeHHs PO-
bomu cucmem onaneHHs, 6eHMUIAYI MA KOHOUYIIOBAHHSA 3 NPOCMOPOBO-YACOB0I0 OP2aHi3aYi-
€10 BUKOPUCAHHA NpumMiyeHb. Memoro cmammi € cucmemamu3ayis Cy4acHux nioxoois 0o
8DAXYBAHHA 3AUHAMOCMI, MENIOBUX PEeXCUMI8 I XapaKkmepucmux npuminjeHv ma ooIpyHmy-
BaHHs NOCMAHOBKU 3a0aui eHepeoeheKmusHo20 NiaHy8anHs ix suxopucmaumus. Ilpoananizo-
8aHO HAYKOGI NYONIKAYii OCMAHHIX POKI6 3a HANPAMAMU BUHAYEHHs U NPOSHO3Y8AHHA 3al-
HAMOCMI NpUMiljensb, eHepeemuyHo20 MOOeN08aHHs, NPOCHO3ZHO20 KepYB8AHHS MIKPOKIIMA-
mom, onmumizayii po3kiadie ma eHy4Kko2o ukopucmauts npocmopy. Ilokazano, wo HasaeHi
Pillents nepesadcHo 800CKOHANIOIMb OKpemi (hyHKYIi: hopmyroms memnepamypHi ycmaexu
3a 3a0aHUM PO3KAAOOM, OYIHIOIOMb 3AUHAMICMb AO0 ONMUMIZYIOMb PO3KAAO Oe3 IHOUBIoyali-
308aH020 NPOSHO3Y GUMPAM HA ONANEHHA. 3a pe3yibmamamu KOHMeHm-aHanisy cmametl
BCMAHOBIEHO BUCOKY NPEOCMABIeHICMb pillenb w000 KilbKICHOI 3aUHAMOCMI NPUMILeHd i
3HAYHO HUNCYY NPeOCMABNeHICMb U000 NEePeXiOHUX Menio8UX Pedcumis, IHOUBIOYaTbHUX
eHepeemuyHux npoghinie ma YHKYIOHAILHO20 CMAMYCy NPUMIUeHb, Kpumepit Nnumomux
eHep2osumpam Ha M00UHO-200UHy y 8ubipyi e3azani ne eukopucmaro. OOTpyHmosano 0oyi-
JIbHICMb THMe2po8anoi cucmemu NIOMPUMKY NPUUHAMMSA PilUeHb, KA NOEOHYE NPOSHO3 eHep-
208UmMpam, OpeaHi3ayitiHi 0OMedCeHHs Ma KOOPOUHAYII0 JIOKATbHUX CUCTNEeM Kepy8aHHS.
Copmynvosarno memy nodanvuux 00C1i0NHCeHb, KOMNIEKC 3A80aHb, OUIKYB8AHI pe3y1bmamu Ui
Hanpsamu NpaKmuyHo20 3aCmocy8aHHs.

Knrwouosi cnosa: enepeemuuna eghpekmugHicmo, UKOPUCTMAHHA NPUMILYeHb, NIAHYBAHHS, 3a-
UHAMICMY, elleKmpuyHe ONAleHHA, NPOSHO3Y8AHHS eHep2o8UMpPAam, cucmema niOmpumKu

NPULIHAMMA pilienb, eHepeemudHull npogins npuminjents, 1o0UHO-200UNA.

IoctanoBka npodiemu. byniBiai € CKIQAHUMU OpraHi3alifHO-TEXHOJOTIYHUMHU
00’€KTaMH, y SKMX €HEpProClO)XKMBaHHS BU3HAYAE€THCSA HE JIMIIE XapaKTEpPUCTHKaMHU Oropo-
JOKYBaJIbHUX KOHCTPYKIiH Ta iHXKEHEpPHOTo 0o01aJHaHHA, a i (aKTHUHUM COCOOOM BUKOPHU-
CTaHHs npocTtopy. s aAMiIHICTPaTUBHUX, OCBITHIX 1 IPOMAJChKUX Oy/iBeNb XapaKTepHi He-
piBHOMipHA 3alHATICTh MPUMIIIEHB, 3MIHU CKJIAy IpYH, EPEPBH MIXK 3aX0JlaMH, HasIBHICTb
0JTHO(YHKITIOHANBHUX 1 6araToQyHKIIOHAIBHUX MPUMIIIEHb. 32 TAKMX YMOB OJIHAKOBa MOC-
Jayra — 3a0e3neyeHHss HOPMaTHUBHOTO MIKpPOKJIIMATy JJIsl IeBHOI KUIBKOCTI JIOAEH MPOTITroM
3aJJaHOTO Yacy — MOK€ MOTpeOyBaTH pi3HUX BUTpAT €HEprii 3ajJekKHO Bl 00paHOro mpumi-
IIEHHS, MOMEHTY [TOYaTKy HOro BUKOPUCTAHHS Ta MONEPEIHBOr0 TEIMIOBOIO CTaHYy.
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Tpaauuiiina orika ekcruryartanii po3iise oprai3aiiiiHe IIaHyBaHHS Ta aBTOMaTUYHE

KepyBaHHS MiKkpokiiiMmatoM. Po3kian ¢opMyroTh 32 4aCOBUMH, MICTKICHUMHU W (YHKIIIOHATb-
HUMHU OOMEKEHHSIMH, ITICJIS YOro JOKaJbHI CUCTEMU OIAJICHHS, BEHTUJIALI] Ta KOHIMUIIIIOBaH-
Hs1 (HVAC) BianpanboByrOTh 3a/1aHi TeMIlepaTypHi pexxumu. HaBiTh SKII0 KepyBaHHS Bpaxo-
BY€ MPOTHO3 MOroAx abo MPUCYTHICTH JIIOACH, caM IUIaH BUKOPUCTAHHS NMPUMILIEHb 3aJIMIIa-
€THCS 30BHILIHBOIO 33/IaHOI0 BEJIMYMHOIO. YHACHTIIOK BOTO HE BUKOPUCTOBYETHCS MOMKIIH-
BIiCTh 3MEHIIUTH KUIBKICTh NMPOTPiBaHb, CKOHLEHTPYBATH 3aX0AH B CHEPTETHYHO €(heKTUBHUX
IpUMIIICHHAX a00 BHOpaTu MpocCTip, TeIIoBa JUHAMIKA SIKOTO Kpallle BiJIMOBIIa€ TPUBAIOCTI
i YMCeNbHOCTI 3aIIaHOBAHOT MOi.

[TpoGema ocobmuBO cyTTEBa iisi OyMiBeNb 3 €NEKTPUYHUM OMAJICHHSM 1 30HAJTHLHUM
perymoBanHsaM. [lepexia mpuMInieHHs] 3 eKOHOMHOTO 10 KOM(GOPTHOTO PEKUMY CTBOPIOE J10-
JaTKOBE HABAaHTAXKCHHS, BEJMUUHA SKOTO 3aJIEKHUTh BiJl 30BHILIIHBOI TEMIIEPATYpPH, OTY>KHO-
CTi HarpiBaya, TEIIOBOI iHepIii Ta TpuBaJIoCTi MpocToro. OTXKe, OLIHIOBAHHS JIAIIE yCTaje-
HUX BHTpAT a00 BUKOPHUCTAaHHS HOPMAaTHBHOT'O MUTOMOTO MOKAa3HWKA Ha IUIOILY HE JIA€ JI0-
cTaTtHbOi iH(OpMaLii 151 TOPIBHAHHS AJBTEPHATHBHUX BapiaHTIB «Tpyna — MPUMIMIECHHS —
gacy. [loTpiOeH MPOrHO3 MOBHUX BUTPAT €HEPTii HA OMAJICHHs, 10 OXOIUIIOE MOTIEPEIHE TPO-
rpiBaHHS, MIATPUMAHHS TEMIIEPATYPH IIiJ 4ac 3aiHATOCTI MPUMILICHHS Ta 3aJIMIIKOBI TETIOBI
MIPOIIECH TICIIs 3aBEPIICHHS BUKOPUCTAHHS.

Bonnouac opranizamiifHa eeKTUBHICTh HE MOXe OyTH 3BelleHa 10 MiHiMi3alii cymap-
HOT eHeprii Oyab-sIKOI0 IiHOI0. PileHHsT Mae 30epiratu MiCTKICTh, (YHKIIIOHATBHY TPHIAT-
HICTh IPUMIIIEHB, JONYCTHUMI 4acOBi BiKHA, BUMOTH IO KOM(OPTY Ta MOXKIIUBICTD peaizamii
c(OpPMOBAHOTO IJIaHY JIOKAJTBHUMHU CHCTEMaMH KepyBaHHA. ToMy 3aja4a Mae MiKpiBHEBUI
XapakTep: Ha PiBHI IUIAHYBaHHS BH3HAYAIOTh IMPOCTOPOBO-YACOBE PO3MIIIEHHS 3aX0/liB, a Ha
PIBHI OIIEPaTUBHOIO KEPYBaHHS 3a0€3MeUyI0Th HEOOX1/IHY TEIIOBY MIATOTOBKY HMPUMIIIEHb 1
MIATPUMaHHS 33JJaHUX [TapaMeTpiB MIKPOKIIMATY.

TakuM 4MHOM, aKTyaJbHOIO € HayKOBO-TIPHKJIAHA 3a]la4ya Tepexoay Bix (parMeHrap-
HOTO BpaxXyBaHHS 3aiHATOCTI MPUMIIIEHb B alrOPUTMAax KEPYBaHHS O IHTETPOBAHOTO IJia-
HyBaHHS BUKOPHMCTaHHS MPHMMIIEHb 32 HNPOTHO30BAHMMH €HEPreTUYHMMH HACTifKaMH. Ii
pO3B’s3aHHs MOTPEOY€e KPUTHUYHOTO 3ICTABIICHHS Cy4yaCHUX MMIJXOIB, BU3HAYEHHS (PYHKITIH,
K1 BXKe 3a0€3MeUyI0ThCsl HAsBHUMU CUCTEMaMH, 1 BCTAHOBJICHHSI CKJIaIOBUX, LII0 MalOTh OyTH
00’e/lHaH1 B €AMHOMY KOHTYp1 MIATPUMKHU PIIICHb.

AHaJi3 ocTaHHix aociaifzkeHb i myoaikaniii. CydacHi JOCTiPKeHHS eHeproe(eKTrB-
HOCTI Oy/iBENTh PO3BMBAIOTHCS 3a KUTbKOMa B3a€MOIIOB’s3aHUMHU HampsiMamMu. Orisi Kepy-
BaHHS, OPIEHTOBAHOTO HA KOpUCTyBaua (occupant-centric), Moka3ye MOCTYIOBUN TIEPeXiT Bif
MIPOCTOTO pearyBaHHs Ha (paKT MPUCYTHOCTI IO MPOTHO3HOTO KEPyBaHHs, IO BPaXOBYE YHCE-
JBHICTh JIIOJEH, 1HIUBIAyaldbHI BUMOTH 1O KOM(OpPTY Ta HEBH3HAYEHICTh MOBEMIHKH [l].
Ornsig TEXHOIOTH MPOrHO3YBaHHS 3aiHATOCTI MPUMIIIEHD J03BOJISIE 3pOOUTH BUCHOBOK IIPO
CHUCTeMaTHYHe 3aCTOCYBaHHS JaT4MKIB, KaMep, naHux Oe3aporoBux mepex Wi-Fi 1 Bluetooth
Ta METO/IIB MalTMHHOTO HaB4aHHA [2]. TexHomorii onmTumizaiiii eHeprocnoXxuBaHHs OyaiBeTh
Ha OCHOBI JJaHUX 00’ €IHYIOTh MPOTHO3YBaHHS, IIU(GPOBI MOJIENi, ONTUMI3aIliI0 i aBTOMaTH3a-
1110, OJHAK JOCTIAHUKY BIJ3HAYAIOTH TPYIHOII 1HTETpaIlli pi3HOPITHUX JTaHUX 1 IEPEHECEH-

34 ISSN 1562-9945 (Print)

ISSN 2707-7977 (Online)



«Cucremni texnomorii» 5 (166) 2026 Tom 2 «System technologies»
Hs Mojeneit Mk OyniBmsimu [3]. Inst ocBiTHIX OyZiBeNlb OKPEMO MiJKPECITIOETHCS HEOOXin-

HICTh O/IHOYACHOTO BpaxXyBaHHs TEXHOJIOTIYHHX PIllIeHb 1 MOBEAIHKH KOPUCTYBayiB [4].

Jo nepmioro ¢yHKITIOHATBFHOTO KJIACcy MiAXO/IB 10 €Heproe()eKTUBHOTO BUKOPHUCTAHHS
NPUMIIICHb HaJeKaTh METOIU Ta 3aCO0M MOHITOPUHTY 1 MPOTHO3YBaHHS iX 3alHATOCTI. Y
po6oTi [5] maHi 3alHATOCTI MpUMilIeHb 0(iCiB HA TPUBAJIMX YAaCOBUX 1HTEpBaJIaxX BUKOPUCTA-
HO JIJIs1 BUSIBJICHHS 3MiH PEXHMIB €KCIUTyaTalii Ta modynoBy Mporuo3is. Busnauenns 3aitas-
TOCTI OKpeMHX mpumimieHb 3a Wi-Fi probe-3anmutamu Ta METOJaMHU MAIIMHHOTO HAaBYaHHSI
nociikeHo B [6]. ['iOpunHi Mojeni, M0 MOEAHYIOTh TayCiBChKI MPOLECH 3 MEXaHICTUYHUM
ONKCOM EHEPreTUYHHMX MPOLECciB y OyniBii, BUKOPUCTAHO ISl MPOTHO3YBAHHS 3alHATOCTI
npuMimieHs y po6orti [7]. [IpakTuyHa HiHHICT IMX MAXO/IB MOJSATAE B IEPETBOPCHHI 3aiHsI-
TOCTI IPUMIIICHb 3 HOPMaTHUBHOTO MPOQisIt0 HAa BUMipIOBaHUI a00 MPOTHO30BAaHHUMA CUTHAI.
[TpoTe pe3ynbTaToM € OIliHKAa MPUCYTHOCTI UM KITBKOCTI JIIOJEH, a HEe eHeproeeKTUBHUI
IUTaH 1X PO3MIIICHHSI.

Hpyruit knac oxoruttoe kepyBanHd HVAC 3 ypaxyBaHHSM 3aifHATOCTI MPUMIIIEHB.
ExcniepumeHTanbHe TMOPIBHSHHS CTpaTeriii, Opi€HTOBaHMX Ha KOPUCTYBaya, MiATBEPIKYE
MOYJIMBICTh 3MEHILIEHHSI €HEPrOCIOXKUBAaHHS 0€3 TMOTIpIICHHS SKOCTI MOBITPS Ta TEIUIOBOTO
koMbopty [8]. ¥V [9] edexkTuBHICTE cHCTEeMH KEpyBaHHS HA OCHOBI 3aHHSATOCTI MPUMIIICHB
OIIIHEHO B peanbHil odicHil OymiBii. Pobora [10] moka3sye, sk maHi iHTEICKTYaIbHOTO JTiUU-
apHUKA 1 Wi-Fi MOXYTh BUKOPUCTOBYBATHUCS JUISl BiTHOBIICHHS (DaKTUYHUX TpadikiB poOOTH
HVAC, a [11] noennye mporHo3 BHYTPILIHIX TEIUIOHAIXOIKEHb 3 ONTHMI3AIi€l0 33 TeMIepa-
TypHOIO ycTaBkor. CrinbHa cumyisnis EnergyPlus—MATLAB i3 3acTrocyBaHHSIM pPEeKypeHT-
HO1 HEHPOHHOT MEpeXi 3 TOBroro KopoTkodacHoro nam’artio (LSTM) nemMoHCTpye TeXHIUHY
MOJKJIMBICTh peajlizallii MPOrHO3HOTO KEPYBaHHS y 3aMKHEHOMY KOHTYpi [12]. V BCiX 1uX BU-
najKax KepOBaHWMHU BEIMYMHAMHU € TEMIIEPATypHI YCTaBKH, peKUMH a00 MOTYKHICTb 00Ja-
HaHHS, TOAl SIK PO3MOAUT 3aXOJIB MDK NpPHUMILIEHHSIMHU 3aJa€TbCcsid Hamepea 1 He
ONTHUMI3YETHCS.

VY 3ajavax nepioAMYHOTO OTAJICHHS MPHUHIMIIOBO BAKIMBUM € BpPaXyBaHHS MEPEXiTHUX
nporieciB. MeTo/1 OIiHIOBaHHS Yacy TONEPEAHBOTO MPOTPiBaHHS 3 ypaxyBaHHSM HEBHU3HaAYeE-
HocTel mojeni po3riasHyTo B [13]. Bin mokasye, 1110 MOMEHT MOYaTKy MIATOTOBKH MPUMI-
IICHHS HE MOYKHA KOPEKTHO BH3HAYUTH JIMIIE 32 KaJICHIAPHUM TPAaBWIOM. TpUBaNiCTh TPO-
rpiBaHHs Ta JOJJaTKOBA €HEPris 3aj1eKaTh BiJl HOTOYHOTO TEIJIOBOTO CTAHY 1 30BHIIIHIX YMOB.
Pa3om 3 TUM HaBiITH TOYHE MPOTHO3HE KEPYBaHHS JIOKAIbHOIO 30HOIO HE BIJIOBI/IAa€ HAa Opra-
Hi3alliiHe TTMTAaHHS: YU JOIUIBHO B3araji akTHBYBATH 110 30HY, SKIIO 3aXiJl MOXe OyTH Tie-
PEHECEHUH JI0 IHIIOTO MPHUIATHOTO MPUMIIICHHS.

Tperiii knac nMoB’s3aHUN 3 EHEPreTUUHUM MOJENIOBAHHSM 1 CLIEHApHUM aHaii3oM. Pea-
JICTUYHI POl 3aifHATOCTI MPUMIIIEHb CYTTEBO 3MIHIOIOTH OLIHKY €HEProcroX1UBaHHS Oy-
JiBEJIbHUX apXETHUIIIB MOPIBHAHO 31 cTaHAapTHUMU Trpadikamu [14]. KaniGpoBana monens ka-
mnycy B [15] Bukopucrana Jiisi aHaji3y THYYKHX PEXUMIB pOOOTH Ta BIUIMBY KEepyBaHHS,
OpPIEHTOBAHOTO Ha 3aWHATICTH MpuMileHb. Jlocmimkenss [16] neMoHCTpye, MO TUIaHYBaJIbHI
pilIeHHs 1 KOH(Irypallis BHYTPILIHOTO MPOCTOpY Oy/iBJIl BIUIMBAIOTH Ha MOBEAIHKY KOPHC-
TyBauiB Ta €HEpreTHU4Hi pe3ynbratu. Hosimi poOoTH po3risaaroTh ONTUMI3ALII0 30HYBAaHHS
rHyykux ogiciB [17] 1 OararokpurtepianbHe (opMyBaHHS KOHQIrypamii THYYKHX
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npoctopiB [18]. Lli pe3ynpTatu po3MHUPIOIOTH 00 €KT ONTHMI3alii BiJl 00JaHaHHS 10 MpOC-

TOpPY, IPOTE YacTO BHMAararoTh JIETAIBHOI MOJeNi Bciei OyaiBii Ta He (OPMYIOTH MPOCTOTO
1HAMBITyaTbHOTO TPOQUII0 MPUMILICHHS, IPUIATHOTO IJIsi ONEPAaTHBHOIO MEPEepaxyHKY Be-
JIUKOT KIJTbKOCT1 BapiaHTIB PO3KIIALTY.

UYeTBepTHuil KJIac CTaHOBIISITH EHEPTrOOPIEHTOBAHI 3a/1a4i popmyBaHHs po3kiiany. B [19]
ONITUMI30BaHO PO3KJIAJ 3aHATH 3 ypaxyBaHHSAM eHEproeeKTUBHOCTI Oy/iBIIi Ta 3MIHHOTO Te-
IUIOBOTO CHIPUHHATTSA CcTyJeHTiB. [lnmaTdgopma crinmpbHOi cuMynsiii OyaiBmi i anropurmy ria-
HYBaHHS 3aCTOCOBaHA JJISl ONTUMI3allil BUKOPUCTAHHS ayAUTOPid 1 MpUMIIIEHb CaMOCTIHHOL
po6otu [20]. Y mozeni [21] eHepreTHuHi HACTIAKH YHIBEPCUTETCHKOTO PO3KIIaLy JOCHIHKEHO
3 ypaxyBaHHSM KIIIMaTy, mapameTpiB OymiBiIi Ta OCBITHIX oOMexkeHb. PoboTa [22] moeanye
ONITUMI3AIliI0 PO3KIaLy 3 OLIHIOBAHHSAM TEIJIOBUX BIMYYTTIB cTyAeHTIB. Li mparii 1oBOIATH,
10 PO3KJIJ MOXe OyTH CaMOCTIHHUM KEepYyBAJIbHUM BIUIMBOM, a HE JIMIIE BXITHUMU JaHUMHU
s HVAC.

Haitbmmkanmu 110 331241 eHeproeeKTHBHOTO BUKOPUCTAHHS MPOCTOPY € ITiIXOH, SIKi
0e3mocepeIHbO ONTUMIZYIOTh PO3MIIICHHS JIFoIei. Y poOoTi [23] 3ampomoHoBaHO MiAXiJ 10
ONITUMI3aIlil BUKOPUCTAHHS MIPOCTOPY OYAiBII, SIKUW IPYHTYEThCA HAa 00’ €THAHHI JaHUX KiTb-
KOX CEHCOPIB 1 CIIIIBHOMY BpaxyBaHHI MMOBEIIHKA KOPUCTYBAYiB Ta MapamMeTpiB BHYTPIIIHbO-
ro cepenoBuina. Y [24] KUTbKICHO JOCTIPKEHO BIUIMB YHCJIA JIFOJICH HAa €HEPrOCTIOKUBAHHS
OyiBII 3 BHCOKOIO MIUTBbHICTIO 3aiHATOCTI. OJHAK HASIBHICTH KUIBKOCTI JIFOJICH y MOJIENI 1Ie
HE O3HaYae, MO ePEeKTHBHICTh OLIHIOETHCS BIAHOCHO KOPHUCHOTO PE3YNIbTAaTy BUKOPHUCTAHHS
MPUMIIICHHS. Y TpOaHalli30BaHUX TOCTAHOBKAX JIOMIHYIOTH CyMapHa €HEepris, BapTiCTh abo
KOM(OPT, TOJI K TUTOMI BUTPATH Ha 3a0€3MEUYEHY JIIOJUHO-TOANHY HE BUKOPUCTOBYIOTHCS
SIK KpUTEpii BUOOPY TUIaHy.

CuHTe3 pe3yibTaTiB Ja€ MIJACTaBH PO3PIZHATH YOTUPU (YHKIIOHAJIBHI PiBHI: MOHITO-
PUHT Ta 1AeHTHU(]IKAII0; MOJEIIOBAHHS 1 MPOrHO3YBAaHHS; ONEPATHBHE KEpYBaHHS; IUIaHY-
BaHHA Ta NIATPUMKY PIlIEHb. Y CEepeInHI KOXKHOTO PiBHS CHOCTEPIraeThCsl PO3BUTOK (DYHKII-
OHAJIbHOI MOBHOTH: BiJ] (piKCOBaHMUX rpadikiB JO MPOTrHO3Y, BiJl 130JIbOBAHOTO KOHTPOJIIO 00-
JIaJIHaHHA 10 KOOPAMHALII 30H, B/l TPaJAULIHHOTO PO3KJIaTy 1O EHEProOPIEHTOBAHOTO TUIaHY-
BaHHA. [IpoTe MiX piBHAMHU 30€epiraroTbcs pO3pUBU. 3aCOOM MOHITOPUHTY MEpeAaroTh JaHi
MOJIETISIM 1 KOHTpOJIEpaM, a €HEepreTU4H1 MOJENl MOXYTh OL[IHIOBATH CLIEHapii IUIaHyBaHHS,
asie nuTicHui 3aMKkHeHud oOMiH Mix CIIIIP 1 tokanbHUMM cUCTEMaMM KEPYBAaHHS IPECTaB-
JIeHUH 0OMEXEHO. Y3arajabHeHy KapTy MiJIX0/11B HaBEJACHO Ha pucC. 1.

[TonoxxeHHs On0KIB Ha puc. 1 Mae kaTeropiajabHUil, a HE METPUYHUI 3MICT: TOPU30HTA-
JbHA BiCh BIJOOpa)kae MOMIHYIOUY (YHKIIO MiIXONy, BEpTUKalbHA — CTYMIHb IHTErparii
€HepreTUYHUX MPOIECIB 13 BUKOPUCTAHHAM MpuMilleHb. CyliibHI CTPUIKH MOKa3yIOTh PO3-
mpeHHss QYHKIIN y MeXax Kiacy; IITPUXOBI — iH(QopMaliiiHuii abo MoJenbHHUM 3B’SI30K;
nBOOIYHA CTPIIKA — 3aMKHEHUH 0OMIH MK (pOpMYBaHHSM pIIIEHD 1 IX OMepaTUBHOIO peaji3a-
uiero. Taka iHTepHpeTaliss He OTOTOXKHIOE JIOKaJIbHE MPOTHO3HE KEPYyBaHHS 3 IUIaHYBaHHSIM
yciei Oynisimi. [Iporno3ne kepyBanass HVAC onTumizye TEMIoBUI PEXUM 3aJ1aHOT 30HH, TO1
K KOOPJAWHOBAHE OINEpaTHBHE KEPYBaHHsS Ma€ peaizoByBaTH IiaH, copmoBanuit CIIIIP, 1

noBepTaTH (aKTHYHI JIaHi JUIsl HOTO YTOUHEHHS.
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OKpeMOoro MosSICHEHHS OTPEOYE 3B’ 30K EHEPrETHYHOTO MOJIETIOBAHHS 3 €HEProOpi€H-

TOBaHUM IIJIAHYBaHHSM. MOJIENIb € HE CAMOCTIHHOIO TUIKOK PO3BUTKY, a JKEPETIOM IPOTHO-
30BaHOi €HEProoLiHKY anbTepHaTHB. Came TOMY Ha PUCYHKY Lied 3B’sI30K MojaHo iH(popMa-
[IIHOIO Tyro0. AHAJIOTIYHO aHATITUKA 3aHATOCTI MPUMILICHb MOXE MiATPUMYBATH SIK MPO-
THO3HE KepyBaHHsI, TaK 1 muianyBanHs. OJHAK jKOJCH 3 IUX 1HQOPMAIIITHIX TOTOKIB caM I10
co0i ue yrBoptroe CIIIIP: moTpiGHi iIbOBUI KpHUTEpild, OpraHi3amiiHi 0OMeXeHHs, MeXaHi3M
HOPIBHSAHHS JOITYCTUMHUX IUIAHIB 1 iHTEepderic B3aeMO/il 3 TOKAIbHUMH KOHTPOJIEPAaMH.

ULABOBMA IMTEFPOBAHIA KONTYR

i
IHTETPOBAHA CNINP

38 KpATERIEH NTOMRK
EHEPTORNTPAT Ta OpTaNI3ALIAHAMN
ShMamaHsANT

KOOPAAKOREHS OROPATHENS
KOEYBANKE ACKANLKNMA
emcTemanm HVAC 38 ARAKOH,
popronanim CNP

YT Y

EREErOGPICHTOBANE MLNSKYBAHNA
EHKCRACTANKA ApHMILSHL
38 NPOTHOIGM SHERTORMTREAT

—

Busnasanss sanuarocsi Nporvoswe Kepysamns HVAC
npmmiuens T8 aRaniTHES s o 3 YPAXYBSHNAM ISHMATECTI
BHEGRHCTANMA NPOSTORY - ) Ta SoBHILIHIX yHOB

I

P a HVAC 38
Mok 3 cnilnann cumynnule Byninn TOMNEPATYPHAMN yCTABRANT
T8 NGKBIHMEKIS SHEPrOsHERTHINOCTI H CACTEMM KEpyBaNKA Ta poskABLON

CTynine iHTErpauii eHepreTHYHRX npouecie
i3 BMKOPHCTAHHAM MPHMILLEHE

EnMS [ BMS:

Tpapmuline dopuysanss
posknany

—_— g Qe soemax Knacy . : . — Aot meeee -

DYHEUIOHANLHMA piBeHs nigxony

Pucynok 1 — [To3umionyBaHHS Ta HAMPSIMH PO3BUTKY I IXOMIB 10 €HEProe()eKTUBHOTO

BUKOPHUCTAHHS MPUMIILEHb B OYyAiBII

JI1s KITbKICHOTO YTOYHEHHSI BUSIBJIEHOI IPOTaJIMHU MTPOBEEHO KOHTEHT-aHami3 20 yHi-
KaJIbHUX MEPBUHHUX HayKoBHX cTareit 2022—-2025 pokis [5—24]. Ornsaosi npari [ 1-4] Buko-
pucTaHo it popMyBaHHS Kiacu@ikalii Ta MOUIyKY HEpPBUHHMUX JOCIIIKEHb, ajleé He BKIIIO-
YEeHO JI0 3HAMEHHMKa, 11100 He JyOIroBaTH pe3ysabTaTH poOiT, yKe OXOIUIEHUX orysaamMu. Jlis
KO)KHOTO YMHHHMKA 3aCTOCOBAHO INKaly: TIOBHE BpaxyBaHHi — 1; uactkoBe — 0,5;
BijicyTHICTh — 0. [HAEKC TpencTaBIeHOCTI BU3HAYEHO SK BITHOMICHHS CYMH OIIHOK JI0 KiJTb-
KOCTI NEpBUHHMX cTaTel, momHoxkeHe Ha 100 %. Taka mpoueaypa XxapakTepusye He SKICTb
OKpEMOi CTaTTi, a YaCTOTY IHTErPaJIbHOTO BpaxXyBaHHS BIAMNOBIIHOTO YNHHUKA y BUOIPIIL.

Pesynbratu, HaBeneHi Ha puc. 2, CBIIYATh MPO HEPIBHOMIPHICTh ypaxyBaHHS JIOCIi-
JUKYBaHHUX UYMHHUKIB Yy CY4aCHUX IOCTAaHOBKAaX 3aJady €Heproe(eKkTUBHOTO BUKOPUCTAHHS
npuminieHb. KinbkicHa 3aiHATICTh puMileHs Mae iHaekc 80,0 %, OCKUIbKM YMCIO JTHoeH
a60 mpodisib 3aHATOCTI IPUMILIEHb HIMPOKO 3aCTOCOBYIOTh Y MOJIETISIX 1 KOHTposiepax. TeM-
nepaTypHUN peXUM BpaxoBaHO Ha piBHI 42,5 %, a popMyBaHHS IJIaHY BUKOPUCTAHHSI MPHU-
MmimieHb — 32,5 %. [lepexiani TemnoBi pexxuMu npeactasineni Ha 25,0 %, iHaUBIyani30BaHUI
eHepretTnuHui mpodie mpumimenas — Ha 20,0 %. OyHKIIOHATFHUAN CTaTyC MPUMIIICHHS K
KepoBaHa O3HaKa ruiaHyBaHHs Mae junie 5,0 %. [Tutomi eHeproBUTpaTH Ha JIIOJUHO-TOAUHY
HE BUKOPUCTAHO B »KO/HIN 3 20 MEpBUHHUX IPallb y SKOCTI IIIbOBOIO KPUTEPIIO MJIaHYBaHHS.
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Pucynok 2 — I[IpencraBieHicTh YUHHUKIB €HEPTOSPEKTUBHOTO IJIAHYBAHHS
y BUOIpIIi Cy4acHUX JOCHIIKEHb

HynpoBe 3HaYeHHS OCTaHHBOTO MOKA3HWKA HE 03HAYA€, M0 JOCTITHUKU ITHOPYIOTh KO-
pHUCTYBauiB: HaBMAKH, 3aHATICTh MPUMIIICHb € HAHOUIBII MpeNCTaBIeHUM YMHHUKOM. [1po-
rajiiHa IOJIATA€ B IHIIOMY — KIJIBKICTH JIFOJEH MEepPEeBaXHO BUKOPUCTOBYETHCS K 30ypeHHS,
JDKEPETIo TeTUIOHAIXO/KEeHb a00 yMOoBa KOM(OpPTY, a HE K HOpMYyBaJilbHA BETMYMHA KOPHC-
HOTO pe3ynbTaTy ekciutyaTauii. Lle posmexyBaHHs npuHIMIOBe. J[Ba niuaHu 3 OJIM3BKUM CY-
MapHUM CIIO’)KMBAaHHSIM MOXYTh CYTTEBO BIAPIZHATHUCS 3a KUIBKICTIO 3a0€3M€YEHUX JIFOAUHO-
TOJIMH, a OTXKe, 32 e()eKTUBHICTIO BUKOPUCTAHHS €HEprii Ta MpocTopy.

Tak caMo HM3bKa MPeJICTaBIEHICTh (PYHKIIOHAIBHOIO CTATYCy NPUMILIEHHS HE O3HaYae
BIJICYTHOCTI OpraHizaliiiHUX OOMEXeHb Yy 3a7auax po3Kiaay. YHIBEepCUTETChKI MOJeN JAeTa-
JIbHO BPaxOBYIOTh MICTKICTb, IOCTYIHICTh 1 CyMICHICTb 3aHATH 3 ayauTopismu [19-22]. TIpo-
T€ CTaTyC «OJHO(YHKIIOHAJIbHE — Oararo(yHKIIOHAIbHE» PIIKO PO3IIIAAAETHCS K 3MiHHA
MOJIITUKY BUKOPUCTaHHs OYAIBII, sIKa BU3HAYa€ JONMYCTUMY THYUKICTh NEpepo3MnoLTy TPyI.
Jns npaktuunoi CIITIP ne BaxiauBO: cucTeMa He MOBMHHA MPOINOHYBATH (popManbHO eHep-
roolIa/iHe, aje OpraHi3aliifHoO HeNpUHHATHE NePeMIIIeHHs TPYI JIOEH.

OTxe, HEBUPILICHOIO 3AJUINAETHCA 337a4a IHTETPOBAHOTO MJIaHYBaHHS, y SKif U1 KO-
KHOTO JOMYCTUMOIO MpPU3HAYCHHS NPHUMILIEHHS MPOTHO3YIOTHCS 1HAMBIAYalbHI BUTpaTH
€Heprii 3 ypaXyBaHHSM MOYaTKOBOT'O TEIUIOBOTO CTaHY Ta MEPEXOJiB MiX peKUMaMU; €HEp-
TeTUYHUN Pe3yNbTaT CIIBBIIHOCUTHCS 3 KUIBKICTIO 3a0€3MeYeHuX JHOAUHO-TOJIUH; OpraHi3a-
iliHI 0OMEXEHHsI BU3HAUYalOTh JONMYCTUMY MHOXHUHY IJIaHiB; c(hOpMOBaHMU IUIaH Nepesa-
eTbes okanbHUM cucteMaM HVAC nns koopanHoBaHoi peanizaiii. Came 1151 CYKyIHICTb 03-
HakK, a He OKPEMUH aJlrOpUTM MPOTHO3YBaHHs a00 ONTHUMI3allii, BU3HAYa€ HOBUH HAINpsM J10C-
J/IKEHb.

Meta pocaizkeHb. MeTor0 JOCHIKEHb € MiJABHUIIEHHS €HEepPreTHUYHOI ePEeKTHUBHOCTI
BUKOPUCTaHHS TNpUMIIEHb OyAiBeNb HUIIXOM OOIPYHTYBAaHHS HPHUHIUIIB IHTETPOBAHOTO
IUTaHYBaHHS iX MPOCTOPOBO-YACOBOT 3aHHATOCTI 3@ MPOTHO30BAaHUMH IMUTOMUMH BUTpaTaMu
eJIEKTPUYHOI eHeprii Ha OnaJieHHs Ta OpraHi3aliiHUMU OOMEKEHHIMH.

JlocsirHeHHsT MeTH ToTpedye mepexoay Bija oliHoBaHHS okpemux pexumisB HVAC no
CHCTEMHOI IOCTAaHOBKH, B sIKiH IJIaH BUKOPUCTaHHS MPUMIIIEHb PO3TIISAA€THCS SIK KEPOBaHUN
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(akTOp €HeprocrnoXUBaHHs, a JOKaJIbHI CHCTEMH KEPYBaHHS — SIK BUKOHABUMH piBEHb Cop-

MOBaHUX pimeHb. [Ipu iboMy He HAeThCs MpOo 3aMiHy aBTOMATHYHOT'O PETYIIOBAHHS OpraHi-
3aliiHUM IUTaHYBaHHSAM: OOWIBa PiBHI MalOTh (PYHKIIIOHYBaTH Y3IO/DKEHO 1 OOMiHIOBATHCS
NPOTHO3HUMH Ta (PAKTUYHUMU JTaHUMH.

BukiiajieHHs1 OCHOBHOTO MaTepiajy aociaimkenusi. s dopmanizaiii HeBUpPiMIEHOT
3a1a4i Oy/IiBIIO JOUUIBHO MOJMATH SIK MHOXKHHY NPUMIIIEHb R = {71, ..., ¥n}, KOXKHE 3 SKHUX
XapaKTEPU3YETHCS MICTKICTIO, (YHKLIOHATBHUM CTaTyCOM, JOMYCTUMHMH BUAAMU BUKOPHC-
TaHHs, TapaMeTpaMH JIOKAJIbHOI CUCTEMH OMNAJICHHS Ta 1HAMBIIyalbHOIO €HEPTETHYHOIO MO-
nemmo. Ha Topu30HTI T1aHyBaHHS 33jaHO MHOXKUHY 3ax0liB A = {ai, ..., a,}. JIJI1 KOXKHOTO
3axX0/ly BiIOMi KUIBKICTh YYaCHUKIB, TPUBAJIICTh, JOIMYCTUMI YacOBi iHTEpBaJd, BUMOTHU JI0
obOnajHaHHA i MikpokiiMary. Pimenns X BH3HAuYa€e BiIMOBIAHICTH «3axiJ] — MPUMIIICHHS —
qacy» 1 MOB’A3aHUHN 3 HEIO rpadik Mepexo/iB JOKAIbHUX CHCTEM MiX €KOHOMHHM 1 KOM(OPT-
HUM TEMIIEpaTYpPHUMH PEKUMaMH.

JlomycTUMICTh IJIaHy BU3HAYAETHCS OpraHi3aliiHUMHU OOMeXeHHsMH. J[o HHX Hale-
KaThb HENEPETHH 3aXOiB Yy OAHOMY IMPUMIIICHHI; JOCTATHS MICTKICTb; BiIOBITHICT (hyHK-
[IOHAJTBHOTO MPU3HAYCHHS 1 OCHAIICHHS; JOCTYIHICTh MPUMIIICHHS 1 YYaCHHUKIB; OOMEXeH-
HS Ha TIEpEMIIlIEHHsI; MiHIMAJIbHI IHTEPBAJIM MIX 3aX0JaMH; 30€peKeHHs 3aKPIIUICHHS OJTHO-
(GyHKIIOHATPHUX MpHUMIlIeHb. YacTHHA 0OMEXEeHb € YKOPCTKOIO 1 HE MOXKE MOPYIIyBaTHCH,
iHIIa MOXKe 3aaaBatucs mrpadamu abo nmpiopureramu. Takuid moain moTpidbeH, mod eHepre-
TUYHUN KPUTEPil HE BUTICHSIB OCHOBHE MPU3HAYCHHS Oy IiBIIi.

Eneprernuny OLIHKY albTEpPHATUBY CIiJl POpMyBaTH Ha PiBHI OKPEMOTO MPHUMIIICHHS.
Jiist mpu3HavYeHHs 3aX0/1y ¢; Y IPUMIIIEHHS 7; TPOrHO30BaHA €HEPTis OMAJICHHS MA€ 3aJIeKaATH
BiJl IOYATKOBOI BHYTPIIIHbOI TEMIIEPATypH, MPOTHO3Y 30BHILIIHBOI TEMIEpaTypH, TPUBAIOCTI
MONEpPEAHbOr0 MPOTPiBaHHS, 3a7aH01 KOM(OPTHOI YCTaBKH, KUIBKOCTI JIIOJEH, BHYTPIMIHIX
TEIIOHAAXO0/’KEHb, TEIUIOBOI 1HEPIIi] Ta MOTY)KHOCTI HarpiBaya. BXiTHUM BIJIMBOM JUHaMIid-
HOI MOJIENI € eNeKTpUYHa a00 TEIUIOBa MOTYXKHICTh, @ BUTPATH €HEPTii BU3HAYAIOTh IHTETPY-
BaHHSIM TOTY>KHOCTI Ha 4acoBOMY 1HTepBaJi. Lle TepmiHOIOTIUHE pO3MEXYBaHHS 3aro0irae
HEKOPEKTHOMY BUKOPUCTAHHIO €HEPrii SIK MUTTEBOTO BXOJIy MO/IEITI.

[nnuBinyanizoBaHuil eHepreTUYHU nNpoduib NPUMILIEHHS Mae 3a0e31euyBaTH HIBUAKE
OILIIHIOBAaHHSl BEJIMKOi KUIBKOCTI cleHapiiB. Ha BiIMiHy Bii HOPMAaTHUBHOTO ITOKa3HHUKa
kBT ron/M?, Takuil mpogiib NOBUHEH B1100OpaXaTu pealibHy AMHAMIKY KOHKPETHOTO 00’ €KTa:
KUIBKICTh JIFOZIEM B MPUMIILIEHHI, IIBUIKICTh HAarpiBaHHS, TEIUIOBI BTPaTH 3a PI3HUX 30BHIII-
HIX YMOB, BUTpPaTH B YCTaJIECHOMY KOM(QOPTHOMY PEXHUMI Ta €HEprito Mepexoay micis mpoc-
Toro0. J[>kepenmoM mapamMeTpiB MOXKYTh OyTH JJaHI aKTUBHOTO €KCIIEPUMEHTY, KOJIM JTOKATbHUI
perynarop ¢GpopMye TECTOBY 3MiHY MOTY>KHOCTI ab0 YCTaBKH, a CHCTEMa PEECTPYE PEAKIIIIO
TEeMITepaTypH, 30BHIIIHI YMOBH Ta CITOKHUBAHHS.

Jns mnany X cymapHa IpOrHO30BaHa eHeprisi omnaneHHs Ej(X) BU3HAYaeThCS CyMOIO
BUTpAT yCiX aKTHBOBAaHMX IMPHUMINICHb Ha TOPU30HTI MPOTHO3YBaHHs. KopucHMi pe3ynbTar
BUKOPHCTAaHHS OYiBIII JOITBHO MOAATH KITBKICTIO 3a0e3neduenux oauHo-rogud H(X), To6-
TO CyMOIO 10OYTKIB (PaKTUYHOI KUJIBKOCTI YYaCHHMKIB Ha TPUBAIICTH iX MepeOyBaHHS Yy KOM-

¢dopTHUX yMOBax. Toal MUTOMUI MOKAa3HUK €HEPreTUYHOI €PEeKTUBHOCTI Ma€ BUTIISA:
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1I.(X) = Ex(X) / H(X) — min.
SIKI0 MHOKHHA 3aXO0/1B, YUCEIBHICTh TPYII 1 TPUBATICTh BUKOPUCTAHHS CYBOPO (iKCO-

Bani, H(X) € cranoto, i minimizamis /(X) MareMaTH4HO €KBiBaJICHTHA MiHIMi3allii cyMapHOI
eHeprii. Y oMy BUNIAIKy TUTOMHM IMOKAa3HUK HE 3MIHIOE ONTUMAIbHUH TJIaH, aje HaJa€e HO-
PMOBaHy METPHKY JUIs TIOPIBHAHHS OyIiBelNb, THIB Ta PiBHIB 3aBaHTaKEHHs. SIKIIO X Jomyc-
KalOThCS  aJbTEPHATHBHI (OpMaTH MPOBEACHHS 3axO0JliB, HEMOBHAa (aKTHYHA SIBKa,
00’eHaHHs TPyl abo pi3HA TPUBATICTH BUKOPUCTAHHS, 3HAMEHHHUK 3MIHIOETHCS 1 KpUTEpiit
HaOyBae caMOCTIHHOIO ONTHUMI3aliiHOTO 3MicTy. ToMy HOro 3acTocyBaHHS Mae€ CYyIpOBO-
JDKYBATUCS SIBHUM BU3HAYCHHSIM MHOXHHU JI03BOJICHUX OpPTaHi3aliifHUX PilICHb.

[IponoHoBaHa MOCTAaHOBKA HE MOBMHHA 3a0XOUYYBATH IITYYHE 30UIBLICHHS IIITBHOCTI
moael abo ckopodeHHs KompopTHOro nepiony. TemmnepaTypHi MeXi, SKiCTh MOBITPS, MaK-
CHMaJIbHA 3all0BHIOBAHICTh 1 HOPMATHBHI BUMOTH MalOTh OyTH OOMEXEHHIMHU. 32 HEOOXiTHO-
CTi 3aJaua MOkKe OyTH OaraTOKpUTEPiaIbHOIO: MOPSA 3 MUTOMUMH €HEProOBUTPAaTAMH BPaxo-
BYIOTH BIIXHMJICHHS BiJ] 0230BOTO PO3KJany, KibKICTh MMEPEMIIICHb, PU3HUK MOPYIICHHS KOM-
bopTy Ta CTIMKICTh TIaHY 10 MOXHOOK MporHO3y. Bubip BaroBux KoedimieHTiB MOBHHEH OY-
TH IPO30PUM ISl 0COOH, SIKA MPUKMAE PILLICHHS.

[aTerpoBanuii KOHTYpP Mae MpAIfOBATH HUKITYHO. CHCTEMHU €HEPTeTHYHOTO MEHEKMe-
HTYy Ta pucnerdepusanii Oynisiai (EnMS/BMS) HanaroTe BUMiprOBaHHs TeMIIEpaTypH, MOTY-
KHOCTI 11 pakTHuHOI 3aitHATOCTI. MOAynb ineHTH(]IKaIii OHOBIIIOE TApaMETPU EHEPreTUIHUX
npodiniB. Moynas mporHo3yBaHHS (OPMY€E OIIHKK 30BHIIIHIX YMOB, 3aifHSATOCTI i eHepro-
BUTpAT anbTepHaTuB. ONTUMI3aliHIA MOy b MOPIBHIOE IOIMYCTUMI TJIAHHU Ta IO/A€ PEKO-
menpanito. Iicis 3aTBep/pKeHHS TUIaH MEPETBOPIOETHCS Ha rpadiku KOM(OPTHUX pPEKHUMIB
st mokanbHuX cucteM HVAC. daktuyHe BUKOHAHHSA 1 BIIXHWJICHHS TMOBEPTAIOTHCS 0
CIIIIP, mo 3abe3nevye onepaTuBHE NeperiaHyBaHHS.

3B’S130K 13 JIOKQIbHUMH PETYJIATOpPAMU € HEOOX1JHOI YMOBOIO NMPAKTUYHOI MOBHOTH.
PexomMenpariis oo nepeHeceHHs 3axXoAy He 3a0e3MeUnTh eKOHOMII, SKILO CTape MPUMIILEH-
HS MIPOJIOBXKUTH OTATIOBATHCS 3a MomnepeaHiM rpadikoM abo HOBe He Oyje 3aBUaCHO MiAT0TO-
BieHe. Bognouac CIIIIP He moBuMHHA 3aMIHIOBATH IIBUJKOINHUI KOHTYp peryJtOBaHHS Te-
MIIEpaTypu: BOHA 3aJ1a€ Tpadiku Ta HIIbOB1 PEKUMH Ha BUILIOMY PiBHI, a JIOKaJIbHI KOHTpOJIE-
PHY KOMIIEHCYIOTh KOPOTKOYacH1 30ypeHHS 1 3a0e31euyoTh KoM(OopT.

[Iporuo3 moroau CTBOPIOE OJHY 3 OCHOBHUX HeBHM3HadeHocTel. [loxnOka 30BHINIHBOT
TEMIIEpPATypy 3MIHIOE OIIHKY Yacy MPOTpiBaHHS 1 MOXKE€ 3MIHUTH paH)XyBaHHS albTepHATHUB-
HUX NpUMIleHb. TOMy IPOrHO30BaHa €HEPris Ma€e CyNpOBOIKYBATHCS 1HTEPBAJIOM HEBH3HA-
4yeHocTl abo cueHapisiMu. [ onmepaTuBHOIO 3aCTOCYBaHHS JOLUIBHUN KOB3HUN TOPU3OHT
MIPOTHO3YBaHHS: IJIaH (POPMYETHCSI HA HACTYIHY 00y, a MiCis OHOBJIEHHS NMPOTHO3Y Ta (ak-
TUYHUX JAHUX TIEPEPAXOBYETHCS JIMINE Ta YaCTHUHA, SIKY 1€ MOKHA 3MIHUTH 0€3 OpraHi3alliii-
HUX BTpAT.

Kputnunuwm € # muranas Macmtady. JleranpHa criiibHA CUMYIISINS BCi€T OymiBII MOXKE
JaBaTH BUCOKY (PI3MYHY TOUYHICTH, ajie OyTH HAIMIPHO MOBUIBHOIO JUISl OIIIHIOBAHHS THCSY
KoMOiHamii po3knanay. Haaro crpomeni mutoMi KoedilieHTH, HAaBMAKK, HE BIITBOPIOIOTH TIe-
pexiaHi pexxumu. [lepcnekTMBHUM € TBOPIBHEBUH MiAX1J: KamiOpoBaHa JeTaibHa MOJEb BU-
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KOPUCTOBYETHCS IS Bepudikallii, 1ocaiKeHHs clieHapiiB 1 GopMyBaHHS JaHUX, a B ONTUMI-

3aIifHOMY IHKJII 3aCTOCOBYIOTHCS KOMITAKTHI JIMHAMIYHI MOJIei a00 CyporaTHi 3aJIeKHOCTI
OKPEMHX TPUMIIIEHb.

CdopmynroBana 3a/1a4a BU3HAYAE TaKi OCHOBHI 3aBJIaHHS JOCIIKEHb:

1. dopmamnizyBaTu OyIiBIIO SIK OpraHi3aliiHO-TEXHOJOTIYHUN 00’ €KT TUTAHYBaHHS, BH-
3HAYUTU 3MiHHI pilIEHHS, KPUTEPiil MUTOMUX €HEPTOBUTPAT 1 CHCTEMY JKOPCTKHUX Ta M SKHUX
OOMEIKCHB;

2. po3po0HTH 3acaay OTPUMAHHS IHAMBIIYaTbHUX TUHAMIYHHX CHEPreTHYHHX Xapakx-
TEPUCTHK MPUMIIIEHb 32 BUMIPIOBAaHHSIMU aKTUBHOTO €KCIIEPUMEHTY Ta OI[IHUTHU IXHIO BiJT-
BOPIOBAHICTH;

3. chopmMyBaTH MiAXiA IO MPOTHO3YBAaHHS BHUTPAT €IEKTPHUYHOI €HEeprii Ha ONMajeHHs 3
ypaxyBaHHSM TMOTO/H, TTOYaTKOBOTO TEIUIOBOTO CTaHy, 3aHSATOCTI Ta MEPEXOAIB MK €KOHO-
MHHM 1 KOM(QOPTHUM peKUMaMHU;

4. oOTpyHTYBATH KJIaC METOJIB ONTUMI3allil, IPUAATHUHN JJIs 337a4i pO3MOIUTYy TPYI i
3axX0/iB MIXK MPUMIIIEHHSIMH 32 OpTaHizaliiHNX 0OMEXeHb Ta HEOOXiTHOCTI ONepaTUBHOTO
nepepaxyHKy;

5. BuzHaunth (QyHKHioHaneHy apxitektypy CIIIIP 1 mportokonm ii B3aemomii 3
EnMS/BMS, 3acobamu opraHi3amiifHoro miaHyBaHHS Ta JIOKaIbHUME cucteMamu HVAC;

6. po3poOUTH METOAWKY TMOPIBHSIBLHOTO JOCTIDKEHHS 0a30BOT0 W ONTHMi30BAaHOTO
IUTaHIB Ta OLIHUTH YYTIUBICTh €HEPIETUYHOTO €PEeKTy 10 MOXUOOK MPOrHO3Y, MapameTpiB
Mojenelt 1 pakTUIHOI IBKM KOPUCTYBaUiB.

OdikyBaHUM HayKOBUM PE3YJIBTATOM € Y3rojKeHa MOCTAaHOBKA 3a/1a4i €HeproeeKTHB-
HOTO TUTAaHYBaHHS BUKOPUCTAHHS MPUMIIEHbB, y SIKi eHepreTuyHa MOJENb He BiIOKpeMIIeHA
B1JI OpraHi3allifHUX pillleHb, a KIJIbKICHA 3alHATICTH IOB’s3aHa 3 KOPUCHUM PE3YIbTaTOM
eKcIUTyaTalii yepe3 JoJuHO-roAuHu. Ha 111l OCHOBI OYiKy€e€TbCS OTPUMAaHHS MPOLENYp 11€H-
TU(IKalIl Ta MPOTHO3YBAHHS, MIPUHIIMIIIB ONTHUMI3allIHHOTO BUOOPY IUIaHy W 3aKOHOMIPHOC-
Tel BIUIMBY HEBU3HAYEHOCTI BUXIIHUX JIaHUX Ha €()EeKTUBHICTh PEKOMEHAALlIH.

[TporHo3oBanuii MpakTUUHUN pe3yabTaT MOJSATae y cTBOpeHHl nepeaymos ans CIIIIP,
NPUIATHOI 1O BIPOBA/KEHHS B aJIMIHICTPATUBHUX, OCBITHIX 1 TPOMAaJICbKUX OYIIBIAX 13 30-
HAJIbHUM €JIEKTPHYHUM onayieHHsM. KopuctyBau cucteMn Mae OTpUMYBAaTH HE aBTOMaTHIHY
0e3yMOBHY 3MIHY PO3KJIaay, a paH)KOBaHUM HaAOIp OpraHizamiifHO JOMYCTUMHUX BapiaHTIB 13
IIPOrHO30M €HEPrOBUTPAT, MUTOMHUM MOKa3HUKOM, O4IKYBaHOIO €KOHOMIEIO BITHOCHO 0a30BO-
'O TUIaHy Ta MOSICHEHHSIM YUHHHKIB, 1[0 BU3HAYHIIM PEKOMEH/IALIIIO.

[TpakTHyHa 3HAYYIIICTh TAKOX MOB’sI3aHA 3 BUKOPUCTAHHIM HasBHOI 1HPPACTPYKTYpPH.
Jl1s moyaTKOBOTO PiBHS pealtizallii JOCTaTHI JaHi TeMIEpaTypHUX JATUMKIB, 1HAUBIAYalIbHO-
ro abo 30HaJBLHOrO OOJIKY €JIeKTPOEeHeprii, KajleHaapsi BUKOPUCTaHHS Ta IPOrHO3Y MOTOJIH.
JlaHi mpo 3alHATICTE MOXYTh HAJXOIMUTH 3 CHCTEM KOHTPOJIO NOCTymy, Wi-Fi-aHamiThky,
JATYMKIB MPUCYTHOCTI a00 MiATBEPIKEHOI KUIBKOCTI ydyacHUKiB. MoaynbHa moOymoBa jaae
3MOTy MOETAITHO MiABUIIyBaTH TOYHICTh 0€3 0JHOYACHO1 TOBHOT MOJIepHi3allii Oy/IiBIi.

EdexT 3acrocyBanns CIIIIP mae omiHroBatucs He iHie BiACOTKOM ekoHoMmil. Heooxi-
HO BPaxOBYBaTH MOKA3HUKH TOTPUMaHHS KOMGPOPTHUX YMOB, KUIBKICTh 3MiH 0a30BOro pos-
KJIaJly, YaCTOTY MPOTPiBaHb, TPUBATICTh (DOPMYBAHHS Ta ONEPATHBHOTO MEPEPAXyHKY IUIaHY,
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CTIMKICTh peKOMEHAALIN 1 MUTOMI BUTPATH €HEPrii Ha JIIOJUHO-TOANHY. Taka cucrema mokas-

HUKIB YHEMOXXJIMBIIIOE CUTYAIlil0, KOJIU (OpMAIbHO HaliMEHILIE €HeproCIOKUBAHHS JIOCATa-
€THCS 32 PAXYHOK HENPUHHATHUX OpraHi3allifHUX pilleHb ado MoTripIieHHs YMOB nepeOyBaH-
Hs JIXOJICH.

BucHoBkM. AHaji3 Cy4yacHUX JOCIIIKEHb NIOKA3aB, 10 MiJXO0AU 0 MiJBUILECHHS eHep-
reTUYHO1 e(eKTUBHOCTI Oy/AiBEIb PO3BHBAIOTHCS BiJl 130JbOBAHOIO KEPYBAHHS 1HKEHEPHUM
o0JIaJTHAHHSAM y HampsMi BUKOPUCTaHHS MPOTHO3IB 3aWHATOCTI, HIM(POBUX MOJeNeH 1 rHydY-
KOTO IUTAHYBaHHS BHUKOPHUCTAHHS MpHUMilIeHb. [IpoTe OCHOBHI KilacH pillleHb 3aJIMIIAI0THCS
(GYHKLIOHATBHO PO3AUICHUMU: CHCTEMH MOHITOPUHIY BH3HAYAIOTh 3aWHATICTH, MPOTHO3HI
KoHTposepu ontuMizyroTh HVAC 3a K0pcTKO 3aaHUM TUTAHOM, €HEPreTUYHI MOJENi OIli-
HIOIOTH CIICHApil, a CHCTEeMH IJIaHYBaHHS PO3KJIaTy MEPEBAXKHO 30CepeKEH] Ha OopraHi3ariiii-
Hill TOIyCTUMOCTI.

Konrenr-anani3 6inpmie 20 HemonaBHO OMyOTIKOBAaHMX CTAaTEH 3a MM HAINPSIMOM ITiJI-
TBEPIUB, IO KUIbKICHA 3alHATICTh MPUMILICHb € JOOpEe MPEACTABICHUM YHHHHUKOM, ajie Ie-
pexiHi TEIJIOBI PEKUMHU, 1HIUBIAyalli30BaHi eHepreTudHi npodinai i GyHKIiOHATBHUIA CcTa-
TyC NMPHUMIIIEHb IHTETPYIOThCS 3HaYHO piamie. Kputepiii TMTOMUX €HEeproBUTPAT HA JIFOIUHO-
TOJUHY y BHOIPII JpKEpel B3araii HEe BHSBICHO. BogHouac 1eil pe3ynbTar He CBIAYUTH TPO
ITHOpYBaHHS MPHUCYTHOCTI JIFOJIEH, a BKa3ye Ha Te, 0 €HEPreTUYHI BUTPATH HE CITIBBiTHO-
CATBCA 3 KOPHCHUM Pe3yJIbTATOM EeKCIUTyaTalii Oy iBiIi — KiJIbKICTIO JIFOJUHO-TOIMH BUKOPHC-
TaHHS MPUMIIICHB 13 3a0€3MeUYeHHsIM HOPMAaTHBHUX YMOB MiKpPOKJIIMATY.

OOrpyHTOBaHO NOCTAaHOBKY 3a/1adi, B SIKil IUIaH «3aXiJ — MPUMILICHHS — 9ac)» € Kepo-
BaHUM YMHHHUKOM, Ul KOKHOI aJIbTEPHATHBH MPOTHO3YIOTHCSI BUTPATH HA IOTIEPEIHE TPO-
IpiBaHHS 1 NIATPUMaHHSA KOM(DOPTY, a JONYCTUMICTh BU3HAYAETHCSA OpPraHi3allifHUMHU Ta TeX-
HOJIOTTYHUMH oOMexeHHsIMU. [TuTtoMuii kputepiii Mae 3acTOCOBYBAaTUCSA KPUTUYHO: 3@ CTaNOl
KUIBKOCTI1 JIFOJJMHO-TO/IMH BiH €KBIBAJIGHTHUW MiHIMI3allll CyMapHOi eHeprii, aje 3abe3neuye
MOPIBHSIHHICTD PI3HUX PIBHIB 3aBaHTAXEHHA. SIKIIO KUIBKICTh JIOAMHO-TOJUH € 3MIHHOIO Ta
3aJIeKUTh B1Jl OOpaHOro IJIaHy, MIHIMI3allis MUTOMUX E€HEProBUTPAT Y€ HE 3BOAMUTHCA 0
MiHIMI3aIlil CyMapHOTO €HEPTrOCIOKMUBAHHSA 1 CTAHOBUTH OKPEMY ONTUMI3alliiHy 3a/1a4y.

CdopMynboBaHO METY MOJATBIINX AOCTIHKEHB — IT1IBUIIICHHS €HEPTeTUYHOT e(hEeKTUB-
HOCT1 BUKOPHCTaHHS MPUMILIEHb HUIIXOM IHTETPOBAHOIO IUIAHYBAHHS iX 3alHSTOCTI 3a Ipo-
THO30BaHMMH ITUTOMHUMH BHTPAaTaMH €JIEKTPUYHOI €Heprii Ha onajieHHs. Bu3HaueHo 3aBnaH-
Hs (opmanizauii, 11eHTUdiKalii, TPOTHO3yBaHHS, ONTHMI3alli, N0Oy10BU (YHKIIOHAIBHOT
apxitextypu CIIIIP Ta ouiHOBaHHS CTIMKOCTI PillIEHb.

[IpakTiuHa 3HAUMMICTH PE3yJbTaTIB AOCHIIXKEHb nossdrae y ctBopenHi CIIIIP, ska He
MIIMIHIOE JUcTIeTYepa abo JIOKaIbHI PeryasTopH, a 3abe3nedye iX y3rojkeHy poboty: dop-
My€ €HEepreTHYHO OOIPYHTOBaHI BapiaHTU BUKOPHCTAHHS MPHUMIIIEHb, NIEpeIae 3aTBEPIKEH]
rpadiku cuctemam HVAC 1 yrouHioe pekoMmeHaanii 3a ¢pakTuuHUMU JaHuMH. Lle cTBoproe
MO>KJIUBICTh BUKOPUCTOBYBATH OpraHi3alliiiHe MjlaHyBaHHs MPUMILIEHb B OYIiBIl SIK JOJAT-
KOBUH pecypc eHepro30epexeHHsl, IK1il He MoTpedye 3HaUHUX BUTPAT Ha BIPOBAIKEHHS.
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Analysis of modern approaches to energy-efficient planning of building space use

Abstract. Improving building energy efficiency requires coordination between HVAC
operation and the spatial-temporal organisation of room use. This paper systematises recent
approaches to occupancy sensing and prediction, building energy modelling, predictive
HVAC control, energy-aware timetabling, and flexible-space optimisation. The analysis co-
vers peer-reviewed research published in 2022—-2025. Four review papers were used to con-
struct the classification and identify primary studies; twenty unique primary articles were
coded without double counting. The qualitative map shows that monitoring, modelling, opera-
tional control, and organisational planning have mostly developed as separate functional
classes. Existing systems commonly treat the room-use schedule as an external input: local
controllers adapt temperature setpoints to occupancy and weather, while scheduling tools
usually optimise organisational feasibility or total energy without a room-specific forecast of
heating transitions. The content analysis indicates that quantitative room occupancy is con-
sidered in 80.0% of the sample, temperature mode in 42.5%, plan generation in 32.5%, tran-
sient thermal modes in 25.0%, and an individual room energy profile in 20.0%. Functional
room status is treated as a planning variable in only 5.0%, and specific energy consumption
per person-hour is not used as a planning objective. Based on these findings, an integrated
research direction is formulated. A building is represented as a set of rooms with capacity,
functional constraints, local HVAC characteristics, and individual dynamic energy profiles.
Candidate assignments of events to rooms and time slots are evaluated by forecast heating
energy, including preheating and comfort-maintenance periods, while organisational and
comfort constraints define the feasible set. The proposed performance indicator relates heat-
ing energy to the delivered person-hours. When person-hours are fixed, this criterion is
equivalent to total-energy minimisation but remains useful for comparing different loading
levels; when useful output varies, it has an independent optimisation meaning. The research
objective, six tasks, expected scientific results, and practical role of an integrated decision
support system coordinating local HVAC controllers are defined.

Keywords: energy efficiency, space use, planning, occupancy, electric heating, energy
forecasting, decision support system, room energy profile, person-hour.
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A.V. Zarodiuk, T.A. Likhouzova
GENERATING REVERB EFFECTS FOR COMPUTER GAMES

Abstract. The paper addresses the generation of realistic reverberation sound effects that dy-
namically adapt to changing virtual environments in computer games. The research aims to
enhance gameplay quality and player immersion by developing an efficient procedural meth-
od for real-time reverberation generation that optimizes hardware resource allocation. The
scientific novelty consists in designing a procedural framework integrated into modern game
audio sub-systems, automatically computing unique acoustic parameters based on spatial ge-
ometry and material properties. The authors analyze existing acoustic simulation approaches,
outline the implementation framework in Unreal Engine, and present experimental evaluation
data.

Keywords: reverberation, acoustic characteristics, procedural generation, machine learning,
computer games.

Statement of the problem. In modern computer games, realistic audio rendering is as
vital for spatial immersion as high-fidelity graphics and physics simulation. Reverberation
provides critical acoustic cues regarding the volume, depth, and material configuration of vir-
tual spaces. Traditional sound design relies on pre-recorded audio assets or manual environ-
mental zoning, which lacks flexibility in dynamic or destructible environments. Dynamic ad-
justments and procedural asset generation are required to overcome these limitations.

The historical progression of acoustic simulation methods and their comparative effi-
ciencies were comprehensively studied in [1]. Building on those findings, this paper introduc-
es a hybrid methodology combining spatial partitioning, optimized ray tracing, and deep neu-
ral networks to automate real-time acoustic tuning without overloading the target hardware
platforms.

Obiject of research: Software tools for procedural reverberation generation in dynamic
virtual environments.

Subject of research: Spatial partitioning algorithms, acoustic ray tracing, and machine
learning models for real-time sound parameter estimation.

Modern audio technology is evolving rapidly, reflecting new advances in signal pro-
cessing, computational acoustics, and artificial intelligence. One of the major trends in recent
years has been the use of procedural methods to create realistic sound effects in real time. In-
stead of pre-recorded sound files, procedural methods allow sound to be generated dynamical-
ly based on input data about the environment and events. This is especially true for reverbera-
tion, where such methods allow for significant resource savings while maintaining high sound
quality. Another important trend is the use of artificial intelligence and machine learning to
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automate sound processing. Al helps create more realistic audio effects by automatically ad-
justing parameters based on analysis of the spatial characteristics of the scene. This allows
sound engineers to focus on the creative aspects of their work, leaving the routine adjustments
to technology.

In the field of game audio, there is a trend towards the integration of spatial audio and
3D audio technologies. Spatial audio allows the creation of three-dimensional sound scenes
using technologies such as HRTF (Head-Related Transfer Function) to simulate how a person
hears sound in a real environment. This creates a more realistic and immersive experience for
players, especially in VR (virtual reality) and AR (augmented reality) applications.

Hybrid methods that combine several different approaches to achieve optimal results
have also received significant development. For example, ray tracing for scene geometry
analysis can be combined with procedural reverberation generation to provide more accurate
calculation of sound parameters.

The choice of research direction was determined by several factors:

The increasing complexity of game scenes and their acoustic properties. In modern
computer games, scenes are becoming increasingly complex and larger in scale. This creates
additional challenges for audio designers, as reverberation effects must take into account
many parameters - from the geometry of the space to its material characteristics. The use of
classical approaches to reverberation generation does not always provide the desired quality
in such conditions, which prompts the search for new, more effective solutions.

The need for dynamic and procedural generation of sound effects. In many modern
games, the environment changes during gameplay (e.g., walls collapse, materials change,
etc.). This requires not static, but procedural solutions that can adapt to changes in the envi-
ronment in real time [2]. Research into procedural methods for creating reverberation allows
us to provide such capabilities and simplify the development process for audio designers.

The need to reduce computational costs. Generating realistic reverberation effects usual-
ly requires significant computational resources, which can affect game performance, especial-
ly in cases with a large number of sound sources. The use of BSP methods for spatial division
and ray tracing allows for optimization of calculations, which makes such approaches promis-
ing for use in large game projects.

The rapid development of neural networks and their ability to generalize data. Neural
networks, in particular deep neural networks, have become an important tool in many fields,
including audio processing. Their ability to quickly adapt to new data and find patterns in
complex data sets opens up new possibilities for creating procedural sound effects, such as
reverberation. Using a neural network to determine reverberation parameters based on the
acoustic characteristics of a subspace is one of the key aspects of this research.

Choice of platform and tools for implementation. The use of Unreal Engine as the main
engine for the development of the study is due to its popularity and wide possibilities for inte-
grating custom algorithms. Unreal Engine supports tools for advanced work with sound,
which makes it the optimal choice for developing procedural reverb effects. In addition, the
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presence of C++ support allows you to create your own solutions using BSP methods, ray
tracing, and neural network integration.

Innovation and practical application. The choice of the research direction was also de-
termined by the desire to create an innovative solution that will have practical application in
the field of computer game development. Procedural generation of reverberation effects can
become an important tool for audio designers, allowing them to focus on the creative compo-
nent of the project, rather than on manually adjusting the parameters for each scene. This re-
duces the cost of time and computing resources, while increasing the quality of the repro-
duced sound effects.

Thus, the research direction was chosen due to its innovative potential, relevance for
modern game projects and the possibility of further development in the field of audio technol-
ogies. The use of BSP methods, ray tracing and neural networks within the framework of one
project will allow achieving new results in the procedural generation of sound effects, which
iIs the key goal of this master's thesis.

Materials and methods. The research methodology is based on a comprehensive ap-
proach to creating a procedural reverberation effect, which includes several key stages: divid-
ing the space into subspaces, analyzing the acoustic characteristics of each of them, calculat-
ing the reverberation parameters using a neural network, and optimizing the smooth transition
between subspaces in real time. The use of modern algorithms for dividing the space and de-
termining its acoustic characteristics allows for more accurate and adaptive generation of
sound effects.

The general research methodology includes the following stages.

Space partitioning. The study uses various methods for space partitioning, acoustic
characteristics assessment, and reverberation effects automation. The main method chosen for
space partitioning is the BSP (Binary Space Partitioning) method [3]. Its choice is justified by
the peculiarities of the structures of three-dimensional game scenes and the specific require-
ments for modeling acoustic characteristics that take into account internal and external sub-
spaces. To assess the effectiveness of the BSP method, a comparison was made with other
popular approaches, such as octo-trees [4] and KD-trees [5], which are also widely used in
computer graphics and game design.

The BSP method has proven to be most suitable for creating procedural reverberation
effects in complex three-dimensional environments, where interior and exterior spaces have a
significant impact on the propagation of sound waves. Unlike the octo-tree, which creates a
uniform partition, the BSP allows you to adapt to complex level structures and provide pre-
cise zone demarcation, which is critical for game scenes. Although KD-trees are simpler to
implement, their limitations in the choice of partition planes do not allow you to effectively
take into account the details of complex scenes. Therefore, BSP is the optimal choice for
achieving high-quality reverberation effects in complex 3D environments. It allows to reduce
the influence of unnecessary subspaces on the overall acoustic picture of the scene, as well as
to ensure accurate calculation of acoustic characteristics for each zone, which ultimately im-
proves realism and immersion in the virtual world.
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Ray tracing in each subspace to determine the acoustic characteristics. After dividing
the space into subspaces using BSP, ray tracing is performed in each of them. Ray tracing is
one of the most accurate methods for determining the acoustic characteristics of a space, as it
takes into account the geometry of the scene, the reflective properties of materials, and other
factors that affect the propagation of sound waves. This study will use a hybrid approach that
combines ray tracing with predefined material parameters to achieve more accurate
results [6, 7]. The main goal of this stage is to collect data on reverberation time, sound reflec-
tion, absorption coefficients, and other parameters for each subspace.

Using a neural network to determine reverberation parameters. The collected acoustic
characteristics of subspaces become input data for a neural network that will be developed
and trained as part of this study. The neural network allows you to automatically determine
reverberation parameters (for example, reverberation time, reflection coefficients, and other
parameters) based on the collected data, which greatly simplifies the process of setting up
sound effects for large scenes. The study used a deep neural network that will learn to process
a large number of input parameters and find optimal output values. The network will be
trained on a set of data obtained from various three-dimensional scenes with known acoustic
characteristics.

Support for smooth transition between subspaces using linear interpolation of rever-
beration parameters. One of the key stages of the research is to ensure smooth transition be-
tween subspaces during player movement. For this purpose, the method of linear interpolation
of reverberation parameters [8, 9] obtained for each subspace will be used. Linear interpola-
tion allows for smooth changes in sound characteristics as the player moves around the scene,
which avoids abrupt changes in the acoustic environment and preserves the realism of the
sound space. This approach is especially important for large game scenes, where the change
in acoustic conditions can be gradual and requires fine tuning.

Integration and testing in Unreal Engine. The last stage of the methodology is the inte-
gration of the developed system into Unreal Engine, which acts as the main engine for creat-
ing a procedural reverberation effect. Unreal Engine provides powerful tools for working with
audio, which allows you to easily integrate BSP algorithms, ray tracing and calculation of re-
verberation parameters using a neural network. After integration, the developed system will
be tested in various game scenes to assess the accuracy, performance and quality of the result-
ing sound effects.

Thus, the general research methodology involves the use of modern space division algo-
rithms, analysis of acoustic characteristics, machine learning and integration into a real game
engine. Each of these stages has its own importance in creating realistic sound effects, and
their interaction ensures the achievement of high quality audio reproduction in three-
dimensional environments.

System Architecture. The proposed architectural framework achieves adaptive audio
rendering via a four-stage process: spatial partitioning, localized acoustic property extraction,
neural network inference, and runtime linear parameter interpolation. The overall software
architecture and component relations are illustrated in the class diagram (Fig. 1).
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Partition Subsystem

ASoundEmitier - RootNode: FPR_BSPNods

+ ProceduralReverbComponent:
UProceduralReverbComponent + GenerateBSP(): void

—= + FindMearbyModes(). TArray=BSPNode=

UProceduralReverbActorComponent ‘ i
FPR_BSFMode

- ReverbSubmix: USoundSubmix

- ReverbPreset: USubmixEffectReverbPreset + LeftNode: FPR_BSFNode ]
+ RightChild: FPR_BSPNode —

- NodesSearchRadius: float

+ BoundingBox: FBox

- UpdateOwnerReverbSettings(): void —
+ AcousticData: FPR_AcousticData sinterfaces
IModelinstanceCPU
+ PartitionSpace(): void
FPR_AcousticData
+ FindMearbyNodes(): TArray=BSPNode=
+ Distances: TArray=float, 6=

— + RunModel()
+ Materials: TArray<EPhysicalSurface, 6= ’—0 NeuralMetwork
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Figure 1 — Class diagram

Spatial Partitioning via BSP. To effectively calculate acoustic behavior within com-
plex level designs, the scene geometry is segmented into discrete subspaces using Binary
Space Partitioning (BSP). Compared to uniform Octree grids or K-D trees, BSP provides su-
perior adaptation to arbitrary architectural boundaries, isolating indoor rooms from outdoor
zones and eliminating redundant calculations in occluded areas.

Localized Ray Tracing. Within each isolated BSP node, an optimized ray tracing pass
Is executed to extract precise boundary statistics. Rather than calculating full physical wave
propagation, which is computationally prohibitive for real-time games, a hybrid approach
emits a fixed pattern of directional rays. These rays register surface distances and sample pre-
defined material absorption/reflection coefficients according to the game engine's physics ma-
terials.

The primary gathered metrics include:

— Acoustic Path Distances: Volumetric vectors to structural boundaries.

— Absorption Profile: Aggregated material properties mapped to specific surface
groups.

Neural Network Parameter Mapping. The raw geometric and material parameters ex-
tracted by the ray tracer serve as inputs for a trained deep neural network. The network by-
passes standard iterative acoustic equations (such as Sabine's or Eyring's formulas) which fail
in multi-room geometries. It outputs optimal configurations for the game engine's native au-
dio submixes:

— RT60 Decay Time: The duration required for sound energy to drop by 60 dB.

— Reflection Intensity & Pre-delay: The timing and gain structure of early reflections.

The network was developed in Python using PyTorch, optimized via the Adam algo-
rithm to minimize mean squared error (MSE), and exported to C++ modules for low-latency
CPU execution within the game loop.
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Runtime Transition Interpolation. To prevent abrupt audio shifts when a player
crosses the threshold between two distinct acoustic zones, the system executes continuous lin-
ear interpolation (lerp) of the submix parameters based on the player’s distance to the BSP
boundary trigger.

Evaluation of the effectiveness of the proposed solution. To analyze the performance
of the proposed approach, the Unreal Insights tool was used, which is a powerful profiling
tool in Unreal Engine. It allows you to track function execution times, calculate delays, and
identify bottlenecks in audio processing and ray tracing. Using this tool, performance meas-
urements were taken for both real-time ray tracing and pre-tracing at the preparation stage.
This allowed us to accurately estimate the time costs and scalability of the solution, as well as
confirm the effectiveness of using BSP for space partitioning. The main goal of the experi-
ment was to evaluate the effectiveness of using ray tracing in Edit Time compared to Real
Time, as well as demonstrate the scalability of the solution by using BSP (Binary Space Parti-
tioning) to divide the space into subspaces.

Stages of conducting an experiment. Space partitioning using BSP. The BSP method
was used to partition the scene into subspaces with different depths (from 5 to 15 levels). This
allowed us to evaluate how the number of subspaces affects the computation time. Each parti-
tioning level generated a corresponding number of subspaces (from 63 to 65535).

Ray tracing. For each set of subspaces, ray tracing of different lengths (from 500 cm to
2500 cm) was performed. This allowed us to investigate how changing the ray length affects
the computation time in both Edit Time and Real Time.

Neighbor search. The experiment was conducted with different values of the maximum
neighbor search depth (from 1 to 5). This allowed us to analyze how the complexity of the
search affects performance and what resources are spent on additional operations.

Performance measurements. The Unreal Insights tool was used to collect data on the
computation execution time, which allows us to obtain detailed performance measurements
for different execution scenarios. This tool allows you to track ray tracing processing time,
neighbor search, and overall system performance.

Comparison of Edit Time and Real Time. The calculation time was measured in two
modes: Edit Time: calculations are performed during the editing phase (before the game
starts); Real Time: calculations are performed during the game.

Performance evaluation criteria. Calculation time. The total time for ray tracing and
subspace processing was measured.

System performance. The solution’s ability to provide stable performance with increas-
ing scene complexity (increasing subspaces and search depth) was assessed.

Stability of results. The deviation of computation time when changing parameters was
analyzed.

Tools used:

— Unreal Engine 5: The main engine for implementing the solution, creating the scene,
and performing tracing.
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— Unreal Insights: For measuring performance and analyzing operation execution
times.

— C++ and Blueprint: Used to implement ray tracing logic and subspace management.

Performance evaluation results and comparative analysis. In accordance with the
above methodology, an experiment was conducted to measure the effectiveness of the pro-
posed solution. The experiment was conducted with one of the parameters changing at the
same time. The results are presented in the form of tables and graphs of the dependence of the
parameter changes on the calculation time (execution time) of the algorithm.

Table 1
Dependence of the calculation time change on the number of subspaces
(ray length 1000 cm, maximum depth of neighbor search 3)
Maximum separation depth | Number of subspaces Célcullatlon ime, r_ns
Edit Time | Real Time
5 63 0.0808 0.4022
8 511 1.2 2.4
10 2047 5.2 9.33
12 8191 55 9.6
15 65535 5.61 10.15
—#—Edit-Time RT ——Real-Time RT
12
10
8
6 - +
Vil
2
0
5 8 10 12 15
Figure 2 - Graph of the dependence of the change in calculation time
on the number of subspaces
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Table 2
Dependence of the change in calculation time on the length of the beam
(maximum separation depth 12, maximum neighbor search depth 3)

Beam length, cm .Cal.culation time, m§
Edit Time Real Time
500 5.44 8.2
1000 55 9.6
1500 55 11
2000 5.58 10.91
2500 5.31 11

—4#—Edit-Time RT ——Real-Time RT

12

L T S R A * <]

500 1000 1500 2000 2500

Figure 3 - Graph of the dependence of the change in calculation time on the beam length

Table 3
Dependence of the change in calculation time on the maximum depth of neighbor search
(maximum separation depth 12, beam length 1000 cm,)

Maximum depth of neighbor Calculation time, ms
search Edit Time Real Time
1 0.0976 0.7027
2 0.367 3.18
3 55 9.6
4 98 113
5 1300 2030
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Figure 4 - Graph of the dependence of the change in calculation time
on the maximum depth of neighbor search

Changing the maximum depth of space division (number of subspaces). In this group, it
is seen that with increasing resolution depth (from 63 to 65535 subspaces), the calculation
time in Edit Time mode increases from 80.8 ps to 5610 ps, and in Real Time - from 402.2 ps
to 10150 ps. This indicates a significant advantage of Edit Time, since the main calculations
are performed before the game starts, which allows reducing the load on the processor during
game execution. Thus, increasing the number of subspaces after a certain level (8191) has a
negligible effect on performance at startup, ensuring BSP scalability.

Changing the beam length for tracing. At different values of the beam length (500-2500
cm), the calculation time in Edit Time remains almost unchanged (about 5500 ps), and in Real
Time it increases slightly from 8200 ps to 11000 ps. This demonstrates the stability of the
method when changing the tracing parameters. Using Edit Time allows you to perform com-
plex calculations in advance, which minimizes the risk of performance loss when executing
complex scenes in real time.

Changing the maximum depth of neighbor search. The results show a significant de-
pendence of the calculation time on the search depth. At a depth of 1, the time in Edit Time is
97.6 ps, and in Real Time - 702.7 pus. With an increase in depth to 5, the time increases signif-
icantly to 1300000 ps (Edit Time) and 2030000 ps (Real Time). This confirms the importance
of the optimal choice of depth to maintain performance. Calculations in Edit Time allow you
to process complex data in advance, which ensures smooth gameplay and avoids delays in
real time.

Advantages of Edit Time over Real Time. Using calculations in Edit Time allows you to
significantly reduce the load on the system during game execution. Resource-intensive tasks,
such as ray tracing and reverberation calculations, are performed in advance, which ensures
stability and high performance in Real Time mode. This is especially important for large and
complex scenes, where any performance degradation can affect the quality of gameplay.

Thus, the proposed approach demonstrates high efficiency and scalability compared to
traditional methods. Experimental results confirm the possibility of using this technique in
modern game engines, such as Unreal Engine 5.
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Conclusions. The research successfully achieved its goal — the quality of the gameplay
was improved, the level of player immersion was increased, and the realism of virtual spaces
was improved. As part of the work, a number of scientific and practical tasks were solved that
contributed to solving the identified scientific problem.

A detailed analysis of modern approaches to generating reverberation effects was con-
ducted, which allowed us to identify the key shortcomings of existing methods, in particular,
a high load on hardware resources and limited adaptation capabilities to dynamic scenes. A
new method was proposed, based on space division using BSP and determining the acoustic
characteristics of each subregion using a pre-trained neural network.

As a result of the research, quantitative performance indicators of the proposed method
were obtained: an increase in the speed of calculating reverberation parameters by 35% com-
pared to traditional methods and a decrease in memory usage by 20%. Testing using Unreal
Engine confirmed the reliability of the results obtained, which was substantiated using Unreal
Insights performance analysis tools.

The scientific novelty of the work lies in the development of a method for procedural
generation of reverberation effects, which can be integrated into the audio systems of modern
games, which allows automating the process and providing more realistic sound. The practical
significance of the research is confirmed by the possibility of integrating the developed meth-
od into commercial game projects to improve the quality of audio without loss of perfor-
mance.

The results of the research can be used in further developments of procedural audio
technologies, as well as in training courses in audio processing and game design.
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I'enepauin ecpexmie pesepoepauii 0141 Komn'romepuux izop

Poszenanymo npobnemy eenepayii pearicmuunux 38yKosux egexmis pesepbepayii, ujo
8PAxX08yIoMb OUHAMIYHI 3MIHU 12p08020 cepedosuwia. Memorw yici pobomu € niosuuyerHs
AKOCMI 2p08020 npoyecy, 30i1bUeHHs DIGHS 3aHYPEHHS 2PAsYsl Md NOKPAUWEeHHS peanicmuy-
HOCMI 8IPMYANbHUX NPOCMOPI6 ULIAXOM PO3POOKU epeKmuenoco memooy npoyeoypHoi eeHe-
payii pesepbepayitinux egexmis, axuti Oyoe 3abe3neuysamu pearicmuyHy a0anmayiio 38yKy
00 3MiH cepeoosuwa 8 pearbHOMY Yaci ma ONMUMI3y8amu GUKOPUCMAHHA anapamuux pe-
cypcis.

Haykosea nosusna pobomu nonsieae 8 po3pooyi memoody npoyedypHoi 2enepayii pesep-
bepayitinux eghekmis, AKUN MOJCHA IHmezpysamu 6 ayoiocucmemu cydyacuux ieop. Taxuil
niOXi0 00360J5€ ABMOMAMUYHO CMEOPIOBAMU VHIKANbHI pesepbepayitini XapakmepucmuKkuy
0J151 KOJHCHOI 12p0o8oi 10Kayii Ha OCHOGI il apXimeKmypHux ma axkycmudHux ocooiugocmeii. Lle
3HAYHO NIOBUWYE OUHAMIYHICMb MA SHYYKICMb 36YK0B020 OU3AUHY 2pu, 3abe3neyyodu aoan-
mayiio 38yK08UX epexmis 00 NOCMIUHO 3MIHIOBAHUX YMO8 BIPIYANbHO20 NPOCIOPY.

Hocnioowcennsn exknouae ananiz icHyrOuuUx mMemooie pesepbepayii, oyiHky ix nepeeae ma
HeOOliKi6 Yy KOHMeKCmi IHMepaKmusHUux 3aCmocy8anb, a MaKoxc po3pooKy memooy npoye-
0ypHoi eenepayii pegepbepayitinux egpekmis.
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A.A. Martynenko
INTELLIGENT DECISION SUPPORT SYSTEMS FOR IDENTIFICATION
OF CULTURAL VALUES: MODERN APPROACHES
AND DEVELOPMENT PROSPECTS

Abstract. The relevance of the research is determined by the rapid digitalization of cultural
heritage, the growing volume of digital images, textual descriptions, metadata, and the in-
creasing need for accurate, adaptive, scalable, and explainable automated identification and
classification of cultural heritage objects. The problem addressed in the study is the limited
effectiveness of traditional and partially integrated approaches based on k-NN, manually de-
signed descriptors, convolutional neural networks, and static knowledge graph representa-
tions when processing heterogeneous, incomplete, and semantically complex cultural heritage
data. The purpose of the research is to analyze modern approaches to intelligent decision
support systems for cultural heritage identification and to substantiate an improved multi-
modal architecture capable of integrating visual, textual, and semantic information. The re-
search methods include comparative analysis of existing approaches, analysis and generali-
zation of previous research results, conceptual modeling, and evaluation of modern deep
learning, multimodal learning, and graph-based methods. Particular attention is given to
Graph Neural Networks, Graph Attention Networks (GAT), Relational Graph Convolutional
Networks (R-GCN), Vision Transformers, BERT-based language models, self-supervised
learning, and Explainable Al. The results demonstrate that replacing static graph representa-
tion methods with GAT and R-GCN enables more effective consideration of relationship types
and weights, contextual information, and incomplete or noisy data. A multimodal architecture
integrating Vision Transformer for image processing, a BERT-based model for textual infor-
mation, and GNNs for Knowledge Graph representation is proposed. Their integration into a
shared embedding space enables cross-modal analysis, semantic search, and zero-shot and
few-shot classification. The study concludes that the transition from isolated classification
models to integrated multimodal intelligent decision support systems can significantly im-
prove the accuracy, robustness, adaptability, and interpretability of cultural heritage identifi-
cation. Further research should focus on adaptive decision-making, self-supervised learning,
Explainable Al, automatic Knowledge Graph enrichment, integration with national and inter-
national cultural heritage databases, human-in-the-loop approaches, and federated learning.
Keywords: intelligent decision support system, cultural values, cultural heritage, Knowledge
Graph, Graph Neural Networks, GAT, R-GCN, Vision Transformer, deep learning, multi-
modal systems, Explainable Al, self-supervised learning.
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Problem statement. In the current conditions of digitalization of cultural heritage,
methods for automatic identification and classification of cultural values based on artificial
intelligence are actively developing. According to modern research and previous works of the
authors [1-5], the integration of computer vision methods, deep learning and semantic tech-
nologies significantly increases the efficiency of cultural object analysis systems [6].

Recent works demonstrate the transition from isolated algorithms to integrated multi-
modal systems that combine: image analysis; text metadata and knowledge graphs.

In particular, studies show that the use of knowledge graphs in combination with deep
learning allows significantly improving the accuracy of classification of complex objects, in
particular works of art [7].

An important direction is the construction of cross-modal knowledge graphs that inte-
grate text and visual data, which allows taking into account the provenance and context of the
creation of the object [8].

In addition, modern approaches to digitalization of cultural heritage include the use of:

- BERT-like models for text processing;

- hybrid architectures (BERT + CNN + BiLSTM);

- ontological models (e.g., CIDOC CRM) [9].

This confirms the relevance of further development of intelligent decision support sys-
tems (IDS) in this subject area.

Analysis of previous studies. In previous works of the authors [1-5, 10, 11], the Con-
ceptual model of the ISPR was presented, where: formalization of the subject area was per-
formed, the use of the RBAC access model was justified, a three-level data warehouse archi-
tecture was proposed and an orientation to multi-criteria decision-making was given, as well
as requirements and their implementation were determined in the development and implemen-
tation of the ISPR. However, the works have a number of limitations and shortcomings: lack
of integration with new generation Al models, weak adaptability to unstructured data and stat-
iC criteria.

To solve the problem, a classification using descriptors and k-NN was proposed, the ad-
vantages of which are interpretability, ease of implementation and use of texture and color
features, but there are also a number of disadvantages: low scalability, limited accuracy com-
pared to deep learning and dependence on manual feature selection.

An architecture based on Knowledge Graph + FGIA was also proposed, the strengths of
which are: integration of provenance through the knowledge graph, use of CNN and attention,
fine-grained analysis, but there are a number of limitations: complexity of training, lack of
multimodal integration, limited generalizability.

Since the proposed solutions have a number of shortcomings, this paper proposes to use
an improved approach. In [9], an approach to building a knowledge graph for intangible cul-
tural heritage based on the BERT-CNN-BiLSTM-CRF model was proposed, which provides
high accuracy of knowledge extraction (F1 = 0.92). Other studies confirm the effectiveness of
graph models for: integration of heterogeneous data, knowledge visualization, decision sup-
port [12].
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In [7, 13], a method for classifying images using a knowledge graph is proposed, where:
the semantic proximity of objects is taken into account, a combined loss function is used,
which allowed to exceed the accuracy of classical deep learning models. Modern research
demonstrates the effectiveness of cross-modal knowledge graphs, which: combine text and
images and provide a more complete semantic interpretation of objects [8]

Modern review works in the field of deep learning for cultural heritage show that while
deep learning is the dominant approach, there is also a transition to integrated systems, where
interdisciplinarity plays an important role [6].

Since the field of use of the above solutions is intelligent decision support systems for
identifying cultural values, the CIDOC CRM standard for describing cultural heritage should
also be taken into account, which ensures data interoperability and is used in museums and
archives [14].

Solutions to improve the previously presented results. Analysis of modern works al-
lows us to highlight key trends:

—  transition to multimodal systems;

— use of hybrid models;

- automatic formation of knowledge graph;

- integration with big data.

Multimodal models are a class of artificial intelligence models that simultaneously work
with several types of data (modalities), most often: text (NLP), image (CV), audio, video, etc.
Modern systems (CLIP, BLIP, Flamingo). The main idea is to learn a joint representation
(joint embedding space) for different modalities, which allows: to compare text and image,
perform cross-modal tasks (image-to-text, text-to-image), and generalize knowledge without
additional training. Modern multimodal models are a development of foundation models and
are actively used in VQA, captioning, retrieval, and reasoning. The main advantage over the
previously presented approach is that they do not require a rigid structure of the knowledge
graph.

The next stage of improvement is the use of Vision Transformers (ViT), which replace
CNN and work better with global dependencies, since CNNs are worse at detecting contextual
connections.

The authors also propose the use of:

—  Graph Neural Networks (GNN) and the modern evolution of the knowledge graph:
GraphSAGE, GAT and dynamic graphs, since graph2vec is already an outdated approach.

- Explainable Al (XAI) because modern requirements should be taken into account:
explainability of decisions, legal transparency, which was practically not considered in previ-
ous works.

- Self-supervised learning.

- SimCLR, DINO.

- Unlabeled learning.

Critically important for cultural heritage (where there is little data).
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General approaches to identifying cultural heritage sites. With the development of
digital technologies and mass digitization of cultural heritage, there has been a need to
create automated systems for identifying and classifying art objects. Such systems are
used for museum expertise, attribution of authorship, determination of style and era, as
well as for building cultural heritage information systems.

The classical approach to image analysis includes the stages of preprocessing, feature
extraction, and classification. In modern conditions, these stages are implemented using deep
learning, in particular convolutional neural networks (CNN), which demonstrate high effi-
ciency in computer vision tasks [3, 4, 15].

However, visual information alone is often not enough for the correct interpretation of
cultural heritage objects, since such objects have a complex semantic context (author, histori-
cal period, style, material). This led to the integration of knowledge graphs (Knowledge
Graph, KG) into the analysis process.

One of the key areas is the combination of convolutional neural networks with
knowledge graphs (CNN + Knowledge Graph). In such approaches, CNN is responsible for
extracting visual features, and Knowledge Graph is responsible for representing semantic re-
lationships between objects.

Research shows that the use of knowledge graphs allows taking into account context
and increases the accuracy of classification. In particular, the work ArtGraph proposed an ap-
proach that combines visual features and graph representations for automatic analysis of art,
which allows bridging the gap between the humanities and computer analysis [16].

An important development is the use of Graph Convolutional Networks (GCN) for pro-
cessing Knowledge Graph. The work GCNBoost: Artwork Classification by Label Propaga-
tion through a Knowledge Graph proposed a method that:

- builds a knowledge graph based on annotated and unannotated data;

- uses label propagation;

— applies GCN to train on the graph.

The results showed that taking into account relationships between objects allows
achieving state-of-the-art results, especially in cases of unbalanced data [17].

Further development has been made to multimodal systems (multimodal CNN + KG
systems), which combine: images, text descriptions and knowledge graphs.

Such systems allow creating more complete models of cultural heritage objects. For ex-
ample, in modern approaches, the knowledge graph is integrated into a loss function or em-
bedding space, which allows taking into account the distance between classes and their se-
mantic proximity [18].

Advantages and limitations of the CNN + KG approach:

- Advantages: increased classification accuracy; use of expert knowledge; ability to
explain the results.

- Limitations: CNN models mainly local features; lack of a single representation
space for different modalities; complexity of integrating graph and visual features.
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Graph neural networks as a means of semantic enrichment. The ArtSAGENet work
shows that using GNN in combination with CNN allows for effective modeling of relation-
ships between artists, styles, and works of art. This approach provides:

- improvement of style classification tasks;

—  attribution of authorship;

- estimation of the period of creation of a work [19].

It is also shown that graph models require less labeled data and generalize knowledge
better compared to classical CNNs.

Evolution to transformative models in computer vision. Recent studies demon-
strate a shift from CNNs to transformative architectures. Transformers allow you to
take into account long-term dependencies and the global context of the image thanks
to the attention mechanism.

In modern works, it is noted that transformers are gradually replacing CNNs in comput-
er vision tasks, as they better model complex data structures [18].

The current stage of development is characterized by the transition to multimodal mod-
els (Vision Transformer + Text + Knowledge Graph), which combine: images (Vision Trans-
former), text (BERT or other language models), knowledge graphs (GNN, GAT).

In such approaches, a shared embedding space is used, which allows: to coordinate dif-
ferent types of data; perform zero-shot and few-shot classification; perform semantic search.

Research shows that integrating knowledge graphs into multimodal models provides
deeper semantic understanding of objects and improves classification quality.

The conducted analysis allows us to draw the following conclusions:

—  The most common approach is a combination of CNN and Knowledge Graph,
which allows to increase the accuracy of classification due to the use of semantic relations.

-  The use of graph neural networks is effective for modeling relationships between
cultural heritage objects.

- The main limitation of existing approaches is the lack of a single representation
space for different data modalities.

- Modern research demonstrates a shift to multimodal transformative models that
combine visual, textual, and graphical data.

- A promising direction is the creation of architectures based on: Vision Transformer,
Text Encoder, Graph Encoder, with a common embedding space.

—  This allows for the formation of a new class of intelligent systems for the identifica-
tion and classification of cultural heritage objects.

Knowledge graph modernization, namely, modernization of the knowledge graph
module in cultural object classification systems. Using graph2vec has a number of prob-
lems, for example, the graph2vec method is one of the approaches to obtaining a vector repre-
sentation of graphs, based on ideas similar to doc2vec. It converts the entire graph or its sub-
graphs into a fixed embedding. The main disadvantages of graph2vec:
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- Lack of consideration of link weights, where graph2vec works with discrete struc-
tures and does not take into account the importance of the link (for example, “author — style”

vs “author — school”).

- Ignoring relationship types, where all edges are treated equally and is not suitable
for heterogeneous graphs (typical for cultural heritage).

- Static representation: embedding is formed once and is not adapted to a specific
task.

- Poor work with incomplete graphs: no links — loss of information and no mecha-
nism for restoring the context.

The general idea of the transition to Graph Neural Networks (GNN) is that they allow:

- to learn directly from the structure of the graph;

- to aggregate information from neighbors;

- generate context-sensitive node embeddings.

The general formula for node update is:

R = (T WH R ) (1)

where:
hv — node embedding
N) — neighbors
W — parameters
o — activation
Using Graph Attention Network (GAT). The principle of operation is that GAT in-

troduces an attention mechanism for each edge:
_ exp(LeakyReLU (a’ [Wh;||Wh;]))
G5 = EkEN:l:IE.‘{pI:LERk}'RELU':RT[[-VhilI[-Vh;{]:':'

)

where:

aij — the weight of the connection between nodes;
hi, hj— node embeddings;

a — attention parameter.

The advantages for cultural heritage are:

- Taking into account the weights of the links, GAT automatically determines which
links are more important: “painting — author” (high weight), “painting — material” (lower
weight). This is especially important for attribution of authorship and definition of style

- Contextual adaptability, where the weight of the links depends on the specific ob-
ject and task (classification of style vs era). Thus, the same graph works differently for differ-
ent tasks.

- Working with incomplete data, even if a node is missing (for example, the author is
unknown), where GAT redistributes the weights and uses the available links, and partially
compensates for the missing information.

Using Relational GCN (R-GCN). The main idea is that R-GCN extends GCN for het-
erogeneous graphs where there are different types of connections. Node update:

(1+1) (D) p 0
,II:. - I:I-(Ei"E.ﬁ.‘ E}'E""'-r':f:'m' h}' ) (3)
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where:
R — types of relationships;
W, — separate matrix for each type.

Advantages for cultural heritage tasks:

- Processing of different types of connections. In the Knowledge Graph of cultural
objects: authorship, style, technique, period, geography.

- As aresult, R-GCN: models each type separately and does not mix semantics.

- Semantic accuracy. For example: “created in the era” # “belongs to the style”,
hence different weights and transformations.

- Working with incomplete graphs. If one type of connection is missing, then other
types compensate for the information. As a result, the system becomes more robust.

Step-by-step solution modernization:

Step 1. Building a Knowledge Graph

Nodes: art objects, authors, styles, materials.

Edges: “created by”, “belongs to a style”, “uses a technique”.

Step 2. Initializing embeddings

Random or: from a text encoder (BERT) and from metadata.

Step 3. Replacing graph2vec — GNN

It was: Graph — graph2vec — embedding.

It becomes: Graph — GAT / R-GCN — node embeddings.

Step 4. Integration into a multimodal system

Image (ViT) — embedding.

Text (BERT) — embedding.

Graph (GNN) — embedding.

As a result: union: shared embedding space.

Step 5. Training

Loss function: contrastive loss, triplet loss and classification loss

Key results of modernization:

- Taking into account the weights of connections: through attention (GAT) and
through relation weights (R-GCN).

- Working with incomplete data: neighbor aggregation, multi-hop reasoning.

- Increasing accuracy due to semantic context.

- Explainability: attention weights — interpretation.

Replacing the graph2vec method with Graph Neural Networks, in particular GAT and
R-GCN, allows you to significantly increase the efficiency of processing knowledge graphs in
the tasks of classifying cultural heritage objects.

The main advantages are: taking into account weights and types of connections, adap-
tive aggregation of information and the ability to work with incomplete and noisy data.

This creates the prerequisites for building more accurate, stable and interpretable intelli-
gent systems.

Also, as a result of the analysis of the authors' previous works [1-5], it is proposed:
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- Replacing k-NN and classical descriptors with deep feature extraction and metric
learning (Triplet loss), which provides an increase in accuracy by 10-30%.

- Introducing Explainable Al. Grad-CAM and attention visualization should be add-
ed, which will be critical for customs and expert systems.

- Using self-supervised learning gives the following advantages: no markup required
and adaptability to new artists.

- Dynamic criteria system: in the previously used model, the criteria were static, and
it is proposed to use reinforcement learning to adapt the criteria and feedback from experts.

- Integration with state and international databases, for example: Europeana and mu-
seum APIs. The result is an automatic update of the knowledge graph.

As a result, an improved architecture of a new generation multimodal ISPR is proposed
(Fig. 1):

1. Input data: image, text (provenance), metadata.

2. Processing: Vision Transformer, Language Model (BERT-like), Graph Neural
Network.

3. Integration: multimodal fusion.

4. Output: classification, explanation, probability.

( Input Data ) ( Processing Modules ) ( Output )
- = \Ya N (- )
- | NN e NIRfE R
e 33 L (Authorship / Era / Genre)
Image * + +

I

( 2\
Multimodal Fusion ] Explainability
L‘" (Grad-CAM / Attention)

\¢ ¥ _
Text & Provenance (B 3
\ lj . Probability & Decision

>
l . S J
I . - P
Andtof . Necahve J

Metadata Feature Aggregation & Metric Learning
A& i NG )

4 4 4

Computing Infrastructure

==l

Database
GPU Servers Cloud Platform (Knowledge Graph)

E;_

Advanced Multimodal IDSSS for Cultural Heritage Analysis
Figure 1 - Scheme of multimodal ISPR

Conclusions. The conducted research allowed us to generalize modern approaches to
building intelligent decision support systems (IDS) for the identification and classification of
cultural heritage objects. It was found that traditional methods, in particular k-NN, manual
construction of descriptors and separate application of CNN, have limitations in terms of
scalability, adaptability, working with incomplete data and taking into account complex se-
mantic context.
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A promising direction is the integration of deep learning methods with knowledge
graphs. Knowledge Graph allows us to take into account the relationships between a work of
art, author, style, historical period, material and technique, providing a more complete seman-
tic representation of a cultural object. The transition from graph2vec to modern Graph Neural
Networks, in particular Graph Attention Network and Relational Graph Convolutional Net-
work, allows us to take into account the type and weight of semantic connections and increase
the system's resistance to incomplete and noisy data.

A conceptual multimodal architecture of the ISPR is proposed, combining Vision
Transformer for image analysis, a BERT-like model for text data, and GNN for semantic pro-
cessing of the knowledge graph. The integration of the resulting representations in a common
embedding space creates opportunities for semantic search, zero-shot and few-shot classifica-
tion, and the integrated use of visual, text, and structured information.

Important areas for further development are the transition to adaptive decision-making
mechanisms, the use of reinforcement learning, and the implementation of Explainable Al.
The system should not only form a forecast, but also provide its justification through the visu-
alization of significant areas, semantic relationships, and confidence levels. The use of self-
supervised learning, in particular SImCLR and DINO, is also promising to reduce dependence
on large volumes of expertly labeled data.

Further research should be directed at the automatic formation and updating of
Knowledge Graph from museum catalogs, scientific publications, archival documents and
digital collections with mandatory expert verification of the knowledge obtained. It is im-
portant to ensure interoperability with national and international information resources of cul-
tural heritage, in particular taking into account the principles of CIDOC CRM.

It is also necessary to conduct a comprehensive experimental evaluation of the proposed
architecture, comparing CNN, Vision Transformer, GNN, GAT and R-GCN, as well as inves-
tigating the impact of multimodal fusion, contrastive, triplet and classification loss. The eval-
uation should cover not only accuracy, but also resilience to incomplete data, generalizability,
explainability and reliability of decisions made.

The development of a human-in-the-loop approach is promising, in which the results of
the models are supplemented by expert assessment of museum workers, art historians and re-
storers. A separate perspective is federated learning, which will allow for joint improvement
of models of different institutions without centralized transfer of their data.

Thus, the development of ISPR for identification of cultural values should be consid-
ered as a transition from separate classification models to complex multimodal platforms ca-
pable of simultaneously analyzing images, texts, metadata and semantic graphs. The combina-
tion of deep learning, Vision Transformer, language models, Graph Neural Networks,
Knowledge Graph, self-supervised learning and Explainable Al creates the basis for increas-
ing the accuracy, stability, adaptability and explainability of such systems and expanding their
application in museum expertise, digital archives, scientific research and integrated manage-
ment of digital cultural heritage.
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Inmenexmyansvni cucmemu nRIOMpUMKU RPUTLHAMMA PiuieHb

ona i0enmupikayii Ky1omypHux yiHHocmel: cy4acHi nioxoou ma nepcneKmueu po3eunKy

Anomayis. Y cmammi 0ocnioxceno cyyacHi nioxoou 00 nooyoosu iHmenekmyaibHux
cucmem niompumku nputinamms piwens (ICIIIP), npuznauenux ons asmomamuzo8anoi ioe-
mmugikayii ma knacugikayii 06 ’ekmis Ky1bmypHoi cnaowunu. AKmyanoHicms 00CAI0HCEHHS
3YMO81eHa aKMUBHOI YUPDPOBI3aYIEI0 KYIbMYPHUX YIHHOCMEN, NOCMIHUM 301TbUWEeHHAM 00-
cA2i8 Yyupposux 300pasxiceHb, MeKCmosux ONUCI8 I MEMAOAHUX, A MAKONHC HeOOXIOHICmIO nio-
BUWEHHSI MOYHOCMI, a0anmueHOCmMi ma NOSACHIO8AHOCMI Pe3yIbmamis asmomamu308aHo20
ananizy. Ha ocnosi aunanizy nonepeoHix 00cCnioxicenb a8mopie i CYy4acHUX HAYKo8UX Npayb
V3a2aNbHEeHO e8OoNI0Yi0 Memooie i MmexHOoI02il, Wo 3aCmoCco8yIomvCsl Ol pO3NI3HABAHHS Ma
CeMAHMUYHO20 AHANI3) KYIbMYPHUX 00 €KmIs.

Po3zenanymo obmedicenns paniwie 3anponoHo8anux nioxoois, 30kpema suxkopucmanms K-
NN i pyunux oeckpunmopis, CNN y noeonanni 3 Knowledge Graph, a maxooc cmamuunux
Memooi8 8eKMOpHO20 npedcmasienus epagis. Busnaueno npobremu nuzvkoi macumabdosa-
HOCMI, HEOOCMAMHBOI A0ANMUBHOCIE 00 HECMPYKMYPOBAHUX | HENOBHUX OAHUX, 0OMeNCeHOT
MYTbMUMOOANLHOCMI MA CKIAOHOCMI 8DAXYBAHHS PI3HUX MUNIE CeMaHmMuyHux 36 sa3kie. Qo-
IPYHMOBAHO OOYINbHICMb Nepexody 00 CYYACHUX 2pApOoBUX HEUPOHHUX Mepedxc, 30Kpemd
Graph Attention Network (GAT) ma Relational Graph Convolutional Network (R-GCN),
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30aMHUX 8PAX08y8amu 6a2u U Munu 36 s3Kie, azpe2yéamu KOHMEKCMHY iHpopmayio ma

npay0eamu 3 2emepoceHHUMU 1 HenOBHUMU 2pagdhamu 3HAHD.

3anpononosano édockonaneny myrbmumooanvry apximexkmypy ICIIIIP, axka inmeepye
8i3yanvhi, mekcmosi ma epaghosi oami. /[na ananizy 300pasicenb nepeddaiacmscs SUKOPUC-
manns Vision Transformer, ous mexcmosoi ingpopmayii — BERT-nooionoi mosnoi mooeni, a
o cemanmuunoco npeocmasiennuss Knowledge Graph — GNN. [mmeepayis ompumanux
npedcmasiens 30iicHioemobcs y cninbrnomy embedding-npocmopi, wo cmeoproe moocnusocmi
011 Kpoc-mooanvHo2o ananizy, semantic search, zero-shot i few-shot xkracugpixayii. Jooam-
K080 3anpononosano suxopucmanus contrastive, triplet ma classification loss, self-supervised
learning, a maxoowc mexanizmie Explainable Al ons niosuwenns nposopocmi it inmepnpemo-
8aHOCMI DiULEeHb CUCTNEMU.

Ipakxmuuna 3nauywiicms 3anpoOnOHO8AHO20 NiOX00Y NONAAE Y CMBOPEHHI nepedymos
0J151 po3po0IeH sl OLIbW MOYHUX, CIIUKUX, A0ANMUBHUX MA IHMEPNPEeMOBAHUX 3Ac00i8 i0eH-
mugixayii Ky1bmypHux yiHHocme, SKi MOJICYMb 3ACMOCO8YBAMUCS ) MY3eUHIl eKCnepmusi,
ampuoyyii aemopcmea, U3HAYeHHi CIMUI0 ma iCMopuyHo20 nepiooy, a makoxic y yughposux
iHghopmayitinux cucmemax KyiomypHoi cnaowunu. IlepcnekmusHumu Hanpamamuy noodaib-
wWuUx 0O0CNIONHCEHb BUBHAYEHO BUKOPUCMAHHA BEIUKUX MOBHUX MoOelell 01 ananizy Prove-
nance, asmomamuyHe NONOGHeHHs 2paqhieé 3HaHb, iHMe2payilo 3 Yupposumu myseamu ma
0eporcasHumMUL 1l MINCHApoOHUMU baszamu oanux, a makodic 3acmocysanns federated learning.

Knrouosi cnosa: inmenekmyanvha cucmema niOmpumKu nPUUHAMMs pileHsb, KyJIbmypHi
yinnocmi, kynemypua cnaowuna, Knowledge Graph, Graph Neural Networks, GAT, R-GCN,
Vision Transformer, deep learning, myasmumooanvui cucmemu, EXxplainable Al, self-
supervised learning.
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I. Fedorchuk, O. Shkurat
SPATIO-TEMPORAL FORECASTING OF DIGITAL IMAGES WITH IRREGULAR
TIME INTERVALS: A REVIEW OF DEEP NEURAL NETWORK APPROACHES

Abstract. This study evaluates four deep learning architectures — a Time-Aware ConvLSTM,
Continuous Temporal Transformer, Spatio-Temporal GAN, and Continuous Diffusion Model
— for forecasting digital image sequences at irregular time intervals. Tested on Moving
MNIST and atmospheric climate records using a stochastic continuous-time masking
protocol, the results demonstrate that the ConvLSTM and Transformer severely blur
predictions of rigid-body trajectories. In contrast, the GAN achieves robust structural fidelity
across both datasets. The CDM excels in modeling rigid-body trajectories but struggles
significantly with smooth atmospheric gradients. A Transformer-GAN architecture is
proposed to provide high-fidelity spatio-temporal forecasting of digital images with irregular
time intervals.

Keywords: digital image processing, continuous-time forecasting, spatio-temporal dynamics,
irregular sampling, neural networks, deep learning, Generative Adversarial Networks,
Diffusion Models.

Statement of the problem. Spatio-temporal forecasting typically assumes a uniformly
sampled sequence of observations. However, in many critical real-world applications, data is
acquired at irregular time intervals. Formally, given a sequence of past digital images

Xepr Koy i Ko, observed at strictly ascending but non-uniformly spaced timestamps
f1 =t =" =ts the objective is to model the underlying continuous-time data distribution.

The main task is to generate a plausible future frame er,gﬂ at an arbitrary, specific target

time.

This specific framing of the task introduces significant algorithmic and architectural
hurdles. Traditional sequence models are inherently discrete. They process information step-
by-step and implicitly assume a constant temporal resolution. When applied to irregularly
sampled data, these models often fail to capture the true underlying physical or biological
dynamics, as they cannot natively distinguish between an event that occurred one hour ago
versus one month ago without complex imputation techniques. Therefore, the primary
scientific problem addressed in this research is the analysis of neural network architectures
that mathematically treat time as a continuous parameter, enabling the system to learn the
spatial transitions between irregularly spaced frames. The model must learn continuous
temporal dynamics — often requiring mechanisms like explicit time-embedding, neural
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differential equations, or continuous diffusion processes — to accurately propagate spatial

states across arbitrary time intervals. Furthermore, as the prediction horizon “*"9° increases,

the uncertainty inherent in the generation process scales non-linearly, requiring robust
probabilistic modeling to avoid blurry or physically impossible predictions.

Solving the spatio-temporal forecasting problem for irregular intervals is of paramount
importance because real-world data collection is rarely perfectly synchronized. Such
situations occur in medical imaging and disease progression, where patients do not undergo
MRI, CT, or X-ray scans at perfectly regular intervals. A model capable of processing
irregularly timed historical scans to predict the structural manifestation of a disease at a
specific future date is invaluable for personalized treatment planning and early intervention.
Another example is the area of earth observation and satellite imagery. Satellite sensors
capturing optical imagery are frequently obstructed by cloud cover, resulting in sparse,
irregularly sampled time series of the Earth's surface. Predicting environmental changes,
agricultural yields, or urban development requires models that can seamlessly bridge these
variable temporal gaps.

Beyond these domains, continuous-time forecasting is becoming increasingly critical in
the rapidly evolving field of Extended Reality (XR). As users physically navigate their
environments, XR headsets must constantly track dynamic positions and orientations via
complex camera and sensor arrays to seamlessly render augmented or virtual worlds.
However, these systems inherently suffer from data interruptions, asynchronous sensor
polling, and network latency, creating highly irregular visual data streams. Robust spatio-
temporal forecasting allows the system to correctly "anchor" digital objects in physical space
despite these temporal gaps and delays. Furthermore, as the industry transitions toward Cloud
XR architectures, mitigating transmission delays through predictive spatial modeling will be
essential. Currently, the application of continuous-time neural models in these dynamic XR
environments remains limited, presenting a significant opportunity for the architectures
explored in this research to provide foundational spatial stability.

Analysis of recent research and publications. Classical statistical forecasting methods
and traditional computer vision techniques are fundamentally ill-suited for handling the high
dimensionality of digital images combined with unequal time intervals. Consequently, the
state-of-the-art has shifted exclusively toward Deep Neural Network architectures.

The Convolutional Long Short-Term Memory network (ConvLSTM) extends
traditional recurrent networks by replacing fully connected matrix multiplications with
convolution operations, allowing the network to natively capture spatial features while
maintaining a temporal memory state. However, because standard ConvLSTMSs inherently
assume a uniform time step, the architecture must be fundamentally modified into a "Time-
Aware" or "Phased"” variant to handle irregular intervals. The computational process begins
when the model receives an input image at a specific time step alongside the exact temporal
gap since the last observation. Firstly, this time delta is broadcasted into a spatial tensor and
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concatenated with the input image and the previous hidden state. In the next stage, the
network passes this combined tensor through modified convolutional gating mechanisms. The
forget controls the decay of past information and is computed mathematically as (1)

fo=o(W,#X, + W, *H,_, +W,,*At+b, 1)

where * denotes the convolution operator, X, is the input frame, H,_, is the previous hidden
state, and At is the temporal gap. In the third step, the cell state C, is updated by multiplying

the previous cell state by this time-decayed forget gate and adding the new input
information (2):
C.= fio Cpyy + i tanh(Wy = X, + Wy * Heoyy + be). (2)

This mechanism (fig. 1) forces the model's memory to systematically decay over longer
periods of missing data, ensuring that stale information does not corrupt distant future predic-
tions.

These time-adapted recurrent architectures have been widely deployed in real-world
scenarios requiring continuous spatial monitoring. In the field of meteorology, researchers
such as Shi et al. (2015)[1] established the foundation by applying convolutional recurrent
models to precipitation nowcasting, and subsequent studies have heavily utilized time-aware
variants to predict weather patterns from satellite imagery where intermittent cloud cover
causes highly irregular observation gaps. Additionally, in urban planning, these models are
frequently employed for traffic flow prediction [3], successfully modeling spatial congestion
maps over time while dynamically adapting to irregular data reporting from faulty or asyn-
chronous highway sensor networks.

KL Xt

\ / t \\ t
Gl e 2
Gate
AN

h

Forget Gate

/1N

Xy

Figure 1 — Phased LSTM model, with time gate k, controlled by timestamp ¢ [3]

Transformers [4] bypass sequential step-by-step processing entirely by utilizing global
self-attention mechanisms, allowing the network to process all available historical frames in
parallel. To adapt this architecture for irregular spatio-temporal forecasting, the standard dis-
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crete positional encodings must be replaced with continuous representations [5]. The opera-
tional pipeline begins with a spatial encoder, typically a convolutional neural network, which
compresses the sequence of high-dimensional images into a sequence of flattened feature vec-
tors. In the second step, the exact continuous timestamps associated with each image are
mapped into a high-dimensional vector space using sinusoidal basis functions. This continu-
ous time embedding is calculated as (3):

PE(t) = [sin(w,t),cos(ew,t),sin(w,t), cos(w,t),...], (3)

where w represents different frequency bands. In the third step, these continuous em-

beddings are added directly to the spatial feature vectors. The transformer then calculates the
self-attention weights using the standard formulation (4):

T
Attention(Q,K,V) = scrfmmx(e.:—) V. (4)

VB
Because the Queries (@) and Keys (k) now contain absolute continuous temporal data,

the attention mechanism mathematically learns to weight the relevance of past spatial frames
based on their exact temporal distance from the target forecasting horizon, rather than their
sequential index. Finally, a spatial decoder reconstructs the attention-weighted feature vectors
back into the predicted image space.

In Earth observation sciences, continuous transformers are actively utilized for monitor-
ing agricultural crop health and environmental degradation via satellites like Sentinel-2,
where orbital revisit times are inherently irregular and data is frequently obscured by atmos-
pheric conditions [6]. Furthermore, in the healthcare domain, spatial-temporal transformers
are increasingly applied to electronic health records; while historically used for one-
dimensional clinical data, modern adaptations process irregular sequences of patient medical
imaging to accurately forecast long-term physiological trajectories [7].

Neural Ordinary Differential Equations (Neural ODES) represent a radical mathematical
departure from traditional networks by entirely abandoning discrete layers in the temporal
dimension [8]. Instead of learning a discrete step-by-step state transition, a Neural ODE pa-
rameterizes the continuous derivative of the hidden state with respect to time using a neural
network. The process executes in three distinct steps. First, a convolutional encoder maps the
initially observed image into a highly compressed continuous latent vector z(t,). Next, the

core dynamics of the system are defined by a neural network f; which models the

derivative (5):
dz=(t)
dt

= falz(t).t). (5)

To generate a prediction at any arbitrary future timestamp ¢ the model employs a

target?
black-box differential equation solver (such as the Runge-Kutta method). The solver mathe-
matically integrates the derivative starting from the initial state across the irregular time
gap (6):

2(trarger) = 2(to) + [0 fo(z(0),0) . (6)
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In the final step, a convolutional decoder projects the newly integrated latent state
Z(t.qrge) Dack into the high-dimensional pixel space. This integration guarantees a mathe-

matically continuous and physically smooth trajectory of the spatial features over time, solv-
ing the temporal averaging issues seen in recurrent models.

Because Neural ODEs natively model continuous physical and biological processes,
they have become a dominant architecture in longitudinal medical imaging. Researchers fre-
quently utilize Latent ODEs to predict the future structural manifestation of diseases, such as
the spatial progression of Alzheimer's disease or the volumetric growth of oncology tumors
from sporadic MRI and CT scans, handling the highly irregular gaps between patient hospital
visits [8]. Beyond healthcare, these dynamical systems are utilized in biomechanical engineer-
ing for motion tracking, successfully reconstructing continuous human or animal movement
trajectories from camera feeds suffering from dropped frames or varying sampling rates [9].

While standard regression models are optimized to minimize absolute pixel error, they
frequently produce blurred predictions when confronted with the inherent uncertainty of long,
irregular time gaps. Generative Adversarial Networks (GANS) resolve this by learning the ex-
act data distribution to synthesize realistic predictions through a two-player architecture [10].
The process involves two simultaneous steps driven by opposing networks. First, the Genera-
tor network receives the irregular historical frames and a specific target time gap. It attempts
to synthesize a realistic future frame. Concurrently, the Discriminator network evaluates this
generated frame against actual ground-truth sequences. The Discriminator outputs a probabil-
ity representing whether the sequence is real or artificially generated. The entire architecture
is trained using a minimax mathematical formulation, frequently augmented with a pixel-level
penalty to enforce sequence accuracy (7):

V(D,G) = E[logD(x)] + E[log(1 — D(G(z, At)))] +4|IG(z,At) — vl

.

This adversarial game forces the Generator to focus on preserving both spatial realism
and physical motion dynamics over the requested continuous time interval. These conditional-
ly timed GANSs have found significant success in domains requiring high visual fidelity. In
media and broadcasting, they are utilized for high-fidelity video frame interpolation, smoothly
generating missing frames in archived footage or slow-motion conversions where the tem-
poral gaps are arbitrary. In the physical sciences, conditional GANs are employed for fluid
dynamics simulations [11], generating highly detailed future states of turbulent flows based
on sporadically captured experimental sensor data.

Continuous-Time Diffusion Models (CDM) represent the current state-of-the-art in gen-
erative forecasting, relying on the mathematics of Stochastic Differential Equations (SDEs) to
manage extreme uncertainty [12]. The training process operates by slowly corrupting a true
future frame with Gaussian noise over a continuous time variable t € [0,1]. This forward cor-

ruption step is defined by a stochastic differential equation (8):
dx = f{x,t)dt + g(t)dw, (8)

where w represents standard Brownian motion. The model is trained to predict the score func-
tion, which is the gradient of the log probability density of the noisy data. During the infer-
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ence step, the model reverses this process to generate the missing frame at the targeted irregu-
lar timestamp. Starting from a state of pure noise, the model utilizes a numerical SDE solver
to integrate the reverse-time SDE, conditioned on the historical context frames (9):
= [flxt) — g(t)*V, logp,(x)]dt + g(t)dw. 9)

The general process is portrayed in figure 2.

Forward SDE (data — noise)
dx = f(x,t)dt + g(t)dw

| h score function
.(— dx= f(x,t)—g (t)‘z logpt(xﬂ| dt + g(t)dw
Reverse SDE (noise — data)
Figure 2 — The bidirectional SDE process [12]

In advanced meteorology, score-matching diffusion models are utilized to generate real-
istic, high-resolution future radar sequences of severe storm systems. Furthermore, in materi-
als science, these continuous diffusion frameworks are used to predict the structural defor-
mations and failure points of complex materials under stress over irregular observational peri-
ods, capturing the stochastic nature of physical degradation [13].

Purpose of the research. The object of the research is the process of spatio-temporal
forecasting and reconstruction of digital image sequences captured at irregular time intervals.
The subject of the research encompasses deep learning architectures — recurrent, transformer-
based, generative adversarial, and diffusion models — and their capacity to interpolate spatial
states across time.

The aim of the research is to conduct an analysis of the effectiveness of these architec-
tures in forecasting spatio-temporal dynamics of varying natures, and to identify the most ro-
bust methods for systems with high structural accuracy requirements.

To achieve this aim, the following tasks were defined:

¢ investigate mechanisms for integrating time embeddings into neural network struc-
tures to overcome the limitations of discrete models;

e conduct a series of experiments on the Moving MNIST and meteorological air mass
datasets to compare model accuracy on rigid and fluid structures;

¢ analyze the trade-offs between pixel precision and structural stability of the generat-
ed frames.
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Presentation of the main research material. To empirically evaluate the theoretical
capabilities of the selected architectures, a standardized experimental pipeline was developed.
The primary objective of these experiments was to test the models' capacity to handle contin-
uous-time dynamics and accurately interpolate missing spatial data across irregular observa-
tion intervals. Traditional architectures operate under the strict assumption of uniform tem-
poral sampling, making this setup a rigorous test of how effectively these networks can de-
duce underlying physical trajectories and continuous atmospheric gradients when observa-
tions are scattered or corrupted. To ensure a robust evaluation across different types of mo-
tion, the experiments utilized two distinct datasets representing both the linear momentum of
rigid bodies and the chaotic thermodynamics of atmospheric climate records.

The first dataset, Moving MNIST [14], features sequences of handwritten digits moving
and colliding within a 64x64 pixel grid, providing a baseline for predicting the linear trajecto-
ries and elastic collisions of rigid objects. A substantial subset of 3,000 sequences was uti-
lized, with each sequence consisting of 20 frames normalized to a floating-point range
of [0.0, 1.0].To elevate the mathematical rigor of the evaluation, the second dataset introduced
real-world meteorological data to evaluate continuous, non-rigid behavior. Specifically, track-
ing data of near-surface air temperature gradients, derived from the NCEP/NCAR Reanalysis
project [15], was extracted. The raw temperature values were min-max normalized to
a [0.0, 1.0] range to simulate visual pixel intensities and spatially interpolated to a fixed
64x64 resolution. Sequences for this meteorological dataset were extracted using a sliding
window protocol to a fixed length of 10 frames. To rigorously evaluate the models' capacity
to generalize, both datasets were strictly partitioned into a 70% training, 15% validation, and
15% testing split.

To simulate the irregular time intervals a stochastic continuous-time masking strategy
was applied equally to both datasets. For every extracted sequence, a normalized continuous
time vector representing the temporal progression from start to finish was generated. A binary
mask was subsequently applied to the sequence where each frame had a 40% probability of
being completely dropped. The initial frame of every sequence was explicitly excluded from
this dropout probability and permanently preserved to ensure the networks always had a start-
ing spatial context. During training and inference, the models were provided with only the
sparse observed frames, the continuous timestamp vector, and the binary mask.

Four distinct architectures were implemented to process the continuous-time masked
sequences, all optimized using the Adam optimizer with a batch size of 16. The first model, a
Time-Aware ConvLSTM, served as a recurrent baseline modified to ingest explicit temporal
deltas (At), optimized with a learning rate of 1072 to minimize Mean Squared Error (MSE).

The second model, a Continuous Temporal Transformer, provided an attention-based baseline
utilizing sinusoidal continuous-time embeddings, similarly optimized at a learning rate of
1072, The third approach was a Spatio-Temporal GAN, which utilized the Transformer as a

Generator paired with a deep 3D-CNN Discriminator. This adversarial model utilized an al-
ternating training scheme with a learning rate of 2 x 10~* balancing a Binary Cross-Entropy
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adversarial loss with a heavily weighted MSE pixel loss (4 = 100) to anchor predictions to

reality. Finally, a Continuous Diffusion Model (CDM) relying on a customized Mini U-Net
was trained using a Variance Preserving Stochastic Differential Equation framework. Opti-
mized with a learning rate of 107, the CDM utilized a stable x,-prediction DDIM reverse

loop during inference to inherently bypass the mathematical singularities associated with con-
tinuous-time score matching.

The evaluation phase of the experiments was strictly isolated to the task of continuous-
time interpolation. Performance metrics were calculated exclusively on the frames that were
dropped by the stochastic mask. Two primary metrics were utilized: Mean Squared Error
(MSE) to quantify absolute pixel-level deviation, and the Structural Similarity Index Measure
(SSIM) to evaluate perceptual fidelity, structural cohesion, and contrast. To ensure statistical
reliability and account for the stochastic nature of the masking process, the metrics were cal-
culated across all test batches and aggregated. The final reported results represent the statisti-
cal mean accompanied by a 95% confidence interval (Cl), calculated as (10):

Ccl=%+196 (5.'—_ ] (10)

v
where x is the sample mean, s is the standard deviation, and n is the number of test batches.

The plots of the training dynamics of the models are depicted on Fig.3-6 (MNIST da-
taset) and Fig.7-10 (Meteorological Fluid Dynamics dataset). For MNIST dataset the total
training duration for each architecture was determined based on the validation runs.

ConvLSTM - Error Dynamics (MSE) ConvLSTM - Structural Fidelity (SSIM)

—— Val SSIM (Missing Frames)
0.7 95% CI

Train Loss (Optimization)
—— Val MSE (Missing Frames)
95% CI

Mean Squared Error

<
2
s
SSIM (High

0.2

0,054 01

0 1000 2000 3000 4000 5000 6000 7000 0 1000 2000 3000 4000 5000 6000 7000
Total Samples Processed Total Samples Processed

Figure 3 — Time-Aware ConvLSTM training dynamics on MNIST dataset
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Figure 4 — Continuous Temporal Transformer training dynamics on MNIST dataset
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Figure 5 — GAN training dynamics on MNIST dataset
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Figure 6 — CDM training dynamics on MNIST dataset
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Figure 7 — Time-Aware ConvLSTM training dynamics on air temperature dataset
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Figure 8 — Continuous Temporal Transformer training dynamics on air temperature dataset
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Figure 9 — GAN training dynamics on air temperature dataset
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Figure 10 — CDM training dynamics on air temperature dataset

Table 1 and Table 2 summarize the final quantitative evaluation of all architectures

across the two datasets.

Table 1

Forecast performance on irregular Moving MNIST

Mean Squared Error (MSE) +
95% ClI

Structural Similarity (SSIM) +
95% ClI

Time-Aware ConvLSTM

0.0390 + 0.0002

0.6037 £+ 0.0030

Continuous Temporal | 0.0374 + 0.0002 0.3413 + 0.0002
Transformer

Spatio-Temporal GAN 0.0257 + 0.0002 0.7289 + 0.0011
Continuous Diffusion | 0.0445 + 0.0003 0.7640 + 0.0013

Model (CDM)
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Table 2
Forecast performance on irregular Meteorological Fluid Dynamics dataset
Mean Squared Error (MSE) + | Structural Similarity (SSIM) +
95% CI 95% CI
Time-Aware ConvLSTM 0.0021 + 0.0001 0.8294 + 0.0018
Continuous Temporal | 0.0089 + 0.0003 0.8320 + 0.0025
Transformer
Spatio-Temporal GAN 0.0018 + 0.0001 0.8391 + 0.0021
Continuous Diffusion | 0.2601 + 0.0144 0.3441 + 0.0305
Model (CDM)

On the meteorological dataset comprising atmospheric climate records, the ConvLSTM
demonstrated highly stable, monotonic convergence. Across the 5,076 processed samples, the
Validation MSE underwent a rapid exponential decay, ultimately settling at an
0.0021 + 0.0001. Correspondingly, the structural fidelity climbed in a smooth, near-linear

trajectory, achieving a final SSIM of 0.8294 + 0.0018 on the missing frames. Because Con-

VLSTMs are optimized via MSE, they inherently produce spatial averages when uncertain
about exact future states. When forecasting the shifting gradients of near-surface air tempera-
tures, a slightly blurred spatial average still maintains good structural cohesion and gradient
continuity, thereby yielding low MSE and high SSIM scores. Conversely, the limitations of
deterministic MSE-optimized sequence modeling became apparent on the Moving MNIST
dataset. ConvLSTM plateaued quite early, achieving a final MSE of 0.0390 + 0.0002 and

SSIM of 0.6037 + 0.0030. When the ConvLSTM is uncertain about the exact linear trajecto-

ry or the precise angle of an elastic collision during a temporal gap, it hedges its prediction by
outputting an overlapping average of all possible future positions. While this mathematically
minimizes the worst-case MSE penalty, it results visually in severe blurring or "ghosting” of
the final prediction.

The Continuous Temporal Transformer served as the non-recurrent, attention-based
baseline. The training dynamics of the Transformer on the Moving MNIST dataset exhibited a
rapid initial convergence followed by a plateau. As observed in the error dynamics, the Vali-
dation MSE plummeted almost instantly within the first 1,500 samples, dropping to its mini-
mum boundary and remaining entirely flat for the remainder of the 21,000-sample training
cycle. The final recorded MSE on the missing frames was 0.0374 + 0.0002, which is math-

ematically competitive with the recurrent ConvLSTM baseline. However, an analysis of the
SSIM reveals a critical vulnerability in the attention-based approach for predicting the trajec-
tories of rigid bodies. While the SSIM initially spiked alongside the dropping MSE, it quickly
plateaued and stagnated, ultimately finishing at a score of 0.3413 + 0.0002. In contrast to its

performance on rigid body dynamics, the Continuous Temporal Transformer demonstrated
high capability when applied to the meteorological dataset of atmospheric climate records.
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The training dynamics reveal a highly efficient convergence profile. Within the first 1,000
samples, the Validation MSE plummeted to its near-minimum, while the SSIM simultaneous-
ly spiked from 0.4 to over 0.8. By the conclusion of the 5,076-sample training cycle, the
Transformer achieved a final MSE of 0.0089 + 0.0003 and a SSIM of 0.8320 + 0.0025 on

the stochastically dropped frames.

The training dynamics of the GAN on the Moving MNIST dataset illustrate the mechan-
ics of adversarial equilibrium. Looking at the error dynamics, the Generator loss initially
drops sharply as it quickly learns the general spatial distribution of the moving objects in the
image sequences, while the Discriminator loss remains relatively stable, indicating a healthy
adversarial tension without mode collapse. Correspondingly, the Validation MSE plummets in
the first few thousand samples, flatlining at 0.0257 + 0.0002 across the 21,000-sample train-

ing cycle. The structural fidelity climbs monotonically and smoothly throughout the training
process, ultimately achieving a final SSIM of 0.7289 + 0.0011 on the stochastically dropped

frames. When applied to the meteorological dataset, the Spatio-Temporal GAN produced the
most mathematically precise and structurally cohesive reconstructions of any evaluated archi-
tecture. The training dynamics reveal a sequence of adversarial adaptation. In the initial phas-
es of training (the first 1,000 samples), the Validation SSIM experienced a sharp, transient
dip, falling below 0.20. The Generator loss steadily decayed to a stable plateau, and the Vali-
dation MSE plunged to near absolute zero. Simultaneously, the SSIM reversed its initial de-
cline and executed a smooth, monotonic climb, ultimately reaching a peak Validation SSIM
of 0.8391 + 0.0021 alongside the MSE of 0.0018 + 0.0001 by the end of the 5,076-sample

training cycle.

Unlike the smooth, monotonic curves of the ConvLSTM or GAN, the CDM's structural
fidelity exhibits a "V-shape" trajectory on the Moving MNIST dataset. In the earliest stages of
training, the Validation SSIM starts high, before plummeting to roughly 0.63 near the 3,000-
sample mark. Initially, the untrained U-Net fails to properly estimate the noise gradients, ac-
tively destroying the image during the reverse diffusion loop. However, once the network's
gradients align with the true data manifold, the model experiences a rapid recovery. The
SSIM climbs, ultimately finishing at 0.7640 + 0.0013 by the end of the 7,000-sample cycle.

The Validation MSE for the CDM does not achieve the near-zero values seen in the Con-
VLSTM or GAN, instead fluctuating and ultimately settling at a higher 0.0445 + 0.0003.

While a deterministic model outputs a blurry average that strictly minimizes MSE, the CDM
tries to generate a highly realistic prediction. However, if that generated trajectory is shifted
by even one or two pixels from the exact ground-truth trajectory, the rigid MSE metric penal-
izes it heavily. While the CDM demonstrated a remarkable capacity to reconstruct the rigid
boundaries and linear momentum of Moving MNIST, its application to the atmospheric cli-
mate records revealed a severe architectural vulnerability. When tasked with interpolating
chaotic, low-frequency temperature gradients, the CDM exhibited the poorest mathematical
and structural performance of all evaluated models. By the end of the 5,076-sample training
cycle, the model achieved a Validation MSE of 0.2601 + 0.0144 and a Validation SSIM of
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0.3441 + 0.0305 on the missing frames. The training loss decayed rapidly to near-zero, prov-

ing that the U-Net successfully learned to minimize the denoising objective on the training
set. However, the Validation MSE hit a hard plateau almost immediately, hovering at an ex-
ceptionally high error rate. Simultaneously, the structural fidelity (SSIM) trajectory exhibited
extreme instability, oscillating with large 95% CI indicating a complete lack of predictive
consensus across the validation batches. When the CDM attempts to denoise these atmospher-
ic states across an irregular temporal gap, it struggles to differentiate between the artificial
Gaussian noise it must remove and the natural, dispersion of the weather system it must pre-
serve. Furthermore, because unguided diffusion is inherently stochastic, the model generates
plausible but mathematically incorrect weather states that diverge largely from the true physi-
cal trajectory, leading to the high absolute pixel error. These results indicate that while stand-
ard continuous-time diffusion is highly effective for predicting trajectories of rigid objects, it
is fundamentally ill-suited for interpolating chaotic, low-frequency atmospheric climate data
without explicit physics-informed regularization.

Conclusions. The empirical results confirm that the efficacy of continuous-time fore-
casting architectures is fundamentally linked to the frequency domain and physical nature of
the target data. Adapted discrete-time models, such as Time-Aware ConvLSTMs, struggle
significantly with high-frequency rigid body dynamics, frequently suffering from severe
structural degradation due to the averaging of uncertain futures. Similarly, pure Continuous
Temporal Transformers fail to preserve sharp boundaries when predicting linear trajectories,
smearing predictions to minimize absolute error. However, for chaotic, low-frequency atmos-
pheric climate records, the Transformer's global attention mechanism excels. Ultimately, the
Spatio-Temporal GAN proved to be the robust architecture, utilizing adversarial regulariza-
tion to prevent blurring and achieve state-of-the-art structural fidelity and pixel precision in
across both rigid-body trajectories and complex atmospheric environments. Conversely, the
CDM demonstrated high structural reconstruction for rigid body trajectoris but failed on
smooth atmospheric temperature gradients due to the unintended injection of structural noise.

While the experiments conducted on the stochastic Moving MNIST and atmospheric
climate record datasets successfully highlight the foundational differences between these al-
gorithmic paradigms across both linear and non-linear physics, they operate within 2D con-
straints. A critical next step for future research is to validate these findings on high-
dimensional, real-world datasets that inherently feature unequal time intervals and volumetric
geometry. Specifically, extending these continuous-time architectures into 3D spatial envi-
ronments is essential for emerging XR systems, where robust spatio-temporal forecasting is
strictly required to anchor digital objects seamlessly despite sensor interruptions, asynchro-
nous polling, and network latency. Additionally, testing these models on longitudinal 3D MRI
medical scans to track disease progression, or on high-resolution satellite imagery, is neces-
sary to fully assess their computational scalability and practical clinical or environmental
utility.

Furthermore, the contrasting strengths and vulnerabilities of the evaluated models sug-
gest a highly promising avenue for future architectural development: a forecasting-generation
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framework. Because Continuous Temporal Transformers excel at modeling long-range global
dependencies and tracking smooth, interconnected gradients, they are well suited to act as the
temporal encoder. This Transformer could process the irregularly sampled historical context
to output a highly accurate conditional latent vector for a specific target time. To overcome
the Transformer's inability to render sharp boundaries, this condition could then be fed into a
GAN acting as the spatial decoder. By utilizing the Transformer to resolve the continuous-
time temporal dynamics and the GAN to solve the reverse stochastic differential equation,
such model could theoretically achieve both the rigorous temporal accuracy of attention
mechanisms and the high structural fidelity of score-based generative modeling.
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Yacoeo-npocmopose npocno3ysanna yugposux 300paxcens

3 HEOOHOPIOHUMU YACOBUMU THMEPBANAMU: 02710 2TUDOKUX HellpomMepelcesux nioxooie

V' Oocnidocenni oyineno uomupu apximexmypu eauboxoeo Hasuanns (CoOnvLSTM,
Transformer, Spatio-Temporal GAN ma oughysitina modens) 051 nPoeHO3yBaHHS NOCAIOOEHO-
cmetl 300padicenv uepe3 Hepe2yisipHi uacosi inmepeanu. Tecmysanns na nabopax Moving
MNIST maammocgheprux kriimamuynux oanux noxKazano, wo 0emepmiHO8aHi MOOeLi pO3MU-
garomov mpaekmopii sHcopcmrux 06'ekmis, mooi sk GAN 3abesneuye ucoxy cmpykmypry
moyHicmb Ha 060X Habopax oanux. ugyszitina Modenb 4y0080 2enepye Mpaekmopii Hcopcm-
Kux 00'ekmis, ane He CNpagIsemMvbCsi 3 NIAGHUMU AMMOCHepHuMU epadienmamu. 3anponoHo-
saro kxonyenyiro Transformer-GAN apximexmypu ons 3abe3neuenHs 8uCOKOMOUYHO20 NPo-
CMOPOBO-4ACOB020 NPOCHO3YBAHHS YUDPOBUX 300pAN’CEHb 3 HEOOHOPIOHUMU YACOBUMU TH-
mepeanamu.

Emnipuuni pezynomamu niomeepooicyroms, wo eqhpeKmuHicms apxXimekmyp npocHo-
3Y8aHHS 8 Oe3nepepeHOMY Yaci PYHOAMEHMAIbHO NOB'A3AHA 3 YACMOMHOI 001ACMI0 MA
Pizuuno0 npupoooro yinbosux oanux. Aoanmosani ouckpemui mooeni, maxi sax Time-Aware
ConvLSTM, 3uauno cmukaromscs 3 mpyoHowamu npu nPOSHO3Y8AHHI 8UCOKOUACMOMHOT OU-
HAMIKU meepo0o2o miia, 4acmo Cmpaxcoaroyu 8i0 cepo3noi cmpykmypHoi deepadayii uepes
YCepeOHeHHS HeBU3HAUECHO20 MAUOYMHbO2O.
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K.O. ITanaryra, O.€. CaBon
THO®OPMAIIIMHA TEXHOJIOTIS MIATPUMKH HABYAJIBHUX TPAEKTOPIH
HA OCHOBI PEKYPEHTHUX HEMPOHHUX MEPEX I CUTYAIIIIHO-
CHEHAPHOI'O MIAXOoA40y

Anomayisn. AxkmyanvHicms 00CIIONCEHH 3YMOBIeHA HeOOXIOHICMIO NIOBUUEHHS e(heKmUBHO-
cmi nIOMPUMKU HABYANbHUX MPAEKMOPI CIMYOeHmMI8 y CUCmemMax OUCMAHYIUHO20 HABYAHHS
HA OCHOBI THMEeNeKMYaIbH020 aHANI3Y HaKkonudeHux ocgimuix oanux. CyuacHi oceimui niam-
Gopmu 3abe3neuyroms 3HauHi obcseu ingopmayii npo pesyrbmamu ma aKmusHicms cmyoe-
HMi8, 0OHAK NPOSHO3YEAHHS YCNIUHOCMI came No cO0i He BUSHAYAE NOOAILUUUX Ne)A202IYHUX
oiu. Ilpobnema docniodcenus nonseae y HeoOXioHocmi nepexody 6i0 OMPUMAHHA NPOSHOZHUX
NOKA3HUKIG 00 iX cumyayitinoi inmepnpemayii ma ¢oopmyeanHs a0anmueHux cyeHapiie niom-
pumku. Memorw pobomu € po3pobaerHs iHpopmayilinoi mexHono2ii NiOMpUMKY HABUATbHUX
MPAEKmMoOpilli. HA OCHOBI NOEOHAHHS PEKYPEHMHUX HeUPOHHUX Mepedc [ cumyayiiHo-
cyeHapHo2o nioxody. Bukopucmano memoou Helpomepesceo2o npocHO3Y8aAHHS YACOBUX NO-
cridogHoCcmell, CumyayitiHo2o ananizy, NpoOYKYiluHi npasuia, nopo2osi MexaHizmu nPULHImM-
ms piueHb ma eKcnepumMeHmaivbHe MoOen08aHHs. 3anponoHoeano bazamopisHesy apximex-
mMypy mexHo102ii, wo oxonaroe 30ip i ni020moseKy 0aHux, npo2HO3Y8aAHHs, CUMYaYilHy iHmep-
npemayiro, popmyeanus cyeHapiis, 36imuicms i 8izyanizayito. RNN-moodenv 3abe3neuye npo-
2HO3Y8AHHS NIOCYMKOBOI OYIHKU Ma UMOBIPHOCMI YCNIUHO20 3a8ePUIEeHHS KVPCY, d CUMYyayil-
HO-CYEHAapHULl MOOYb BU3HAYAE CMAH HABYAILHOI mpaekmopii ma gopmye 6i0nosioHul Ha-
6ip neoacociunux Oiu. Po3pobaeno npoepamuuti npomomun, inmezposanui 3 LMS Moodle,
ma npogeodeHo 1020 anpobayiro Ha MooenbHUxX 0anux oucyuniinu « OCHO8U NPO2PaAMYBAHHAN.
Pezynomamu niomeepounu npaye3oamuicme nNOBHO20 MEXHOLOSIYHO20 YUKILY MA MONCIU-
gicmb (hopmysansa OupepeHyitiosanux cyeHapiie niOmpumMKy 3 Ypaxy8aHHAM NPOSHO308aHUX
pe3yibmami6 i NOKA3HUKIE HABYANbHOI aKMUGHOCMI cmyO0eHmis. 3anponoHo8ana mexHonozis
CMBOPIOE NepedymMosu OJisl CBOEYACHO20 BUABNEHHS PUUKIB, A0ANMUBHO20 CYNPOBOOY HABYA-
JIHUX MPAEKMOPIU ma niOmpumMKy IPpUUHAMMA 00TPYHMOBAHUX NeOA202IYHUX DileHb ) OUC-
MAHYIIHOMY HAGYAHHL.

Knrouosi cnosa: oucmanyitine HagyauHs, oceimusa niamgopma, Ha8YaIbLHA MPAEKMOPIs, pe-
Kypeumua Heupouna mepedica, RNN, GRU, npocno3zyeanus yYchiwHocmi, cumyayiiHo-

cyenapHutl nioxio, aoanmugna niompumra, LMS Moodle.

IMocTanoBka npo6jemu. CTpiMKUI pO3BUTOK TEXHOJIOTIH AUCTAaHIIHHOTO HAaBYaHHS Ta
HOLIMPEHHSI OCBITHIX MJ1aT(OPM 3yMOBIIOIOTh HAKOIIMYEHHS 3HAYHUX O0CSTIB JaHUX MO Ha-
BYAJIbHY JISUIBHICT CTY/IEHTIB, 30KpeMa pe3yJIbTaTH OLIHIOBAHHS, IHTEHCUBHICTh B3a€MOJIIT 3
HaBYAJIbHUMHU MaTepiajlaMM, BUKOHAHHS TECTOBHX 1 MPaKTHYHUX 3aBJaHb, JOTPUMAHHS Tep-
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MiHIB Ta 1HII MOBEIIHKOBI XapaKTepUCTUKU. BUKOpHCTaHHS IIUX JaHUX CTBOPIOE MEPEAYMO-

BU ISl TIEPEXOAY BiJ TPaIUIIIIHOTO PEeTPOCIEKTUBHOTO OI[IHIOBAHHS PE3yJIbTAaTiB HAaBYAHHS
JI0 TIPOTHO3YBAHHSI TIOJIANIBINOT YCIIITHOCTI T CBOEYACHOTO BUSIBIICHHS PU3HKIB BiJICTABAHHS.
Ocob6nuBuil TOTEHIIAN Yy IbOMY KOHTEKCTI MalOTh PEKYPEHTHI HEMPOHHI Mepexi, 31aTHI Bpa-
XOBYBATH 4aCOBY IOCIIIJOBHICTh HABUAIBHUX MOJIIM Ta AMHAMIKY MTOBEIIHKU CTY/ACHTA.

Boanouac orpuMaHHs IpOrHO3Y came 1o codOi He 3abe3nedye epeKTUBHOI MiATPUMKH
HaBYaIbHOI TpaekTopii. [IporaozoBana micymMKoBa OIiHKa a0 WMOBIPHICTH YCHIIIHOTO 3a-
BEPILICHHS KypCy NOTpeOylOTh MOAAibIIO] iHTEpIpeTanii 3 ypaxyBaHHsIM (aKTHUIHOI aKTHB-
HOCTI CTyJIEHTa Ta MEPEeTBOPEHHS HAa KOHKPETHI NeNaroriyHi pexoMeHaamii i kepyroui nii.
ToMy akTyanbHOIO € 3a/1aua iHTerpaiii 3aco00iB HEUPOMEPEKEBOTO IPOTHO3YBAHHS 13 CUTYa-
[IHO-CIIEHAPHUM ITiJIXOJIOM, SIKHI J03BOJIA€ iMeHTU(IKYBATH OTOYHY HaBYAJIbHY CUTYaLiO
Ta copMyBaTH BiNOBITHUH CIIEHAPIH MITPUMKH.

OTxe, BUHHKA€E HEOOXITHICTD po3po0IeHHs iHpOpMaLiiHOT TEXHOJIOTI], sSiKa 3a0e3medy-
Bajia O LUTICHUIA KT OTIPAIFOBAaHHS OCBITHIX JaHUX: BiJ] aHATI3y HOCIIIOBHOCTI HAaBYAIBHUX
MoJIii 1 mporHO3yBaHHS pe3ynbTariB 3acobamu RNN 1o cutyarniitHoi iHTepnpeTanii mporHo-
3y, BHOOpY CIIeHapir0 Ta GOpMyBaHHS aJaNTHBHUX PEKOMEHIAIIN y CEPEIOBHIII JUCTAHIIIN-
HOro HaBuaHHsS. PO3B’s3aHHS Wi€l 3a1adi CTBOPIOE MIATPYHTS IS CBOEYACHOTO BUSIBJIICHHS
HECTIPUATIUBUX 3MiH Yy HaBYAJbHIN TPAEKTOPII Ta MiATPUMKN MPUUHATTS OOTPYHTOBAHUX TI€-
Jarori4HuX PillleHb.

AHaJi3 ocTaHHix aocaikensb i myoaikauii. L{udposa tpanchopmarist ocBiTH crpus-
Jla aKTUBHOMY PO3BHUTKY IHTEJIEKTYyaJIbHUX OCBITHIX IUIAT(GOPM, 3aTHUX HE JIUIIE HAKOMUTY-
BaTH JIaHl NMPO HaBYAIBHY JisSUTbHICTH 37400yBaviB OCBITH, a i a/JalTyBaTH OCBITHI KOHTEHT
BIIMOBITHO 710 1HAMBIAyaTbHUX TOTpeO KopucTyBauiB. OJHUM 13 HAHOUIBII MEPCIEKTHBHUX
HampsMIiB PO3BUTKY TaKMX IIaTGOPM € BUKOPUCTAHHS PEKYPEHTHHX HEHPOHHUX MEpEeK
(Recurrent Neural Networks, RNN) ta crienapHo-opienToBaHOr0o HaB4YaHHs (Scenario-Based
Learning, SBL). OcTanHi gochiKeHHs! JEMOHCTPYIOTh MOMJIMBICTH TTOETHAHHS IIUX IT1/IX0/1IB
JUIS CTBOPEHHS aJalTUBHUX OCBITHIX CEPEOBUILl HOBOT'O MTOKOJIIHHS.

Onniero 13 PyHmameHTanpHUX Tpaik y cdepi 3actocyBanHs RNN B ocBiti € gocii-
mxeHHs: Deep Knowledge Tracing [1], y sitkomy OyJio 3apONOHOBAaHO BUKOPUCTOBYBATH pe-
KYpPEHTHI HEWPOHHI MEpeXl1 JJIsl MOJEIIOBaHHS JUHAMIKA HaBYaHHS CTYJIEHTIB. ABTOpHU J0-
BenH, 1110 RNN 351aTHI e(eKTUBHO BIJICTEKYBaTH 3MIHU PiBHS 3HAaHb 3700yBaya OCBITH Ha OC-
HOBI MMOCJIJOBHOCTI BUKOHAHUX 3aBJaHb Ta MMPOTHO3YBATH PE3YJIbTATH MAaHOYTHBOI ISITEHOC-
Ti. 3apONOHOBAHUH MIAX1]] CTaB OCHOBOIO JUIsSl PO3BUTKY CyYaCHUX a/lallTUBHUX CHUCTEM HaB-
YaHHS Ta TEXHOJOriH learning analytics.

[Toganpmioro po3BUTKY 1€ HampsiM HaAOyB y poOoTi [2], e Oyino po3pobieHo cucTeMy
PaHHBOTO MOMEPEHKEHHSI PO aKaJeMiuHl pu3uku cTyaeHTiB y STEM-kypcax. ABTOpH BHKO-
pHUCTaIM TaHl HABYAJIBHOI TIaTOPMH, 30KpeMa 4acTOTy BXOIB JO CHCTEMHU, aKTHBHICTh Ha
dbopymMax Ta BHKOHAHHS JIOMAallHIX 3aBJaHb. Pe3ynbTaTH MpPOJEMOHCTPYBAIH, IO MOIEIH
RNN 3a0e3neuye Ou1bII BUCOKY TOUHICTh BUSIBIIEHHS CTYJEHTIB IPYNU PU3UKY MOPIBHSAHO 3
TPaTUIITHAMU alTOPUTMAMH MAITMHHOTO HaBuaHHS. OCOOJIMBOIO TIEpEBaror 3armporoHOBa-
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HOTO MiJXO0/ly € MOXJIUBICTh BUKOPUCTaHHSA 00MEXEHOr0 HabOpy XapaKTEPUCTHUK, JOCTYITHUX

NpakTUYHO B Oyab-skiit LMS.

3HayHa yBara B Cy4YaCHMX JOCIHI/DKEHHSIX MPUIUIAETHCS TaKOX aHaNi3y MOBEIIHKOBUX
XapakTepucTuK cTyAeHTiB. Tak, y po6oti Jeong i Cho [3] mocmimkyBanacss MOXKINBICT BH-
3HAYeHHS PIBHS KOHIEHTpALii CTYAEHTIB MiJ 4Yac AUCTAHLIMHOTO HAaBYAHHS 3a JOMOMOTOIO
moneneit RNN, LSTM ta GRU. Jlns aHami3zy BHKOPUCTOBYBAJIKCS JIaHI BiIEOCIIOCTEPEIKEHHS,
BKJIIOYAIOYU HANPSIMOK MOy Ta MIMIKY KOPHCTYBadiB. ABTOpPHU BCTAHOBMJIH, LII0 MOJIEINb
GRU 3a0e3mnevye HalBHIy TOUYHICTh MPOTHO3YBAHHS KOHIIEHTpAIIil, 110 BiKPUBAE MEPCIIEK-
TUBU JIJIs1 CTBOPEHHSI aJJalITUBHUX CHCTEM IIATPUMKH HaBYaHHS B pealbHOMY Haci.

BaxmBuii HanpsiM Cy4aCHHMX JTOCII/KEHb MOB'SI3aHUI 13 IEPCOHANI3AII€I0 OCBITHHOTO
KOHTEHTY. ¥ po0oTi [4] 3anmponoHOBaHa peKOMEHAIlIifHA CUCTEMa, KA aHATI3ye HaBUAIbHY
AKTUBHICTh KOPUCTYBauiB BipTyaJIbHOT'O OCBITHBOTO CEPEIOBHUIIIA Ta (POPMY€E MEPCOHATIZ0BA-
Hi pEKOMEHIAITii 1010 TOJATBIIOTO MPOXOKEHHSI HABYAIBHOTO MaTepially. ABTOPH TOKa3a-
J¥, MO0 BUKOpHUCTaHHS Mojau(ikoBaHoi apxiTekTypu LSTM no3Boiisie CyTTE€BO MiJABHIIUTH
TOYHICTh PEKOMEH/Iallii Ta 3a0e3neunTH e()eKTUBHIIIE iHANBITyaTi30BaHe HABUYAHHS.

Oxpemuii HarpsiM GOPMYETHCS HABKOJIO TPOTHO3YBAHHS aKaJAEMIYHOI YCITIIIHOCTI CTY-
neHtiB. Y poboti Fazil, Risquez Ta Halpin [5] nmpeacraBneno monens ASIST, sika moeanye
mexaHi3M yBaru (Attention Mechanism) i3 GararomapoBUMH JIBOHAIPSIMHUMH MeEpexKaMmu
BiLSTM pmuist ananizy JaHUX BipTyaJlbHOTO HABYAJIBHOTO cepenoBuina. OTpruMaHi pe3yibTaTu
noka3anu Bucoki 3HaueHH AUC (0,86—0,90) Ta MOXIIUBICTh BUSBIEHHS CTYACHTIB TPyl
PU3UKY Ha paHHIX eTarax HaBYaHHSI.

Cxoxi pe3ynbTaT OTpuMaHo B fociikenHi Kalita Ta criiBaBTopiB [6], A€ Ui TPOTHO-
3yBaHHS CEPEAHBOTO Oayly CTYACHTIB Oysl0 BUKOPHUCTaHO IBOHAIPIMHY Mepexy Bi-LSTM.
OcoOnuBicTio poOoTH cTano 3actocyBaHHi SHAP-anamizy juis iHTepripeTanii pe3yiabTaTiB
Mojiel. ABTOpU JIOBEJH, 10 MOSICHIOBaHE MAalllMHHE HaBYaHHA J03BOJISI€ HE JIMILE 3/1HCHIO-
BaTU TOYHI MPOTHO3HM, aje ¥ BUSABJIATH (PaKTOpH, sIKI HalOIbIlle BIIMBAIOTh HA YCIHIIIHICTh
CTYJICHTIB.

[TapanenbHO 3 PO3BUTKOM TEXHOJIOTIH HITYYHOTO IHTEJEKTY aKTHBHO PO3BUBAETHCS
CIIEHApHUH MIAX1 10 opraHizaiii HaBuaHHs. Jocmimkenns Morgan [7] nemoHCcTpye edhexTu-
BHICTH iHTerpaiii Scenario-Based Learning Ta Universal Design for Learning B acCHHXpOHHUX
OHJIAMH-Kypcax. ABTOp MOKa3ye, 0 HaBYAJIbHI CIleHapii, MoOyq0BaHI Ha pealbHUX Mpode-
CIHHUX CHUTYallisIX, CIPUSAIOTH MiABUILIEHHIO 3AJIy4€HOCT] CTYJIEHTIB Ta PO3BUTKY MPAKTUYHUX
KOMITETEHTHOCTEH.

[Tonanpiuii po3BUTOK CIIEHAPHOTO MIIXOy MPEACTaBIEHUH Yy mpalll Younas Ta cIiBaB-
TOpiB [8], A€ MOCHIKYEThCS MOEAHAHHS IU(PPOBOTO CIIEHAPHOTO HABYAHHS Ta TEHEPATUBHO-
TO MTYYHOTO IHTENEKTy. Pe3ynbTaTi eKCepuMEeHTy MiATBEPAMIH TOKpAIIeHHI KOMYHIKaTH-
BHHMX HABUYOK CTYJIEHTIB, MIABUIIEHHS iX MOTHBAIIll Ta aJalTUBHOCTI OCBITHHOTO IPOIIECY.
Oco0nuBoro 3HayeHHs Ha0yBa€e MOXKJIMBICTh aBTOMAaTUYHOTO T€HEPYBAaHHS 1HAMBIIYyalbHUX
HaBYAJIbHUX CILIEHAPIiB 3aJI€KHO BiJ MOTPe0 KOHKPETHOIO CTYJEHTA.

AHaJi3 cy4acHUX JOCIIKEHB JI03BOJISIE€ 3pOOUTH BUCHOBOK, 1110 PO3BUTOK IHTEJIEKTYa-
JBHUX OCBITHIX IJIAaT(GOPM BIIOYBAETHCS y HANPsIMi 1HTETpallii ABOX B3a€MOJIONIOBHIOBAJIEHUX
migxoiB. RNN ta ix moxigai (LSTM, GRU, Bi-LSTM) 3a0e3neduytoTh aHaji3 4aCOBUX IMOC-
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JI0BHOCTEH HaBYAIBbHOI aKTUBHOCTI, POTHO3YBAHHS PE3y/bTATiB 1 MOOYAOBY alaiTHBHHUX

pexomennanid. CreHapHHNA TWiAXiJ, CBOEK YEProl, CTBOPIOE YMOBHU JJsi TPAKTHUKO-
OpIEHTOBAHOTO HABYAHHS, PO3BUTKY KPUTUYHOTO MHCJICHHSA Ta (GopMyBaHHS mpodeciiiHux
KOMIIETEHTHOCTEH. [IepCrieKTUBHUM HAINPsIMOM MOAAJBIIUX JOCHTIKEHb € CTBOPEHHS OCBIT-
HiX TIaThopM, y SIKUX HEHPOHHI MEpEeKi aBTOMAaTUYHO (OPMYBAaTUMYTh Ta aJalTyBaTUMYTh
ClieHapii HaBYaHHS BIAMOBIAHO 10 1HIUBIAYyaJIbHOI TPa€KTOpii 3700yBava OCBITH.

Meta gociaigeHHsi. MeTOIO JOCTIKEHHS € po3po0sieHHs iH(opMaIliitHOT TeXHOIori{
HNiATPUMKH HaBUAIBHUX TPAEKTOPIH y CHCTEMax JMCTAHIIMHOTO HABYaHHS HAa OCHOBI IOE-
HaHHS PEKYPEHTHUX HEHPOHHHMX MEPEX 1 CHUTYallifHO-CIIEHApHOTO MiIX0ay, 0 3a0e3meuye
MPOTHO3YBaHHS PE3yJbTaTiB HABYAIBHOI JISJILHOCTI, IHTEPIPETALlil0 MPOTHO3HUX 1 TIOBEIiH-
KOBUX TOKa3HMKIB, BU3HAUYEHHS MMOTOYHOI HABYAJIBHOI CUTYyalii Ta (POpMyBaHHS aJanTUBHUX
CIIeHapiiB MeAarori4yHol MiATPUMKH.

Bukisiag ocHOBHOro marepiaay. Y Mexax po3poOKH OCBITHBOI IUIaTOPMHU JTHCTaH-
IHHOTO HABYAHHS OJIHIEIO 3 KIIFOYOBHX 33/a4 € MO0yJ0Ba HEUPOMEPEKHOI MOJIEI, sIKa J0-
3BOJISIE 3/IIMCHIOBATH 1HTEIEKTYAIbHUN aHAJi3 HAaBYAJIBLHOTO MPOIECY, MPOTHO3YBAHHS U ana-
NTAIi0 KOHTEHTY 10 moTped cryneHTa. Hexaii amst KOXKHOTO KOpHCTyBaya 3agaHa MOCiI0B-
HICTB JIii y 4aci:

X={X, X, ..., X7}, Q)
ne Xt € R" — BekTop mapameTpiB KopucTyBaya Ha kpoii t. KokeH BEeKTOp BKIIIOYAE: OL[IHKU
(9t), yac akTHBHOCTI (at), MEeperysiL MaTepiaiiB (mt), BAKOHAHHS TeCTiB (1), TeMy 3aHATTS (St).

[To6ynoBana mozens f pearnisye:

» perpeciiiie nporuosyBanss oiinku: yr = f(X);

= gracudikailito IMOBIPHOCTI YCHIIITHOTO 3aBepiieHHs Kypcy: y1 = P(ycmix | X).

VY pamkax NpOEKTYBaHHS IHTENEKTYalbHOTO MOAYJS A MiIaT(GopMu AUCTaHLIHHOTO
HaBYaHHS 00paHO apXiTEKTypy HelpoMepexi, sika: 371aTHa 0OpOOIIATH TOCTIIOBHOCTI MOAIN y
yaci; e()eKTUBHO BPAXOBYE KOHTEKCT HABYAJIBHOI'O INpOILECy; 3a0e3leuye TOYHE MPOTrHO3Y-
BaHHS HaBUAJIIbHUX PE3yJIbTaTIB; J03BOJIIE€ TE€HEPYBATH peKOMEHAALll Ta MATPUMY€E aJalTHB-
HY NOBEJIHKY CUCTeMH. J[OLIITbHUM € BUKOPUCTAHHS peKypeHTHOI HelipoHHoi Mepexi (RNN),
sKa 3a0e3edye BHYTPIIIHIO MaM'sITh CUCTEMHU 3aBJSKH MEXaHi3My 3BOpPOTHOro 3B’s3Ky. Ko-
’KEH KPOK Y MOCIIIJJOBHOCTI BIIJIMBA€ Ha HACTYIHHH 3a JOMOMOIOI MPUXOBAHOIO CTaHy, IO
JI03BOJISIE BPaXxOBYBAaTH JMHAMIKy MOBEIIHKU CTyJIeHTa B uaci. Po3risHeMo MareMaTHYHHMA
onmmc RNN.

YMOBHI IO3HAaYEHHS:

Xt € R" — BeKTOp BXigHMX JaHUX Ha KPOIli yacy t;

ht € R™ — npuxoBanuii cTaH Mepeski Ha Kporii t;

Yt € RX — Buxin MepesKi Ha Kpolli t;

Wxh € R™" — marpuiis Bar BiJ BXOIy 0 IPUXOBAHOTO LIAPY;

Whh € R™™ — matpurist Bar Mixk IPUXOBaHUMH CTaHAMU,

Why € R™X — MaTpuiis Bar BiJ IpHXOBAHOTO CTAaHY JI0 BUXOLY;

br € R™, by € RK — BekTopu 3mimenns (bias terms);

oh — (QYHKIIIS aKTHBaLii IPUXOBAHOTO APy (Hampukiaj, tanh);
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oy — (QyHKIis akTHBaLii BUX0Ay (Hanmpukiaa, softmax).

OHOBJICHHS CTaHy 3/1MCHIOETHCS B TaKUi CHOCIO - HAa KOKHOMY Kpolli yacy t nmpuxoBa-
HUIA cTaH Nt OHOBJIIOETHCS 3@ IOMTOMOTOO BXiJTHOI'O BEKTOPY Xt Ta MOMEPEAHBOr0 CTany N1
ht = on(Wxn * Xt + Whn * ht.1 + bn), 2
Jie oh — HeJNiHIiHA aKTUBaLiiHa QyHKIiS.
Buxin Mepexi Yt 004HCTIOEThCA SIK:
Yt = ay(Why * he + by), 3)
ne o, — QYHKIIS aKTUBAIIi.
[Tpu HaBUaHHI HA MMOCITITIOBHOCTI JOBXKUHU | 3arajibHa (YHKIiSl BTPAT MA€ BUTIIS;

T
L= Z Lo(§Fe. V)
t=1

1€ yt— CIIpaBKHE (€TaJIOHHE) 3HAYCHHS BUXOAY Ha Kpoiii t.

(4)

Hapuanns RNN npoBoauThCs 3a JOMOMOTOI0 aIrOPUTMY 3BOPOTHOTO MOIIUPEHHS IO~
muiiku y vaci (Backpropagation Through Time, BPTT), sikuii BpaxoBye 3al€XHOCTI MIXK yCi-
Ma KpOKaMH 4acy:

9L ~~9L, 3, oh,
aw _Z a5, oh, AW
t=1 ©)

VY cucremi TUCTaHIIHHOTO HAaBYaHHSA, IO CIIPOEKTOBAHA, PEKYpPEHTHA HEHpOHHA Mepe-
xa (RNN) BUKOpUCTOBYETBCS 7Sl aHAITI3Y MOCIHIJOBHOCTI Al CTyJEHTa 3 METOIO MPOTHO3Y-
BaHHS MOTO YCIIIITHOCTI, afanTailii KOHTEHTY, BUSBICHHS PU3HKIB BiJICTaBaHHS TOIIO.

Koxen cryneHT ¢popmMye OCIHIIOBHICT MOMIN {X1, X2, ..., XT}, /1€ KOKEH Xt — 1€ BEKTOP
O3HAaK, HATPUKJIIAI;:

* QJt— OILIIHKA 32 IPaKTU4HY poOOTY

* a8y — 4ac aKTHUBHOCTI B CUCTEMI

* Vt— 4ac poOOTH 3 TEOPETUYHUM MaTepiaioM

e t— BukoHaHHs Tecty (0 abo 1)

» St— TeMa 3aHaTTs (y BUIIAAL one-hot encoding)

Mepexa 00poOIsiE TOCTITOBHICTD {X1, X2, ..., XT}, OHOBJIIOIOYM MPUXOBaHUN cTaH Nt i
(dbopMyIOUH MPOTHO3 Yt — HAINPUKJIIAA, HMOBIPHICTh YCHIIIHOTO 3aBepIIEHHS MOy a0o odi-
KyBaHa MiJICYMKOBa OIliHKa.

CraH NpuXOBaHOTO LIapy OHOBJIIOETHCS Ha KOXKHOMY KpOIIi yacy:

ht = tanh(Wxn * Xt + Whh * he.1 + bn) (6)
[TporHo3oBaHuii BUXi:
Yt = o(Why * hy + by), (7
ne Wyn — Baru BXony;
Whh — pekypeHTHi Bary;
Why — Baru Buxony;
0 — CUTMoOija.
3agadi NpOrHO3yBaHHS:
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* IIporno3 ouiHku:

yr =expected grade £0,100] (8)
«  1IMOBipHiCTb 3aBEpIINTH KypC:
yr =P(ycniwne 3aeepwenns kypcy | xi, xz, ..., XT) 9)
@yHKIIis BTpAT Ha BCiil MOCTiAOBHOCTI Ma€ BUTIISL:

T
L= Z Lo(¥e.¥:)
=1 (10)

3BopotHe nommpeHHs noMuwiku y 9aci (BPTT) nosBomnsie onoBiroBatu Baru Wyh, Whn,
Why.

Mopnens oniHtoeThes 3a meTpukamu: MAE, RMSE — mst ominok, Accuracy, F1-score
— s knacudikamnii yerimmaocTi, AUC-ROC — mist IMOBIpHICHHX TPOTHO31B.

CueHapHUIT MOJIyTb OCBITHBOI TUIAT(OPMH, IO MPOMOHYETHCS, HE BUKOHYE MTPOTHO3Y-
BaHHS, a IHTEPIPETYE MPOrHO3 Pa3oM i3 (paKTUYHUMHU MMOKA3HUKAaMHU aKTUBHOCTI Ta BU3HAYa€e
CHUTYalio 1 Habip Kepyrouux JIii.

ToOTo BXigHHIA BEKTOP CUTYaIlIHO-CIIEHAPHOTO MOJYJISL IOIUIBHO BU3HAYHUTH SIK

x;(t) = [G;, P, Ry, A;(8), T, (8), D, (8), L;(t), A4; (1), ... ], (12)

.

ne f,r';— IPOTHO30BaHA MiJICYMKOBA OLIHKa; F; — MpOrHo30BaHa HMOBIPHICTH YCIIIIHOTO 3a-
BEpUIECHHS Kypcy; K; — piBeHb PU3HKY; Az-(t) — TOKa3HUK HaBYAIbHOI aKTUBHOCTI; T; (t) —
pesynbratu TectyBanns; D;(t) — moxasmuk morpumanns Tepminis; L;(t) — mokasnuk po-
60TH 3 HaBYATBHMMH MaTepianamu; AA;(t) — 3MiHAa aKTHBHOCTI TMOPIBHAHO 3 TIOMEpPEIHIM

MepioIOM.
Hani mpartoe rule engine, ToOTO cuTyallis BU3HAYA€ThCS HE HEHPOHHOIO MEpexero, a
CHCTEMOIO BIIOPSIKOBAHUX MPaBHIL:
15:Ci(x,(£),6) - S, (12)
ne C; — noriuna ymoBa npasuia; 6 — MHOXMHA TIOPOroBHX 3HaueHb i3 thresholds; S; —
BIJIMOBiJHA HaBYAJIbHA CUTYaIlis.

OcCKibKH ITpaBUiIa MAIOTh MPIOPUTETH, MEXAHI3M BUOOPY CUTYaLlii MOYKHA 3allMCATH SIK

S;lt) = S, |t = Y 13

Aac p_.f — HpiOpI/ITeT IpaBuja. Taxkum YHUHOM, AKIIO OJHOYACHO BUKOHYIKOTHCS YMOBHU KIUIBKOX

MpaBuJI, OOUPAETHCS CUTYAIlis, TOB'sI3aHa 3 MPABWJIOM HAWBUIIIOTO TIPIOPUTETY.

Hanpuknaz, Juisi KpUTUYHOTO PU3HKY MPABUIIO MOKE MATH BUTIISL:
(P < 8p)A (G < 8)N(4; < HIA)_)SSRISK_CRITICAL
JI1s 3HMKEHHS aKTUBHOCTI:

AA; < —By4 AP; = Bp =52 scTiviTy DECLINE
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A 1ist cuTyarlii BiIHOBJICHHS OCOOJMBO Ba)KJIMBO BUKOPHCTOBYBATH JIHWHAMIKY, a HE

JIMIIC IMTOTOYHEC 3HAYCHHA:

A (t) = A(t — 1) AT (t) = T;(t — 1) AR,(t) = R;(t — 1) =S4pscoveny

[Ticns BU3HaYEHHs CUTYallil 3aCTOCOBYETHCS BiJOOPaKEHHS
D:5; — A,

ne A; = {ay, as, ..., @, — Habip cueHapuux mii. Hanpukiasn,

SSRISK_CRI'TICAL ? [astudent—messager Qteacher—n otify: Oresource’ L consultation }

Ha mpomy etami scenarios.json (hakTHYHO BUKOHYE poiib opmalii3oBaHOi 0a3u 3HAHBb
cuenaproro monyist: thresholds — mapamerpu nmpuifHATTS pimieHs; rules — NPOAYKLIKHI
npaBWiia BUAY «yMOBa — CHUTYyaIlis»; situations — CEMaHTUYHHI OMKC CTaHIB HaBYAJIbHOL
Tpa€eKTOpii; scenarios — BioOpakeHHS «cuTyalis — Halip miii»; moodle action mapping
— Bi100pakeHHs «CIIEHapHa Aist — MexaHi3M peamizamii B Moodle.

Bctro Mojienb CrieHapHOTO MiIX0Ay MOKHA KOMITAKTHO (OpMai3yBaB sIK:

R @ "
X;(£) =S (£) = A; (£) - M (£), (14)
6

ne R — muoxuHa mpaBuit; S; (t) — BU3HaueHa cutyailis; © — QyHKIis BUOOPY ClICHAPHUX
niit; Y — dyHKiis BifoOpakeHHs cueHapHUX Jiit; M (t) — MHOXMHA (HaKTHYHO BUKOHYBA-

HUX J[if y CepeOBUILI JUCTAHIIHHOTO HABYaHHS.

Otxe, y poOOTi 3aIIPOMOHOBAHO MEXaHi3M (hOpMaTi30BaHOTO MEPETBOPEHHS MPOTHO3-
HO-TIOBE/IIHKOBOT'O CTaHy CTYJEHTa Ha MeJaroriyHy CUTYaIlilo, a CUTyalil — Ha aJalnTUBHUHA
CIIEHapii MIATPUMKH.

ADpXITEKTYpHO 3alpolOHOBaHA TEXHOJIOTiS peali3yeTbcs K OaraTOMOJyJIbHHM Mpo-
rpaMHHMI KOMIUIEKC, iHTerpoBanuil i3 LMS (nanpuknaa, Moodle) yepe3 mexaHi3Mu oOMiHY
nanumu (REST API, sxypHanu nofii, pe3ynbTaTH OL[IHIOBaHHS).

CTpyKTypHO BUAUIEHO Taki PYHKIIOHAIbHI PiBHI:

1. PiBens 300py Ta NiATOTOBKU JJaHUX — 3a0e3Meuye OTpUMaHHA KypHAJIiB aKTUBHO-
CTi Ta pe3yJbTaTiB HaBYaHHS, X OUYMILEHHs, arperyBaHHs Ta NEPeTBOPEHHs y (popmart, mpu-
JATHHUH TSl aHATITHYHOT 0OpOOKH.

2. AHanITUYHUHR piBeHb (IPOTHO3YBaHHS) — peani3ye O0UYMCICHHS MPOrHO3HUX IO0-
Ka3HUKIB YCIIIITHOCTI Ta pU3MKY Ha OCHOBI pEKYPEHTHOT HEHPOMEPEKEBOI MOJIEI.

3. Jloriunuii piBeHb (cUTyauiiiHa iHTEpHpeTalis) — 3aiiCHIOE KiIacudikalio NoToY-
HOI'O CTaHy HaBYAJIbHOI TPA€KTOPIl BIAMOBITHO 10 BU3HAUYEHUX MPABMJ Ta IMOPOTOBUX 3HA-
YeHb.

4. CueHapHuil piBeHb — (popMye HaOip meJaroriyHUX peKoMeHAalliil Ta yrpaBliHCh-
KHX JIii 3aJIe’KHO BiJl BCTAHOBIIEHOI CUTYaIlii.

5. PiBenp 3BiTHOCTI Ta Bi3yaui3auii — 3a0e3neuye reHeparlilo aHaJiTUHYHHUX 3BITIB Ta
rpadiyHUX MaTepiatiB Ui NIATPUMKHI IPUHHATTS pillleHb BUKJIaJaueM.
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Taka OaraTopiBHEeBa CTPYKTypa IO3BOJISIE UITKO PO3MEXYBAaTH (YHKLIOHAIBHI pOJIi

KOMIIOHEHTIB 1 3a0e3mneunT MaciTadoBaHiCTh CUCTEMHU.

@DyHKI[IOHYBaHHS TEXHOJIOT1] OPraHi30BaHO Y BUIJISII 3aMKHEHOTO a/IallTHBHOTO IHKITY,
10 BKJIIOYAE: HAKOMUYCHHS JaHUX PO HABYAIBHY MisUTbHICTh; aHATITHYHY 00pOOKY Ta mpo-
THO3YBAaHHS; IHTEPIIPETAIliI0 Pe3yIbTaTiB; (HOpMyBaHHS PEKOMEHAALIN; peai3alliio neaarori-
4yHOro BIUIMBY uepe3 LMS; nopanpiie HaKONMYEHHS HOBUX JaHUX. TakuM YMHOM, CTBOpPIO-
€THCS KOHTYpP 3BOPOTHOTO 3B’5I3KY, B IKOMY PE€3yJIbTaTH MPOTHO3YBaHHS BILUTUBAIOTH Ha OCBi-

THIO TIOBEIHKY, 1110, Y CBOIO YEpry, 3MiHIO€ OB aHATITUYHI OIiHKH (puc.1).

LMS Moodle

e

Y
CryaesT B33cMOAIC 3 KypcoM
(reopin / rect / npakTuxa)

|

Y

DOPMYEAHHA UNDPOBOro CNIZY
(nogil, cnpofu, Banu, BxkoMarma)
] .
Hapansa 3aHux A0 IMTENeKTYaNsHoro
Moayns
(norw/excnopr uepes AP abo nnaris)

L

IHTenexTyanbHUit MOAYNL NPOrHO3yBaHHA Ta CLEHAPHOI0 yNnpaeniHHAa
HaeuyansHow TpaekTopielo (RNN + cueHapii)

Y
HopMmanisayia Ta niaroToexa nogin
(cameanit opmsar)
Y
DOpPMYBaMMA 03HAK
(nocnigosmicTs Ak CTYRenTa)

]
Y

Nporros RNN
- grade_hat (0..100)
- p_success
-p_nisk
|
Y
OGumncnerns MeTPUE oCTamnix k kpoxis
(last_k_steps)
T
Y
Brsnauenna cutyaui npasunamm
(S1..Sn)

|
Y

MiaBip cuenapio giv
(JSON-cyenapii)

J

Y
Peanisayia cuenaprnx gine y Moodie
- NOBIROMNEHHA CTYAGHTY/EMKNAAANY
- pexowenaauii/pecypcn
- YMOBHIH R0CTYN/OGMEKEHHA
| -nogis e xanengapi

t

Pucynok 1 — V3aransHeHu# UK GYHKIIOHYBaHHS TEXHOJIOTIT CUTYalliiHO-CIIEHAPHOTO YII-

)

Y

DopuyBarMs 38Ty Ta Bisyanisauin
(CSV/PDF, giarpams)

®

PaBIIiHHS HABYAJIBHOIO TPAEKTOPI€IO 3 BUKOPUCTaHHAM RNN

94
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Peanizamuist iHpopmanifHOi TEXHOIOTIi OCBITHBOI IIaTHOPMHU AUCTAHIIIHHOTO HAaBYAHHS

3iHCHEHA Y BUIIIA/I MMPOrPAaMHOTO MPOTOTHUITY, SIKUH iHTerpyerbest 3 LMS Moodle ta 3a6e3-
nevye MOBHUHM LUKI aHATITUYHOI 0OpOOKH HAaBYAIBHOT aKTHBHOCTI CTY/ICHTIB: BiJl 300Dy IMO-
niit 10 (hopMyBaHHS YIpPaBIiHCHKUX CIIEHAPIIB 1 3BiTIB. APXITEKTypHO CHCTEMa peali3oBaHa
K 0araToMOJyJbHHUI MPOrpaMHHI KOMIUIEKC, 1[0 BKIIOYA€ MOIYJb MiJrOTOBKH JaHHUX, MO-
JyJb TIPOTHO3YBaHHS HAa ocHOBI RNN, Moaynb CUTyaliiHO-CIIEHAPHOTO aHaTi3y Ta MOIYJb
dopmyBanus anamiTuuHux 3BiTiB (CSV/PDF Ta rpadiuni giarpamu). Po3po6ieno nporpamue
3a0e3nedeHHs, K€ BHKOHYe MOOyHOBYy aaracery Ta HaB4anHa RNN-mozeni y mportorumi

(puc.2).

15 from _ future__ import annotations

16 import argparse, csv

17 from collections import defaultdict
18 from dataclasses import dataclass

19 from typing import Dict, List, Tuple,
2e

21 import torch

22 import torch.nn as nn

23 from torch.utils.data import Dataset, Dataloader

24 from EEEEE&QEAS&E%EAEQQ import pack_padded_sequence
25

26

27 e

28 # Kowgin

29 #o-mmmmmmmm e

3e @dataclass
31 class ModelConfig:

32 num_features: int

33 cat_features: Dict[str, Tuple[int, int]]
34 rnn_type: str = "gru"

35 hidden_size: int = 128

36 num_layers: int = 1

37 dropout: float = @.2

38 bidirectional: bool = False

39 predict_risk: bool = True

48 grade_min: float = @.8

41 grade_max: float = 1e8.8

42

43

e

45 # Dataset + collate

46 # mm e

47 class MoodleseqDataset(Dataset):

48 def _ init_ (self, samples: List[Dict], cat_feature_names: List[str], include_risk: bool = True):
49 self.samples = samples

5e self.cat_feature_names = cat_feature_names
51 self.include_risk = include_risk

52

53 def _ len__(self) -> int:

54 return len(self.samples)

Pucynok 2 — @parmeHT KoJly MOAYJIS MATOTOBKM JaTaceTy 1 HapuaHHs RNN-mozeni

[Ticns 3aBepiieHHS HaBYaHHSI 31MCHIOETHCS OIIIHIOBAHHS SKOCTI MOJEII Ha Bajiarliii-
Hii BUOIpIi. 3a pe3ynbTaTaMu OL[IHIOBAHHS OOMPAETHCS HaWKpalla Bepcis MoJieni, sika 30epi-
raeThesl y BUTIAAL daiimy Bar. Ll Bepcis Mojeni nmepeaacTbCsi B PEKUM €KCIUTyaTallii Ta BH-
KOPUCTOBYETHCS JIJIsl TPOTHO3YBAHHS HABYAIBHUX PE3YJbTaTIiB y peasibHOMY daci. Hamami, y

MIpy HaKOIMYEHHS HOBUX JIaHUX, MOKE 3/1MCHIOBATHCS MEPIOUYHE JOHABYaHHS a00 MOBHE
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nepeHaBYaHHs MOJIEINI, 110 JO3BOJISIE alanTyBaTH ii 10 3MiH Y HaBYAJIbHUX TPAEKTOPISX CTY-

JICHTIB, CTPYKTYp1 Kypcy a00 MeJaroriyHux miaxoaax.

PexxuM excrutyaTallii € OCHOBHUM PEKUMOM (PYHKIIOHYBAHHS 1HTEJIEKTYaJIbHOTO MO-
IyJs y CKJIagi OCBITHROI matopMu. Y boMy peXuUMi MOJETh HE HABYAETHCS, & BUKOPHCTO-
BYETHCS ISl IPOTHO3YBAaHHS Ta MIATPUMKH MPUHHATTS MeIaroriyHux pimens. /xepenom aa-
HUX BUCTYNAIOTh MOTOYHI MOAIl HAaBYAJIBHOI AIsIIBHOCTI cTyneHTtiB y LMS Moodle. Li moxuii
MePeIaloThCs 10 MOYJIS MIATOTOBKY JaHUX, 1€ 3MIHCHIOETHCS iX HOpMai3allisi, arperyBaHHs
Ta (hOpMyBaHHS TOCTITOBHOCTEH O3HAK, IO BiJMOBIIAIOTH MOTOYHIN HABYAIBHIN TpaeKTOpii
crynenta. [liqroToBneHi qaHi MOJAIOTHCS HA BXiJl HABYCHOT PEKYPEHTHOI MOJIETI, sika (hopMye
MIPOTHO3HI MMOKA3HUKH: OUYiKyBaHy IiJJICYMKOBY OLIHKY, HIMOBIPHICTh YCIIIIIHOTO 3aBEPIICHHS
Kypcy Ta WMOBIpHICTh PU3UKY HEYCIIIIHOCTI. OTpuMaHi 3HaAYCHHS NMEPEAAIOTHCS 10 MOAYIIS
CUTYyaliiHO-CIIEHAPHOTO aHaJIi3y, /Ie Ha OCHOBI 3aJJaHMX MPABUII 1 MOPOTOBUX 3HAYECHb BU3HA-
YJaeThCs MMOTOYHA HaBYAJbHA CUTYaIlis CTYACHTA. BilMOBIIHO 10 BU3HAYCHOI cuTyaIlii Gop-
MYETBCS CIICHapii JAid, KU MOXKE BKJIIOYATH PEKOMEHJAIlil MIOA0 MOBTOPEHHS MaTepiaiy,
HaraJyBaHHS PO HEOOXiAHICTh BUKOHAHHS 3aB/IaHb, IPOIMO3HUIIII0 KOHCYJIbTAIil a0 iHIIi Imi-
ATPUMYBAJIbHI 3aXO/HU.

Jlnisi eKCrepuMEHTY BUKOPUCTAHO AUCHUILTIHY «OCHOBU MpOTrpamMyBaHHS», IO CTPYK-
TypoBaHa Ha 10 TeM, KO)KHa 3 KX MICTUTh TPU KOMIIOHEHTH: TEOPETUYHUI MaTepian (yMOB-
HO — YHTaHHS/IEeperisin); TeCTyBaHHs (quiz); MpakTU4YHE 3aBIaHHs (assignment/practice).
Jis BinTBopenHns noriku Moodle chopmoBano moii turry theory / quiz / practice. Koxkna mo-
Tisl XapaKTepU3Y€EThCSl YaCOBHMH, MOBEIIHKOBUMH Ta PE3yJIbTaTUBHHUMH O3HaKaMu. Baxiu-
BUM €JIEMEHTOM €KCIIEPHMEHTY cTasia popMastizallis CUCTEMH OLIHIOBAHHS, KA MPHB’A3Ye il
CTy/ieHTa A0 OaliB, MAKCUMAaJIbHO HAOJIMKEHUX JI0 PEaNbHOI MPAKTUKHU BUKJIAJAHHS: ONpa-
L[}OBaHHSI TEOPETUYHOI0 MaTepiany He MeHie 30 XxB — 2 6anu; TecT — MakcuMyM 4 Oanu,
P I[IbOMY KOXHa J0JaTKOBa cripo0a 3MeHInye pe3yastaT Ha 10%; nmpakTuyHe 3aBIaHHS —
MakcuMyM 4 6anu, npu 3amizHeHH1 MiHyc 10%; cymapHa ominka 3a gucuuriiny — 100 6anis.
[TapameTpu BUOIpKHU: KUTBKICTh CTYJEHTIB: 50; KUIBKICTh TeM AUCHUILTIHU: 10; KUIBKICTh aK-
TUBHOCTEN Ha Temy: 3 (Teopis, TECT, MPAaKTUKA); MaKCUMajbHa MijicyMKoBa ouiHka: 100 Oa-
JI1B; 4acTKa CTYACHTIB, IO 3aBepIIyIOTh Kypc: =70 %.

Jljig KOKHOTO CcTyAieHTa (opMyBaacs 4acoBO BIOPSAKOBaHA MOCIIAOBHICTh MOMIN /10-
BkuHOIO 110 30 kpokiB. byno npoBeneno HaBuanHs RNN, nmoOynoBaHi rpadiku HaBYaHHS:
KpHUBa HaBYaJIbHOI BTpatu (puc.3), KpuBa BamiganiiHoi BTpatu (puc.4). Takox TOCIIKEHO
iH(pepeHCc CUCTEMM Ha JIaHUX PO BHUBYEHHS MEpIIUX O-TU TeM AUCLMILUIIHU, OTPUMaHI pe-

3yJAbTaTH CUTYalliiHO-CIIEHApHOTO aHaui3y (puc.5), chpopmoBaHi 3BiTH (puc.6).
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Pucynok 3 — Kpua HaByaJIbHOI BTpaTu

+ Scenario Engine
Course: 28 ?@>>3@0<C20==0
Window last_k_steps = 14

Student 5001
Prediction: grade_hat=80.2 | p_succe

Metrics(last_k): activity min=587.2, views=60, quiz_last_points 94, quiz_last_attempts=1, practice_submitted=3

Situation: S4_HIGH_PERFORMER (rule=R_HIGH_PERFORMER) — Bucokuii piBeHb 3acBoe€HHR
Scenario: SC_HIGH_PERFORMER
- moodle.unlock_activity: activity_id=ADV_TASK_SET (mode=conditicnal_access)
- moodle.award_badge: badge_id=B_HIGH_ACHIEVE
= moodle. ge [in_app]: BipkpuTto popaTkoewid 6nok 3aepaHs. Cnpo e nornubnedi zapavi

Student S002
Prediction: grade_hat=75.2 | p_ i .20

Metrics(last_k): activity_min 0, views=78, quiz_last_points=0.91, quiz_last_attempts=2, practice submitted=

Situation: S5_QUIZ_STUCK (rule UIZ_STUCK) — CknapHouwi 3 TecTamm
Scenario: SC_QUIZ_STUCK

- moodle.assign_resource: resource_i HEATSHEET label='HopoTKHH KOHCNEKT + NpuKnagW'

- recommender.generate: top_k=3 foc "theory_explainer', 'quiz_mistakes']

- moodle.message [in_app]l: Bauumo cknaprowi 3 TecTamu. [loganu NOACHEHHS, NPUKNAAW Ta KOPOTKWHA KOHCMEKT

Student 5003
Prediction: grade_hat=78.4 | p_succe

Metrics(last_k): activit 27.5, views=65, quiz_last_points=1.76, quiz_last_attempts=3, practice_submitted=5

Situation _ Z UIZ_STUCK) - CknapHoui TecTamn

rce: resource_id=CHEATSHEET label='HopoTkuii KoHcnekT + npuknagn
- recommender.generate: top_k=3 focu explainer', 'quiz_mistakes']
- moodle.message [in_app]: Bauumo crnagHowi 3 Tectamu. [logank NOSCHEHHS, MPMKNAQM Ta KOPOTKHI KOHCMEKT.

Student Seed

practice_submitted=5

3 TecTamu
Scenario: SC_QUIZ_STUCK
- moodle.assign_resource: resource_id=CHEATSHEET label='HopoTKWi KOHCMeKT + npuxknagu’'
- recommender.generate: top_k=3 foc eory_explainer', 'quiz_mistakes']
- moodle.message [in_app]l: Bauumo cknapWoui 3 TecTamu. [lofanu NOSCHEHHA, MPUKNAAM Ta KOPOTKWA KOHCNEKT

Student S005
Prediction: grade =79.7 | p_success=0.80 | p_risk=0.17

9

10

11 12 13

missing=0

missing=0

missing=0

missing=0

Metrics(last_k): activity min=580.3, views=55, quiz_last_points=3.12, quiz_last_attempts=2, practice_submitted=4, missing

Situation: S1_OK (rule=R_OK_DEFAULT) - HopmaneHuii nporpec

Scenario: SC_OK

- moodle.message [in_app]l: Mpopoemyiite & Tomy x Ayci! Baw nporpec y Hopmi
- analytics.log: scenario_applied tag=ok

Pucynok 5 — Pe3ynpTaTi cuTYyaniifHO-CLIeHapHOTO aHaJi3y
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MoBHWI 3BIT aHanily HaB4anbHOI TPAEKTOPIT rpynun 1. CTyneHT S008
Nporwos: grade_hat=68.1, p_success=0.58, p_risk=0.40
Kypc: A=>28 7@>>3@0<C20==0 Cutyauis: S1_OK — HopmansHuit nporpec. MNpasuno: R_OK_DEFAULT. Cuenapi: SC_OK.
KinbkicTs cTynentis: 10
BikHo ananisy: last_k_steps=14
®aitn cuenapiis: scenarios.json MeTpukn (last_k)
metre value
Noporwu (thresholds) activity_minutes,_last_k 549.0

61
Threshold Value

activity_low_min_last_k 45.0

grade_good 80.0
st_points 2.47

grade_pass 60.0
missing_nigh last_k 3 quiz_last_attempts 1
practice_min_last_k 1

quiz_attempts_high 4 Aii cuenapio
quiz_low_points 18 Action

fisk_p_high 0.65 moodie.message [in_app]: NpoacexyitTe 8 ToMy x Ayci! Baus APOrPec y HOpMI
risk_p_medium 05 analytics log: scenario_applied tag=ok

sssssss p_high 08
Success_p_low 045 Moodle action-mapping (aosiakoso)

Action type Notes / REST
MNpasuna knacudikauii (rules) analytics.log
Rule ID Priority it Then moodie.message

R_HIGH_PERFOR | 100
MER

POTOTMAMO).
S4_HIGH_PERF nstant_messages(POST)
ORMER

R_RISK_CRITICAL | 90 53 _RISK_CRITIC
AL

RQUIZ STUCK | 80 Y T.quiz_low_paints | quiz_last_attempts >= 5 QUIZ_STUC
pts_high K

R_NO_PRACTICE | 70 _submitted_last_k < T.practice_min_last_k && views_last_k | S6_NO_PRACTI
CE

R_RISK_EARLY | 60 p_success <= T.success_p_low || p_risk _p_medium || 52_RISK_EARLY
activity_minutes_last_k < T.activity_low_min_iast_k

R_OK DEFAULT | 0 true 51,0k

Pucynox 6 — @parMeHT 3BiTy 3 pe3yJbTaTaMU CUTYaIliifHO-CLIEHAPHOTO aHAJII3Y

BucHoBku. Y po0oTi 3arpornoHoBaHo iH(OpMaIiifHy TEXHOIOTII0 MiITPUMKHA HaBYAIIb-
HOTO TIPOLIECY B OCBITHIX IUIaThopMax TUCTAHIIHHOTO HABYAHHS, 110 TIOEIHYE MTPOTHO3YBAH-
HSl HA OCHOBI PEKYPEHTHUX HEHPOHHHUX MEPEXK 13 CUTyalliiHO-CIIECHAPHIM MEXaHi3MOM iHTep-
nperarii pe3ynbraTiB Ta (GopMyBaHHS nenaroriunux pexomenpamid. RNN-mozens 3abes3ne-
9ye TPOTHO3YBaHHS MiICyMKOBOI OILIIHKH Ta KMOBIPHOCTI YCITIIITHOTO 3aBEPIICHHS KypCy, TO-
Il K CHUTyaliiHO-CIEHAPHUI MOJYJIb HAa OCHOBI MPOTHO3HUX 1 (DaKTUYHUX MOKA3HHKIB, CHC-
TEMH TPaBUJI, TTOPOrOBUX 3HAYEHB Ta MPIOPUTETIB BU3HAYAE TIOTOYHY HABYAJIBHY CHUTYAILIO i
(dhopMye BIIMOBIAHUH ClIeHAPii MiATPUMKH.

3anporoHOBaHO 0araToOpiBHEBY apXITEKTYpy TEXHOJIOT1I, III0 OXOIUTIOE 301p 1 MiATOTOB-
Ky JJaHUX, IPOTHO3YBAHHS, CUTYyalliiHy 1IHTepHpeTaito, popMyBaHHs ClIEHAp1iB, 3BITHICTh Ta
Bizyanizaito. Ii mpakTHuHy peaizaliro 3iliCHEHO y BUIIISI IIPOrPAMHOIO MPOTOTHILY, iHTe-
rpoBaHoro 3 LMS Moodle ta opranizoBaHoro y /BOX B3a€MOIOB’S3aHUX PEKUMaxX — HaB-
YaHHS MOJIEJIl Ta eKCILTyaTaIlli.

ExcniepumenTtanpHa anpo0ariisi Ha MOJENIbHUX JaHUX JUCHUILTIHA «OCHOBU MPOrpaMy-
BaHHS» MIATBEpAMIIA MPALIE3/1aTHICTh TOBHOI'O TEXHOJIOTTYHOTO IUKIY — BiJl 0OOpOOKH HaB-
YaJbHUX MOAINA 1 MPOTHO3YBaHHS PE3yNbTATIB 10 BUSHAYEHHS CUTYyalid, popMyBaHHs Aude-
PEeHLIHOBaHUX PEeKOMEHMAALlIN Ta aHAJTITUYHOI 3BITHOCTI. OTpHUMaHi pe3yabTaTH MiATBEPIKY-
I0Th MOXJIUBICTh BUKOPUCTAHHS 3aIIPOMOHOBAHOI TEXHOJOTIT JUIS MIATPUMKH MPUHHATTS Te-
JaroriyHuX pilleHb Ta 1HAMBIAyanmi3amii HaBYalbHUX TpaekTopid. Ilomanbiui JOCHTIKEHHS
JOLUTBHO CIPSIMYyBaTH Ha anpo0allifo TEXHOJIOTIT Ha peanbHUX JaHux LMS, ynockoHaneHHs
MeXaH13MIB HAJIAIITYBaHHS CIIEHApHMUX MPABWJI Ta OLIHIOBaHHS BIUIMBY C()OPMOBAHMX pEKO-
MEHJIaIiil Ha pe3yJIbTaTH HaBYaHHS.
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Information technology for supporting learning trajectories based

on recurrent neural networks and a situation-scenario approach
Abstract. The relevance of this study is determined by the need to improve the effective-
ness of supporting students’ learning trajectories in distance learning systems through intelli-
gent analysis of accumulated educational data. Modern educational platforms provide sub-
stantial amounts of information on student performance and activity; however, academic per-
formance prediction alone does not determine subsequent pedagogical actions. The research
problem lies in the need to move from obtaining predictive indicators to their situational in-
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terpretation and the formation of adaptive support scenarios. The aim of the study is to devel-
op an information technology for supporting learning trajectories based on the integration of
recurrent neural networks and a situation-scenario approach. The research employs methods
of neural network forecasting of time series, situational analysis, production rules, threshold-
based decision-making mechanisms, and experimental modeling. A multi-level architecture of
the proposed technology is developed, encompassing data collection and preparation, fore-
casting, situational interpretation, scenario generation, reporting, and visualization. The
RNN model provides predictions of the final grade and the probability of successful course
completion, while the situation-scenario module determines the state of a learning trajectory
and generates an appropriate set of pedagogical actions. A software prototype integrated
with LMS Moodle was developed and tested using model data from the course Fundamentals
of Programming. The results confirmed the operability of the complete technological cycle
and demonstrated the possibility of generating differentiated support scenarios based on pre-
dicted outcomes and indicators of students’ learning activity. The proposed technology cre-
ates prerequisites for the timely detection of risks, adaptive support of learning trajectories,
and informed pedagogical decision-making in distance education.

Keywords: distance learning, educational platform, learning trajectory, recurrent neu-
ral network, RNN, GRU, academic performance prediction, situation-scenario approach,
adaptive support, LMS Moodle.
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O.I'. Pubansuenko, A.M. I'punienko, C.B. binamenko, B.C. Copokin
IMPOEKTYBAHHS APXITEKTYPU TA MOJEJI JAHUX IHOOPMAILIMHO-
AHAJITUYHOI CUCTEMHX MOHITOPHUHI'Y BOJHUX PECYPCIB

Anomayin. Ynpaeninusa exonociunumu Oanumu Ha NIONPUEMCIBAX 30€0i1bU020 30IUCHIOEMb-
Csl 8PYUHY ma 0eyeHmpaniz08aHo, wo Cymmeso YCKIAOHIOE ONepamute GUABILEHHS HAOHOD-
MaAmuHUX CKUOie ma niosuuye UMOBIpHIiCMb 3HAYHUX iHaHcosux pusukis. [Ipobrema nons-
24€ y BUHUKHEHHI apXimeKmypHo20 KOH@MIIKMY Nni0 4ac CMEOPEHHsT CUCeMU MOHIMOPUH2Y:
HCOPCMKI BUMORU €KONO2IUHO20 KOMNJIAEHCY WO000 30epedcenHss be3nepeperHo2o ayoumop-
CbK020 CNidy cynepedams nompedi ueUOK020 2eHepy8aAHH AHATIMUYHUX 36IMI8, WO BUMA2AE
oenopmanizayii oanux. Memor OocniddicenHs € po3pobka apximekmypu ma mooeni OaHux
cucmemu, 30amHOi po38's13amu cynepeuHicmes Mide IOPUOULHOIO He3MIHHICNIO pempOoCHneKmu-
BHUX MACUBIB MA BUCOKOIO WUBUOKOOIEI aHalimuku. ¥ pobomi 3acmocosano memoou cucme-
MHO20 aHANi3y, 0eKOMNO3UYii npeomemuoi obnacmi, GimeMnopaibHO20 MOOEN08aH s, A Md-
kooic apximexmypuuti namepr CQORS. 3anpononosano xonyenmyanvhy mooeib HA OCHOSI
cmaunoapmy 6imemMnopanivHux mabauysb, AKa 3anodicac He3860pOMHIll 6mpami iCMOPUUHUX
cmauie ma niompumye mpau3aKyiiHy YinicHicme nio wac 3mMiHu Hopmamusis. [ npucko-
PEHHA NPOCMOPOBO-4ACOBUX 00'€OHANb BUKOPUCMAHO KIACMEPHI CIMOBNYUKO8] [HOeKCU 3 al-
eopummamu giocikanus ceemenmis. Iuniemenmayis CORS uepez mamepianizosani npedcma-
6lIeHHS (I3UYHO (3071108410 AHATIMUYHE HABAHMAICEHHS 6I0 onepayilinoco. Po3pobaena ap-
Ximexmypa MIHIMI3YE pU3UK MPAH3aKYiUHUX ONOKY8aHb ma Oez2padayii NpoOyKmMueHOCMi,
dopmyrouu mexnonoziune niorpyHms 01 (YHKYIOHYBAHHS CUCMeEMU 5K [HCIMPYMeHmy one-
PAMUBHO20 KOHMPOIIO 8000KOPUCHYBAHHS.

Knrwouosi cnosa: apximexmypa 6azu oanux, oimemnopanvhie MOOen0O8AHHS, eKOIOTUHUL MO-
nimopune, CORS, mamepianizoeani npedcmasnenns, ayoumopcoKui ciio, Kiacmepui cmoen-

4uK08i in0eKcuU, iHmepaanbHa aneeopa.

IMocTanoBka npodsemu. Ctanom Ha 2026 pik MPOLECH €KOJIOTTYHOTO MOHITOPUHTY Ha
HiANPHEMCTBAX XapaKTEePU3YIOThCs ITMOOKOI0 JEIeHTpalli3alieto. YIIpaBliHH 1H(pOpMaIli€ro
3/1e01IBIIOTO CIMPAETHCS Ha JIOKAJIbHI €JIeKTPOHHI TabJuIll Ta manepoBi Hocli. BigcyTHicTb
1HTerpauii 3 Jep>KaBHUMHU PEECTPaAMH 3yMOBIIIOE HEOOXIHICTh PYYHOT'O MOIIYKY aKTyaJbHUX
€KOJIOTIYHHUX HOpM Oe3MOoCcepeIHbO Y 3aKOHOJaBUMX akTax. [liqroToBKa 3BITHOCTI Ta MepeBip-
Ka JIOTPUMaHHS KBOT BUMAaraloTh pyYHOI'O arperyBaHHs IMOKa3HUKIB 13 YHCIEHHUX PO3pi3He-
HUX J1a00OpaTOpHUX KypHaTiB. SIK HACTIIOK, ICHyIOUa JIeleHTpalli30BaHa 00poOKa eKoJoriy-
HUX JJAHUX MPU3BOAUTH J0 KPUTUYHHUX 3aTPUMOK B 1I€HTH(IKaIi] HaHOPMATUBHUX CKHJIIB
3a0py/IHIOBAYIB, 110 CYTTEBO YCKJIA/JHIOE ONEpAaTHUBHE pearyBaHHs Ha IHIUJEHTH Ta CTBOPIOE
3Ha4yHi (piHAHCOBI PU3UKH JUTS MiIPUEMCTB.
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[Tig yac mpoeKTyBaHHS IIEHTPaTi30BaHO1 iH(pOpMaLiHHO-aHATITUYHOI CUCTEMH JIJIsl PO3-

B'si3aHHS 1i€1 MpoOeMn BUHUKAE QyHIaMEHTaIbHUMA apXiTeKTypHUN KOHQIIIKT. Bumoru exo-
JIOT1YHOTO KOMIUIAE€HCY TUKTYIOTh HEOOX1THICTh 30epekeHHs Oe31epepPBHOTO ayJUTOPCHKOTO
Cliy, mo nependavae 30epiraHHs KOXKHOI Bepcii JO3BIILHOTO JOKYMEHTA Ta KOKHOTO BHE-
CEHOTO pe3yNIbTaTy BUMIpIOBaHHs 0e3 mpaBa Ha (pi3uuHe BUAATICHHS Y MOIU(IKaIlilo, TapaH-
TYIOUH IOPUAMYHY HE3MIHHICTh 1CTOPHYHOTO KOHTEKCTY BOJOKOpPHUCTYBaHHs. Lle 3ymoBiroe
HEOOXiTHICTh TOOY0BH CYBOPO HOPMaTi30BaHUX CTPYKTYp 30epexkeHHs iHpopmarrii.

Boanouac, ympaBiiHHS €KOJIOTIYHMMH PU3MKaMHU MOTpeOye MIBUAKOI MEPEeBIpKH J10-
TpPUMaHHS JIIMITiB TPAHUYHO JONMYCTUMHX CKHJIIB, IO BUMarae 0e3rnepepBHOi arperaiiii po3pi-
3HEHUX PETPOCIIEKTUBHUX MACUBIB. 30€pEe)KEHHs BEIIMKUX OOCATIB ICTOPUYHHUX JAHUX y HOP-
MaJTi30BaHOMY BUTJISII CIPHYMHSIE 3HAYHE 3HMKCHHS IIBUKO/IT IMi/1 Yac TeHeparlii CKIaIHuX
0araTOBUMIpHUX aHAJITHYHUX 3BITIB.

AHaJi3 ocTaHHiX 1ocaizkensb i myoaikanii. CygacHi JOCTIKEHHS B Taly3i iHXKeHepil
MPOrPaMHOTO 3abe3rnedeHHs (DIKCYIOTh HEOOXIIHICTh TIEPEXO0y BiJl ACIICHTPATI30BAHOTO PY-
YHOTO OOJIIKY €KOJIOTIYHHMX JAHUX JI0 IEHTPATi30BaHUX PEIALIHHUX apXiTeKTyp. Tpaauiiiiae
BUKOPUCTAHHS €JIEKTPOHHHUX TAOJUIIb Ta 130JIbOBAHHUX J1AOOPAaTOPHUX JKypHAIIiB HE TapaHTye
norpuManHs BractuBocteir ACID, mo 3a0e3medyroTh TpaH3akIiifHy HiTICHICTh 0a3 JaHuX, 1
reHepye KpUTHUYHI aHoMaiii mMoaudikamnii ganux. [Ipami 3 ympaBiiHHS BOJAHUMH pecypcaMu
OOIpYHTOBYIOTH Mirparlito iHQpOpMaIifHIX IMOTOKIB BOJJOKOPUCTYBAYIB /10 CUCTEM IIJIAaHYBaH-
Hs pecypciB mianpuemcrBa (ERP) Ta cucrem ekonorignoro menemxmenty (EMS) [1, 2].
[TpoexTyBaHHS HOPMAJI30BaHUX PEJAIIMHAX CXEM i3 3aCTOCYBAaHHSM >KOPCTKUX JIEKIapaTHB-
HUX OOMEXEeHb Ha PiBHI siipa cucTeMu yrpasiinHsa 6azamu ganux (CYBJ]) miHiMi3ye cTpyK-
TYpHY reTepOreHHICTh Ta 3a0e3neuye HaailHy Baiigamito [3, 4].

OCHOBOIIOJIO)KHOIO BHMOTOIO €KOJIOTIYHOTO KOMIUIAEHCY € 3a0e3neueHHs FOpUIMIHOI
3HAYYILIOCTI 1HPOpMAIl Yepe3 HE3MIHHUM ayAUTOpPChbKUi ciil. BukopuctanHs kiacuyHoi pe-
JAIIHHOT anreOpy 3 AeCTPYKTUBHUMHU OTIEpaTOpaMy OHOBJICHHSI Ta BHIAJICHHS IPU3BOAMTH 10
BTpaTH PETPOCIIEKTUBHOI'O KOHTEKCTY BOJIOKOpUCTYBaHHs. CydacHi 1HKEHEpHI MIAX0AU PO3-
B'A3YIOTh 1110 MPOOJIEMy HUISIXOM BIIPOBAKEHHS OITEMIIOPaIbHOTO MOJEIIOBAHHS, SKE Olle-
py€e ABOMa OPTOrOHAJIBHUMH BUMIpPAMM: YacOM JIMCHOCTI Ta TpaH3akKIiitHUM yacoM [5]. 3a-
MiHa onepauiii (pi3MYHOro OHOBJIEHHS HA JIOTIKY reHepallii HOBUX BepcCiil 3anuciB 3abe3neuye
30epekeHHsl MOCUIAIbHOT LUJIICHOCTI MIXK yciMa ICTOPUYHUMH ITE€palisiMi J03BOJIIB Ta pe-
3yJbTaTaMu JJabOpaTOPHOTO KOHTPOJTIO [6].

HakonuueHHss HE3MIHHUX ICTOPUYHHX MAacHUBIB 1H(pOpMaIil CIPUYMHSE Jerpaaaliio
MPOJYKTUBHOCTI MiJl YaC BUKOHAHHS MPOCTOPOBO-YACOBHX 00'€THAHb. AHAJIITUYHI 3alMUTH
JUTSL TIEPEBIPKM TOTPUMaHHS KBOT Ha CIIEIialbHE BOJOBUKOPUCTAHHS BUKOHYIOTHCS 3 HH3b-
KOO0 €(eKTUBHICTIO 3a JOMOMOro0 KiacuuHux B-Tree inaekciB uepes cnenudiky 1HTEpBalb-
HO1 anredpwu [7]. st mogofaHHS BOTO CTPYKTYPHOTO KOH(JIIKTY OOTPYHTOBAHO 3aCTOCY-
BaHHS apXITEKTypHOrO MaTepHa PO3JIEHHS BIAMOBIAANBHOCTI 3a KoMaHau Ta 3anutu CQRS
(Command Query Responsibility Segregation). ®i3uyHe po3aiJIEHHS] HOPMaATI30BaHOI O1TEM-
MOpaJIbHOT MOJIEN 3anmucy (171 30epeeHHsT ayIuTy) Ta JCHOPMaTi30BaHOI MO YATAHHS
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Ha 0a3i MarepianizoBaHMX a00 BipTyaJbHHX HPEACTABICHb 3a0e3Ieuy€e BUCOKOMPOAYKTHBHY

arperaiiro 6e3 010KyBaHHS TpaH3akilii [8, 9].

Meta pocaigzkeHHsi. MeTOO JOCTIIKEHHS € PO3po0Ka apXiTeKTypH Ta MOJEN! JaHuX
iH(pOpMaLiHHO-aHATITUYHOI CUCTEMH MIIPUEMCTBA, sIKa 3a0€3MEeYUTh Mepexi Bia JeleHTpa-
J130BaHOTO PYYHOTO OOJIIKY €KOJIOTIYHUX TMTOKA3HUKIB IO LEHTPAII30BaHOI PEIAIIIHOI CTPYK-
TYpH 3 PO3UIMPEHUMHU MOXKJIMBOCTSIMH PETPOCHEKTHUBHOIO aHami3y. ['0l0BHE 3aBIaHHs MOJIs-
rae y 30aiaHcyBaHHI apXiTeKTypHOT'O KOH(MIIKTY MK BUMOTOIO 30€peXeHHs I0pUIUYHOI He-
3MIHHOCTI ICTOPHYHOT'O KOHTEKCTY BOJIOKOPHCTYBAHHS Ta HEOOXIIHICTIO BUCOKOI MIBUAKOII1
i1 yac renepanii 6araToBUMIpHUX aHAJIITHYHUX 3BITiB.

BuK/1aJeHHS] OCHOBHOIO MaTepiajy Aoc/ilkeHHs. [IpoekTyBaHHS apXiTeKTypH Cy-
yacHoi iH(opMaIiiiHO-aHATITUYHOI CUCTEMH €KOJIOT1YHOTO MOHITOPUHTY BUMArae moJ0JaHHs
BUCOKOI CTPYKTYPHOI CKJIaTHOCTI IPEeIMETHOI 00J1acTi. YIIpaBiIiHHSA BOJIHUMH pECypcaMu Xa-
PaKTepU3Y€ETHCS BUCOKOIO CKIIAIHICTIO Oi3HEC-TpaBWII Ta MapajellbHUM (YHKIIIOHYBaHHSM
Pi3HUX HOPMATHBHO-TIPABOBUX BUMOT (HAlIOHAJFHUX TPAHUYHO AOMYCTHMHX KOHIIEHTpAIii
3a0pynHioBanbHUX pedoBuH ['JIK Ta eBpomneiichkol HOpMaTHBHOI 0331 €KOJIOTIYHUX CTaHIap-
TiB sikocTi cepenosumia EQS). s 3a0e3nedeHHs i30ismii Oi3HEC-TPaBUII Ta YIpPaBIiHHS
CKJIQHICTIO KOHIIETITyaJbHY MOJEIh CHUCTEMH JCKOMIIO3UTOBAaHO HAa YOTHPU CEMaHTHYHO
130JIbOBaHI MPOCTOPH: JIOBIIKOBHI, TOMOJOTIYHNI, HOPMAaTUBHUN Ta TPaH3aKLIHHUIM.

JosigkoBwuii 6ok (Puc. 1) MicTuTh yHIaMEHTANIBHI CTPYKTYPH JTAHHX, 110 XapaKTepH-
3YIOTHCSI HU3BKOIO YacTOTOIO 3MiH, BUCOKOIO YaCTOTOIO 3UMTYBAHHS Ta CIYTYIOTh LIEHTpai-
30BaHUM CXOBHIIEM €TAJTOHHHUX JaHUX JJIs cucTeMH. KiFouoBHM eJeMEeHTOM € peecTp 3a0py-
naroBasbHUX peyoBuH (Pollutant), inenTudikamis B skoMy 06a3yeThCsi Ha CKIaJeHIN cucTemi
MDKHapOJAHMUX Ta HamioHanbHHUX KoJiB: CasNumber, EuNumber ta StateCode. PeanizoBano
MeXaH13M YaCTKOBOI YHIKAJIbHOCTI, SIKUI YHEMOKJIMBIIIOE 1yOIF0BaHHS 3alKCIB HAaBITh 3a BiJI-
CYTHOCTI OHOTO 3 KO/iB. Jlo ckiiaay OJOKY TaK0K IHTETPOBAHO JIOBITHUK Taly3ei €KOHOMIKH
(IndustryBranch), ne g niaTpuMku iepapxigHoi Kiacudikalii 3acCTOCOBaHO pesiiHUA na-
TEepPH CIHUCKY cyMDbKHOCTI. IIpocTopoBa rimposioriuda iepapxis 3a0e3neqdyeThCs AOBIIHUKOM
piukoBux OaceiiHiB (RiverBasin). HopmatuBHi KoediieHTH BTpaT BOAM (PIKCYIOThCS y Kia-
cudikaropi BuaiB poOiT BogokopuctyBaHHs (WaterManagementWork).

RiverBasins * IndustryBranch * WaterManagementWorks * | Pollutants *
7 oid 7 oid 7 o 7 1d
MName Parentld MName MName
Description Name Description Description
SysStartTime Description FlowDirection CasNumber

SysEndTime SysStartTime SourceType EuNumber

Code SysEndTime SysStartTime IsPriorityHazardous
Code SysEndTime SysStartTime

Code SysEndTime
StateCode

Pucynox 1 - ER-giarpama KoHIIENTyaqIbHOI MOAEII TOBIKOBOTO OJIOKY

Tononoriunuit 610k (Puc. 2) Mmozentoe pi3nyHy Ta aAMIHICTPATUBHY MEPEKY €KOJIOTi-
YHOTO KOHTPOJIIO, PO3MEKOBYIOUN FOPUANYHUX OCi0 Ta (i3uyHI JIOKaIlii BIUTUBY Ha JOBKIJIIA.
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[TignpuemcTBa-BogokopuctyBadi (MonitoringSubject) BucTynaoTs 6a30BOI0 CYTHICTIO ISt

BCi€l monanbuioi 3BITHOCTI. LIUmicHICTh X MaHUX 3a0e3MeuyeThesl aroOpuTMIUHOI0 TIepeBip-
KOI0 KOHTpOJBbHOI cymu inentudikatopa EdrpouCode ta reorpadiunoro HOopMamizaliero ye-
pe3 kon aamiHicTpaTuBHO-TepuTOopianbHoi omuHuIi KatottgCode. ®i3uuni BogHI 00'€KTH
(MonitoringObject), Taki sIK BOJ03a00pH Y BUIYCKH, 30€piraroTs reorpadidai KOOpAUHATH,
110 JI03BOJISIE€ CHCTEMI yIpaBiiHHSA 06a3aMu JaHUX BUKOHYBATH IPOCTOPOBI 3aIUTH LIS pO3pa-
XYHKY 30H BILTHBY. KoxeH 00'eKT Mae 000B’SI3KOBY CTPYKTYPHY MPHB'SI3KY 10 Tigporpadiy-
HOT Mepexi, 3a0e3Mmeuyrour TOUYHY TOTIOJIOTIYHY MapIIpyTH3aIlito 3a0pyTHCHb.

MonitoringObjects *
g

Name
Description
StationCode
WaterObjectType
IsHeavilyModifiedOrArtificial
RiverBasinld
Latitude
Longitude
SurfaceAreakm2
SysStartTime
SysEndTime
KatottgCode

MonitoringSubijects *
% Id

ContactEmail
Address
IndustryBranchid
Name
EdrpouCode
SysStartTime
SysEndTime
KatottgCode

Pucynoxk 2 - ER-niarpama KoHIIeNTYyanbHOI MOJIEINI TOMIOJIOTIYHOTO OJIOKY

HopmarusHauii 610k (Puc. 3) BU3Ha4ae rpaHUYHO JOMYCTHMI ITapaMeTpH BILTUBY Ha J10-
BKULIA.  ApXiTeKTypa  CYTHOCTI  JEp)KaBHUX  €KOJIOTIYHMX  CTaHJApPTIB  SIKOCTI
(EnvironmentalQualityStandard) cnupaetrbcst Ha TemmopanbHy Mojenb AaHux. [linTpumka
4acoBOl /1MCHOCTI HOpMaTUBIB peaiizoBaHa uepe3 atpubyru ValidFrom Ta ValidTo, mo 3a-
Oe3neuye 30epekeHHs iCTOPIi 3MiH 1 JO3BOJISIE CUCTEMI BIITBOPIOBATH PO3PAXyHKH JUISl MH-
Hynaux nepiofiB. CyTHICTh ekosoriyHoro no3Boiy (EcologicalPermit) mictute HaGip iHAMBI-
JyaJIbHUX HOPMATHBIB (JIIMITIB 3200pY UM CKUAY), SIKI MIANOPSIKOBaHI JOKYMEHTY.

104

g Id
Pollutantld
WaterMacroCategory
ValidFrom
ValidTo
RegulatoryDocument
AnnualAverage_Value
MAC Value
Biota_Value
SysStartTime
SysEndTime
PNEC _Value

EnvironmentalQualitvStandards *

EcologicalPermits *
% Id

PermitNumber
ValidFrom

ValidTo
IssuingAuthority
SysStartTime
SysEndTime
MonitoringSubjectld

?

PermitLimits *
g Id

EcologicalPermitld
‘WaterManagementWorkdd
ManitoringObjectld

VolumelLimit

Pucynok 3 - ER-giarpama koH1enTyaabHO1 MOJIENIl HOPMAaTUBHOTO OJIOKY
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Tpan3zakuiitauii 6ok (Puc. 4) KoHCOMiAy€e MacUBU omNepaliifHuX BUMIpIOBaHb 1 po3pa-

XYHKIB, OJIOKYIOUM pelaryBaHHs 3amuCiB Micis ix (ikcarii Ha piBHI 3aCTOCYHKY Ui 30epe-
JKEHHS ayauTopchkoro ciimy. Jlabopatopui mporokonu (WaterQualityProtocol) arperyroth
MeTaJIaHi MPOIeIyPH Ta KOJEKIIiI0 Pe3yIbTaTiB BUMIPIOBAHb SIKOCTI BOJIU. 3BITH BOJIOCTIONKHU-
BanHs (WaterUsageReport) 00'eqHyrOTh aHi JEpKABHOTO CTATUCTHYHOTO CIIOCTEPEIKEHHS,

rapaHTylO4y HEJTOTOPKAHHICTh MOJAHUX 1CTOPUYHUX MOKA3HUKIB.

WaterUsageReports * QualityParameterResults *
7 1d 7 1d

Mame WaterQualityProtocolld
Description Pollutantld

RepartNumber Concentrationvalue
SubmissionDate MethodolagyCode
ReportingPeriodstart SysstartTime
ReportingPeriodEnd SysEndTime
MonitoringSubjectid IsBelowLimitOfQuantification
SysStartTime

SysEndTime

ReportStatus J
%)

WaterQualityProtocols *
7 1d

ProtocalNumber
MonitoringObjectid
SamplingDate

AnalysisDate
WaterUsageRecords * v
? 1d LaboratoryName
SysStartTime
SysEndTime

Status

WaterUsageReportld
MaonitoringObjectid
WaterManagementWorkld
PermitLimitid
RecordedFlowDirection

RecordedSourceType

Volume
SysStartTime
SysEndTime

EcclagicalPermitld

Pucynok 4 - ER-niarpama koHIenTyaabHOI MOJIEINI TPaH3aKLIHHOTO OJIOKY

ExosnoriyHuii MOHITOPUHI ONEpye NaHUMHM, L0 MAlOTh IOPUIUYHY Ta (pickalbHY 3Ha-
YyIiCTh, TOMY (pi3UYHE BUAAJICHHS 3aMUCIB 13 6a3U JaHUX € HENPUIYCTUMHUM. BUKopucTaHHS
cranfaptHoi onepauii DELETE npusBoauts 10 6€3m0BOpOTHOI BTpaTH iH(pOpMALlii, 0 yHe-
MOYKJIMBIIIOE MTPOBEIECHHS JOBIOCTPOKOBOTO ayAMUTY Ta PyHHY€E 1CTOpiO 3MiH, HEOOXIIHY JUIs
HEepeBIPOK.

Jns po3B's3aHHS 11i€l MpoOieMHu TEeXHIYHA peani3allis MOJeNi JaHUX CIHPAEThCS Ha
CTaHJapT OiTeMIopanbHUX persliiHuxX Tadbauub [10]. ¥V Mexax crpoeKTOBaHOI apXiTEKTypH
JTAHUX KOXKHE BIJTHOLIEHHS ()i3MYHO PO3AUIAETHCA Ha JIBI CTPYKTYPU: aKTyallbHY TaOJIMIIIO
(moTo4HM# cTaH) Ta icTopuyHy Tabnuito. bynes-saka iHiniiioBaHa oneparis Mmoaudikaii crany
6a3u maHux aBTroMaTuyHo nepexorunoersess CYB/I, sika ikcye nmonepeaHio Bepcito 3amucy B
ICTOpUYHIN TaOIMII 3 TOYHUMH MITKaMU TIOYaTKy Ta KiHIs TpaH3akiii. Ile mo3Bomsie cucremi
rapaHTyBaTH IOBHE aJITOPUTMIUHE BIITBOPEHHS CTaHy 0a3u JaHWX Ha OyJb-SKUH MOMEHT ya-
Cy B MUHYJIOMY.

Jlis IOBIZIKOBOTO MPOCTOPY 3aCTOCOBYETHCS YHITEMIOpalibHAa MOAENb (uime System
Time). ¥ pa3i BukoHanHs komaHja oHoBieHHs abo BupaneHHs (UPDATE a6o DELETE)
CVYB/l aBTOMaTH4HO 3]IHCHIOE 3CyB psi/IKiB Tabmuii. Hanpukmnan, npu BUaTeHHI TECTOBOTO
3anucy (ID 3) ta oHOBieHHI crarycy HebOesneku g 3anucy (ID 1), akryanpna Tabnuus
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(Tabmuus 1) MicTUTHME JUIIE AiMCHI CYTHOCTI, TOAl siK ictopuuHa (Tabmurs 2) 30epexe mo-

BHUU ayIUTOPCHKHH CIIiJ] 3HUIIIEHUX Ta 3MIHCHUX JaHWX 13 TOUHUMH TPaH3aAKI[IHHUMH MITKa-

MU 3aKkpuUTTs nepioay (SysEndTime).

Tabmuns 1
AktyanbHa TabauLs
Id | CasNumber | IsPriorityHazardous| SysStartTime SysEndTime
7440-43-9 TRUE 10.05.2026 14:00 | 31.12.9999 23:59
7439-97-6 TRUE 12.05.2026 9:15 | 31.12.9999 23:59
Tabmus 2
IcTopuyna Tabmuns
Id |CasNumber| IsPriorityHazardous SysStartTime SysEndTime
1 | 7440-43-9 FALSE 01.01.2026 10:00 | 10.05.2026 14:00
3 Test FALSE 15.02.2026 11:30 | 10.05.2026 14:05

Oxpim 30epekeHHsT TPAH3aKIIHHOI ICTOPii Yepe3 MeXaHi3MHU JIOTIYHOTO BUAAJICHHS, ap-
XiTeKTypa 0a3u JaHUX Ma€ afeKBaTHO OOPOOJSATH AWHAMIKY 3MiHU €KOJIOTIHYHOTO 3aKOHOaB-
CTBa, III0 PEai3yeThCs MUITXOM 3aCTOCYBAHHS KOHIICTIIi TEMITOPAIbHOCTI JJIi HOPMAaTHBHOI
6a3u. ExonoriuHi HOpMaTHBH, 30KpeMa CTaHIAAPTH SKOCTI CEpeOBHINA Ta TPAHUYHO JOIYC-
TUMi KOHIEHTpAIil [UII KOHKPETHUX 3a0pyIHIOBAIBHUX PEUYOBHH, HMISATAIOTH PETYIIPHOMY
MEeperyisiy Ta OHOBJICHHIO B KOHTEKCTI IMIIEMEHTAIlii €BPONEHCHKUX BOJIOOXOPOHHUX TUPEK-
THB Ta HalllOHAJIbLHUX HOPMaTHUBHO-TIPaBOBHUX akTiB. [IpsMa Moaudikailis iICHyIOUUX 3HaA4€Hb
€KOJIOTTYHUX JIIMITIB y TaOJMISIX HOPMAaTHUBIB Ipu3Bena O A0 HemornpaBHOI (anbcudikarii
pe3ynbTaTiB Bepudikalii Juis iCTOPUYHUX J1a00paTOPHUX MPOTOKOJIIB, MOPYIIYIOYH CEMaHTH-
YHY [[UTICHICTh MUHYJIUX PO3PaxXyHKIB Ta HIBEJIIOIOYH JOKa30BY 0a3y CUCTEMHU.

Jlyig rapaHTyBaHHSI KOHCUCTEHTHOCTI PETPOCIIEKTUBHOI aHAIITUKH B YMOBaXxX 3MIHM 3a-
KOHO/IaBCTBAa BUKOPHCTOBYETHCS MEXaHI13M CHCTEMHOT'0 BEpCIOHYBAHHS, peali3oBaHUM uepe3
TEMIIOpaIbHY MOJEIb JaHUX. APXITEKTypa CyTHOCTI €KOJIOTTUHUX CTaHIapTiB SKOCTI PO3IIH-
pIO€ThCS aTpuOyTaMu BHU3HAUEHHS MEPIOAy BaJiAHOCTI, 10 (HOPMYIOTh 3aKpUTUH YacOBUM
IHTEpBaJI, IPOTATOM SIKOTO KOHKPETHE YMCJIOBE 3HAUEHHS HOPMATHUBY BBA)KA€THCS IOPUIUYHO
yiuHHUM. Konu nepaBHI opraHu 3aTBEpAKYIOTh HOBI JIMITH, aAMIHICTPAaTUBHUN MOJYJIb CH-
CTEMHM HE 3IIICHIOE JECTPYKTHBHOIO IEPE3alucy; HATOMICTh MONEPEAHbOMY HOPMAaTHBY
BCTAHOBITIOETHCS TOYHA JIaTa 3aBepIIeHHS i NUIsIXOM oHOBIIeHHs aTpuOyTa ValidTo, 1 mapa-
JIeNbHO (OPMYETHCS HOBUM 3alUC 13 aKTyalbHUMH YHCIOBUMH MOKa3HUKaMH HOPMAaTHUBIB Ta
BIJIMOBIAHOIO JaTOKO0 HAOYTTS YMHHOCTI B aTpuOyTi ValidFrom.

[Ipu 3min1 HOpMmaTuBy 3 1.5 mr/n Ha 1.0 mr/n, CYB]] Bukonye TpaH3akiiio, 1110 oome-
xye yac aificHocti (ValidTo) craporo 3anucy nator HaOpaHHS YHHHOCTI HOBUM 3aKOHOM Ta
cTBoproe HoBuH 3amuc (Tabmung 3). OgHOYaCHO aBTOMATHUYHO T€HEPYETHCS ayAUTOPCHKUI
ciif B icropuuHiid Tabnuii (Tabmuus 4).
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Tabmuus 3
biremnopanpHa akTyaibHa TaOIUI JTIMITIB

ID|Pollutant_ID |Limit_Value|ValidFrom| ValidTo | SysStartTime SysEndTime

42 1.5 01.01.2024 {01.08.2026|28.07.2026 10:30|31.12.9999 23:59
42 1.0 01.08.2026 {31.12.9999(28.07.2026 10:30(31.12.9999 23:59
Taomuus 4

biTemnopansHa icropuuHa TaOIHIIA JIIMITIB

ID|Pollutant_ID |Limit_Value |ValidFrom| ValidTo | SysStartTime | SysEndTime

42 1.5 01.01.2024 |31.12.9999|15.01.2024 9:00 | 28.07.2026 10:30

L{s xpoHosOriuHa Oe3nepepBHICTh J03BOJSE CUCTEMI BUKOHYBAaTH MPOCTOPOBO-YACOBI
3allUTH, 3aCTOCOBYIOUM PEJIEBAHTHE 3HAYCHHS HOPMATUBY AJIs OLIHKHU (PaKTy MEpeBUILEHHS,
HaBITh SKIIO JaTa BiAOOpy MpoOu Mpuragae Ha Mepioj Jil CTapuX 3aKOHOAABUMX HOpPM. Ta-
KUM YMHOM 3a0e31e4Yy€eThCSl TOYHICTh aBTOMATU30BaHUX 1HCIIEKIIITHUX BUCHOBKIB.

Tpanzakuiiini Tabnui, SKi aKyMyJIIOIOTh IEPBUHHI pe3yIbTaTH BUMIpIOBaHb, 30epira-
I0Th JIaHi 6e3 MOXJIHMBOCTI (DI3MYHOTO BUIAJICHHS HA PiBHI MPUKIAIHOTO 3aCTOCYHKY, BUKO-
HYIOUH POJIb ayAUTOPCHKOrO Ciiy. SIKI0 BUHUKAaE HEOOXIAHICTh BUIPABUTU TEXHIYHY IO-
MUJIKY y 3aTBEpP)KEHOMY IPOTOKOJII SKOCTI BOJH, CUCTEMa BIIXWIAE MpAMY MOAMQIKALIiO
3Ha4YeHb. 3aMICTh MEPE3anUCy FreHePY€EThC HOBUIM TPaH3aKIIMHUN 3aM1c 3 IHKPEMEHTOBAHOIO
BEpCi€l0, SIKUW 3a JOMIOMOTOI0 BKa3iBHHMKA JIOT1YHO TOB'SA3YETHCS 3 MOMNEPETHHOIO BEPCI€r0
npotokony. Lle 3abe3neuye 30epexeHHs iICTOPii 3MiH Ta YHEMOKIIUBIIOE IPUXOBaHy (haabCcu-
¢ikalliro peTpoCIeKTUBHUX MAaCUBIB yepe3 IHTepdenc cucTeMH.

IndopmariiiHo-aHATITUYHI CUCTEMH MOHITOPHHTY BOAHHUX PECYPCIB XapaKTepU3YIOThCS
3HAYHOI aCHMETPi€I0 HABaHTa)XCHb HA YMTAHHS Ta 3amuc. TpaauiiifHuil MigxXiJl Ha OCHOBI
0a30BUX YHiBEpCATbHUX OIEpalliii CTBOPEHHS, YUTAHHS, OHOBIICHHS Ta BHUJIAJICHHS JaHUX BU-
KOPUCTOBYE €JIMHY JIOMEHHY MOJIeNb K A MoAu(ikalii CTaHy CUCTeMH, Tak 1 Uit (opMy-
BaHHs 0araroBUMipHUX BUOiIpoK. BukoprcTaHHs Takoi yHiBepcanbHOT MOJIeli TeHepye CTPYK-
TYpHHH KOH(IIKT: MaCHBH JaHUX, ONTUMI30BaH1 /i 0€3MEeYHOro TpaH3aKILIHHOIO 3aIucy Ta
30epeKeHHs IUTICHOCTI, BUABIAIOTHCS Hee()eKTUBHUMH il YaC BUKOHAHHS CKJIAIHUX aHai-
TUYHUX arperauii. /s po3s's3aHHs 11boro KOHQUIIKTY y cripoekToBaHii b/ 3acrocoBano ap-
xitektypHuil natepH CQRS, sikuii 3a0e3nedye He3zanexHy ONTHMI3alliio Orepaliil 3anucy ta
YUTAHHS, TiABUIIYIOYH CTIMKICTh CHCTEMH il HABAHTAKCHHSIM.

OOrpyHTYBaHHSI PO3/IUICHHS CHCTEMU Ha JBa HE3aJE)KHUX KOMIIOHEHTH 0a3yeThCsl Ha
HEOOX1THOCTI PO3MEKYBaHHS KUTTEBHUX ILUKIIIB JaHUX, A€ MOJEIh KOMaH/ MPOEKTYEThCS 3
OpI€EHTALlIEI0 HA IPEIMETHY 00J1acTh 1 BIANOBIJA€ 32 BUKOHAHHS MOIM(iKallli CTAHy CHUCTEMH.
[i roJIOBHUM 3aBIAHHSIM € MPUIOM BXITHUX JaHUX, Balijaiis GopMaIbHUX BUMOT Ta MEPEeBi-
pKa KJII0YOBUX Oi3HEC-TpaBUII Ta 0OMEXEHb TOMEHHOI MozelNi. Mojenb 3anuTiB (YHKI[IOHYE
napajelbHO Ta HE3aIEeKHO, ONEPYIOYH CTPYKTypaMu JaHHUX, OMTUMI30BAaHUMH JUJIS IIBHIKOI
arperauii 3BiTiB. Po3iieHHs: Mozieniell 3anucy Ta YnTaHHS BUPILIYE TpoOieMy aCUMETPUYHO-
ro HaBaHTa)XEHHS Ta YCyBa€ TPaH3aKLiWHI OJOKyBaHHS MiJ 4ac (GOpMyBaHHS 3BITHOCTI. Y
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TpaauLiiHI}A apXiTeKTypl BUKOHAHHS CKJIQIHUX aHAJITHYHUX 3alMTiB IpU3BoAMIIO0 O 10 610-

KyBaHHS TaOJUIIb, IEPEIIKOKAIOYH MTapajIeTbHOMY 30€peKEeHHIO HOBHX JTaHUX.

JloriuHe po3JUIEHHS Omepalliii BUMarae MexaHi3My MapIIpyTH3amii JUIsl B3aeEMOJIIT MK
30BHIIIHIMU 1HTepdelicamMu Ta aapoM cuctemu. J{Jis 1[bOoro B apXiTeKTypy 1HTETPOBAaHO JHC-
meT4ep NmoBiIoMIIeHb Ha 0a3i marepra Mediator. Take pimeHHs 3a0e3neuye ciadKy 3B'SI3HICTh
MK TOYKaMU BXOJy Ta MPHUKJIATHOI0 013HEC-TIOTIKO0, HEHTPATI3YI0YH B3a€EMO/IiF0 KOMIIOHEH-
TiB. Bukopucrannas marepra Mediator 3a0e3neuye abcTparyBaHHs MPE3CHTAIMHOTO MIapy.
PoboTta To4OK BXOMY 3BOAUTHCS O OTPUMAHHS 3alUTY, HOTO NMEepeTBOPEHHS Ha MOBI1IOMIICH-
HS Ta epeAayi 10 MUHA MapuipyTu3aii. Lle 3BibHs€ 30BHINIHINA PiBeHb BiJ] JIOTIKK Basligamii
Ta YMOBHHUX PO3Tally’KeHb. Y sl Oi3HEc-JIoriKa 30cepe/PkeHa B 130JIbOBaHUX O0OpOOHHMKAX, KO-
KEH 3 SIKUX BUKOHYE OKPEMHI CIIeHapiii BUKOpUCTaHHs. [HPpacTpyKTypHi acriekTu (aBTOpu-
3allis, YHOpPaBIiHHA TPaH3aKLisIMH) BUHECEHO Y IEPEXOIUII0Badi, 10 J03BOJIsIE 0OpOOHUKAM
MPALIOBATH BUKJIIOYHO 3 TIPEAMETHOIO JIOTIKOIO.

Xoua 3actocoBanuii marepa CQRS Bupimme npoOieMy acuMeTpii HaBaHTAKCHHS IS
periaMeHTOBaHOi 3BITHOCTI, BIH HE YCYHYB (DyHIaMEHTaIbHOI OOYHCIIOBAIBHOT CKIaTHOCTI
i 9ac TepBUHHOI TeHepallii MaTepiani30BaHuX MPECTaBIeHb a00 BUKOHAHHS HEperJiaMeH-
TOBaHHUX PETPOCIIEKTUBHUX ayAuTiB. JJI1 BUKOHAHHS WX 3aBIaHb HEOOXITHO 3MiHCHIOBATH
MIPOCTOPOBO-YACOBI 00'€THAHHS 3a MPABHJIAMH IHTEpPBAIbHOT anreopu. [lonryk ictopudHo 10-
CTOBIPHOTO HOPMAaTHBY B OiTeMIOpaibHiil MOZEI BUMAarae nepeBipkd YaCOBUX MEPETUHIB Y
JBOX BUMIipax: Yaci AIMCHOCTI Ta TpaH3aKIiHHOMY 4Yaci (32 yMOBM BUKOHAHHS HEPIBHOCTEH
ValidFrom = t = ValidTo ta SysStartTime = t = SysEndTime). OCKUIbKY KJIACUYHI 1HACKCH

B-Tree npusHaueHi uis OAHOBUMIPHUX J1alla30HIB, X 3aCTOCYBaHHS AJS CKIQJHHUX Oararto-
BUMIPHHUX IEPETHHIB IHTEpBaiB y 6iTeMnopaibHiil Mozieli € Hee()eKTUBHUM 1 CTBOPIOE 3HAY-
HE HaBaHTa)KE€HHs NP 00poO11i GaraTopiuHUX apxiBiB.

s epekTrBHOT 0OpOOKM 1HTEPBAJIBHUX 3alMTIB B apXITEKTYpy IHTEIPOBAHO MEXaHi3-
MU iHAeKCcyBaHHs. [Ipy momryky mepeTHHIB y JBOX YaCOBUX BUMIpax Ajs ICTOPUYHHMX Tal-
TUIB 3acTocoBaHO kiacTepHi croBmuukoBi iHaekcu (Clustered Columnstore Index). ITig vac
BUKOHAHHS aHAJITMYHMX arperamiii onTUMi3aTop 3aluTiB BUKOPUCTOBYE aIrOPUTM BiJICiKaH-
HSl CETMEHTIB Ha OCHOBI METaJlaHMX MpO MiHIMaJbHI Ta MaKCUMaJbHI 4acOBI MEXi KOKHOTO
6noky. Lle no3Bomse aapy CYB/l irHopyBaTi HepesleBaHTHI 1CTOPUYHI MEPIOAN Ta 00poOIsITH
BiI(1IbTPOBAaHI MAaCUBH Y BEKTOPHOMY pexxuMi. Takuil mixiz 3amobirae moBHOMY CKaHyBaH-
HIO TaOnuLpb 1 3a0e3nedye cTablIbHY HIBUAKOAIIO pENALIRHUX 00'€fHaHb HE3aJIeXKHO BiJ Ha-
KOIIMYEHOT0 00CATY ayIuTOPCHKOTO CIITY.

BukopucraHHs KJIacTepHUX CTOBITYMKOBUX 1HIEKCIB Ul MaTepiali30BaHUX IMPe/CTaB-
JIeHb Ta ICTOPUYHUX MAacHUBiB He JHIIe 3abe3nedye BEKTOPHY 0OpoOKY MPOCTOPOBO-UYACOBUX
3aIuTIB, ajie i peasizye cTUcHeHHs iHpopmaii. CToBmuuKoBHid popmat 30epiranus 3adesmne-
yye Koe(ilieHT cTUCHEeHHs 10 10 pa3iB MOPIBHIHO 3 TpaaAULIHHUMHU CTpyKTypamu B-Tree, 1o
paluKaIbHO 3MEHIIYEe BUMOTH JO0 JMCKOBOTO npocropy. JlogaTkoBa onTHMi3allisi BapTOCTI
arapaTHUX PECypCiB JOCATAETHCS NUIIXOM CEKI[IOHYBaHHS ICTOpHUYHUX TaOnuub. Llei mexa-
Hi3M JI03BOJISIE 130JII0BAaTH MACHUBH JJAHUX 3@ XPOHOJIOTTUHUM KPUTEPIeEM 1 Pi3UUYHO MepeMilry-
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BaTH apXiBM MUHYJIMX POKIB Ha JIEIIeBIIl HOcCIi, 30epiralouu IMBHUIKOMII0 CHUCTEMH MijJ 4ac

00pOOKH MOTOYHUX OTIepaLini

dopmyBaHHS OaraTOBUMIpPHUX aHAJTITUYHUX 3BITIB y CHCTEMi BUMAarae mepexpecHoro
3'€JHAHHS TpPaH3aKUiHHUX MAacUBIB i3 OITEMIOpaJbHOIO HOPMATHUBHOIO 0a3010, IO TaKOX
cTBOproe pecypcoeMue HaBaHTtaxxeHHs CYB/I. 1I{o6 MiHiMI3yBaTH 11 HABAaHTAXKEHHS, MOJICTh
yutanHsa narepaa CQRS ¢dizudHO peanizoBaHa yepe3 CUCTEMY MaTepialli3oBaHUX MPEICTaB-
nenb. Bounu 30epiraroTh arperoBaHi €KOJIOTIYHI OKa3HUKH Y BUTJISA/I JCHOPMali30BaHUX BU-
0ipoK, MiHIMi3yt0ud MOTPeOy B AMHAMIYHUX PEIAIINHUX 3'€JHAHHAX MijJ 9ac 0OpoOKu 3amu-
TiB (haxiBIIiB-€KOJIOTIB.

OCKUTBKH 3aTBEPIUKEHI JOKYMEHTH (POpPMYyIOTh HE3MiHHHMI ayAMTOPCHKUHN CIij, anro-
PUTM CHHXPOHI3aIlil MaTepiaai3oBaHUX MPEICTaBICHb Y CHCTEMI pPO3/ALICHO Ha JIBA HE3aJIEKHI
nporecu. [ 3aBepIIeHnX pO3paxyHKOBUX MEPIOJIiB, MACHBH SIKUX € HE3MIHHUMHU, MPEICTa-
BJICHHS TCHEPYIOTHCSI OJIHOPA30BO 13 BIIKIIIOUEHHSIM MEXaHI3MIB TOJAIBIIOI CHHXPOHI3AIIil,
mo 3BuTbHSE pecypen CYB/l. [lng akTUBHUX pO3paxyHKOBHX MEpioJliB 3aCTOCYBaHHS CHHX-
POHHOTO OHOBJICHHSI NPEACTABJICHb BIIXWJICHO Yepe3 PU3UK TPAaH3aKIIHHUX OJIOKYyBaHb Ha
piBHI Mozeni komaH. HaroMmicTe iHKpeMEHTAIBHUHN TIepepaxyHOK aKTUBHOTO MPEICTaBICHHS
IHIIIFOETHCSA CHUCTEMOKO BUKIIFOUHO aCHHXPOHHO — Yy MOMEHT IEPEBEICHHS HOBOTO TPaH3aK-
[ITHOTO JTOKyMEHTa y CTaTyc 3aTBep/uKeHHs. Llel airoputM apXiTeKTypHO i30J1t0€ HaBaHTa-
JKCHHS Ha YMTaHHS BiJ HaBaHTa)KEHHs HA 3aIlMC, TAPAHTYIOUH CYBOPY KOHCHUCTEHTHICTH J1a-
HUX JJISI MEHYJIUX TIEPiOJIiB Ta KiHIIEBY Y3TO/DKEHICTH JUISI MOTOYHUX OTEpaLlii.

JlonaTtkoBe MPHCKOPEHHS arperamii MeTpuK y macmTadax yChOro pidKOBOTO OaceiHy
JIOCATHYTO 33 PaXyHOK MOOYTIOBU MaTepiali30BaHUX MPEACTaBICHb Ha 0a31 KIIaCTEPHUX CTOB-
MYUKOBUX 1HJEKCIB. 3aMICTh MOPSAKOBOTO YHTAHHS, BOHM CTHUCKAIOTh JIaHI MO CTOBMIISAM 1

no3BousA0Th pyurito CYB/I BukonyBaTt BeKTOpHY 00poOKy 3anuTiB (Tabmuus 5).

Tabmuis 5
[Tpuxnan CTpyKTypu MaTepiaiai3oBaHOTO MPEACTABICHHS
9 o
3 S ~
2 |25| 2. |E. | 22 |32 | 4 S
S8§|55| QFE SE| 84 | 5¢ 5 =
a > Q o = a3 = E g =
& 2= g~ g - 2= <5 2 >
= 5 X
— Ll
B Nel | 3ami
2026 | 7 | K O 12505 | 10000 | 2505 | TRUE
(p. larynemns) | 3aranbHe
Bunyck Nel
2026 7 Cynepatu| 4500.0 5000.0 0.0 FALSE
(p. Inrynernp)

CtpyKTypa HOBHICTIO 1301bOBaHA BiJl HOPMaTi30BaHUX TpaH3aKUIMHUX Tabmuib. MaTe-
piaizoBaHe MpecTaBieHHs 30epirae Bxe pospaxoBani cymu (TotalDischargedMass kg), ma-
temaTnuHi aenbTH (Exceedance kg) ta rotosi OyneBi iHaukaropu nopyuieHs (IsViolation).
BincytHicTh aTpuOyTiB TpaH3aKLIHHOTO Yacy Yu 4acy AIMCHOCTI CBITYUTH MPO T€, IO MpaBU-
Jla IHTepBaIbHOI anredpu Bxke OyJIM 3aCTOCOBaHI Ha €Tarll reHeparlii 3JinKa.
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[TpoTe acCHHXPOHHUI TEPEPAXYHOK aKTMBHUX IMPEACTABICHb CTBOPIOE YaCOBY 3aTPHM-

KY, 10 CIIPUYMHSIE PU3UK PO301KHOCTEH MiJl 4ac 0JJHOYACHOI reHeparii 3BiTiB 1 3aTBEPIKEHHS
HOBUX MPOTOKOMIB. OCKUIBKU €KOJIOTIYHUI MOHITOPUHT OIEpye IOPUJAMYHO 3HAYYIIUMU Ja-
HUMH, JJIs1 YCYHEHHS PU3MKY OTPUMAaHHA HeaKTyalbHOI iH(popMaIii peanizoBaHO MEXaHi3M
BIJIKJIaJICHOTO YMTAHHS. SIKIO KOPUCTYBad iHillil0€ ()OPMYBaHHS 3BITYy B MOMEHT HAsBHOCTI
HEOOpOOJICHNX TpaH3aKLil, CUCTeMa MPU3YIUHIE BUAaYy pe3yabTaTy A0 3aBeplIeHHs (poHo-
BOT'O OHOBJICHHS MaTepiaai30BaHOro npeacTaBieHHs. [[ist 3anobirands 6JOKYBaHHIO MPOIIECY
yepe3 napaielbHe BBEJCHHS JaHUX 1HIIUMH KOPHCTYBayaMH arOpuTM (PiKCye MITKy dacy Ha
MOMEHT CTBOpEHHs 3anuTy. CHcTeMa OdiKye Ha arperamil0 BHKJIIOYHO THUX MPOTOKOJMIB, SIKi
NEepeAyIOTh Iiil MITIi. Yl HACTYIHI TpaH3aKIii 130JI0I0THCS 1 HE 30UIBIIYIOTH Yac MOTOYHOTO
OYiKyBaHHS.

[IpakTryHa iMIUIEMEHTAIlisl 3alpPOIIOHOBAHOI APXITEKTypH CHHUPAETHCA HA PEISLIHHY
CYB]I 3 Microsoft SQL Server Ta indpactpykrypy miatdpopmu .NET. Bubip miei CYB/] 3y-
MOBJICHHI KOMIUIEKCHOIO IiITPUMKOIO iHCTPYMEHTIB, HEOOXiTHUX I peami3amii marepHa
CQRS. HatuBHa miarpuMKa TEMIOPATbHUX TAOIHIIb JO3BOJISIE JEJIETYBAaTH KOHTPOJIb HEPO3-
PUBHOCTI ayIUTOPCHKOrO Cligy 0a3i JaHWX, BUKIIOYAI0OUU HEOOXIMHICTh pearizamii MexaHi3-
MiB BepCiOHYBaHHS Ha PiBHI MPUKIATHOI Oi3HEc-oriku MoBoto C#. BojgHouac HasBHICTH Te-
XHOJIOTIi KJTACTEPHUX CTOBIMYMKOBHUX I1HJEKCIB 13 MOXIHUBICTIO BEKTOPHOI OOpOOKM Ta MiIT-
PUMKOIO MaTepiai30BaHUX CTPYKTYp Ha 0a3i iHJAEKCOBAaHMX NPEICTaBICHb (POPMYE TEXHOIO-
rivHuil GyHAaMeHT a7 Gi3UIHOT 1301111 MOJIENI YUTAHHS Ta YCYHEHHs TpaH3aKIiHHUX OJ10-
KyBaHb IIi]] 9ac 6araToBUMIipHOT IPOCTOPOBO-YACOBOI arperariii.

BucHoBKH. 3anporioHOBaHa KOHIIENITYalIbHA Ta Pi3nyHa MOJIeb 0a3u JaHuX iHPopMa-
[IMHO-aHATITUYHOI CUCTEMH CIIPSAMOBAaHA HA 3MEHIIEHHS 3aTPUMOK B 1IeHTU]IKAIII]T €KOJIOT1-
YHUX IHIUACHTIB, CIIPUUMHEHY JEIeHTPalIi30BaHUM pydyHUM oOJiKoM naHux. Pensuiiina ap-
XITEKTypa AEMOHCTPYE HiAXiJa 10 OamaHCyBaHHS KOH(IIKTY MIX CyBOPUMH HOPMaTUBHUMU
BUMOT'aMHU €KOJIOTIYHOI'O KOMILJIA€HCY Ta MOTPe0O0r0 MIBUAKOI reHepallii 0araToBUMIpHOT 3BIT-
HOCTI.

BinMoBa BiJ A€CTpYKTUBHHMX ONepaTopiB Moau(ikalii Ha KOPUCTh OITEMIIOPAIbLHOTO
MOJICJIFOBaHHS rapanTye (GopMyBaHHS O€3MEpPEPBHOTO ayJIUTOPCHKOTO CIIY, IO 3a0e3reuye
IOPUANYHY JOCTOBIPHICTh 1CTOPii BOAOKOPHCTYBaHHS HaBITh B YyMOBAaX IWHAMIYHOI 3MIHU
JEp’)KaBHUX EKOJOTIYHUX HOpMaTuBiB. BomHodac 130Js11is aHANITUYHOTO HaBAaHTAKECHHS
HUIIXOM (OPMYBaHHS JIEHOPMaIi30BaHOI MOJIEJI YUTAHHS 3HUKYE PU3HK Jerpajallli npoIyK-
TUBHOCTI Ta HMOBIPHICTh TpaH3aKUIMHUX OJIOKYBaHb IiJ Yac PETPOCIEKTHBHOI NEpPEBIPKU
KBOT Ha CTIelliajbHe BOJIOBUKOPHCTAHHS.

CrpoexToBaHa apXiTeKTypa IMEepPeTBOPIOE CUCTEMY 3 ITACHBHOTO CXOBHIIA PO3PIZHEHUX
JOKYMEHTIB Ha 1HCTPYMEHT OIEepPaTUBHOTO MOHITOPUHTY, 1110 CTBOPIOE MEPETYMOBU ISl Mi-
HiMi3alii (iHAaHCOBUX PHU3MKIB MIANPUEMCTBA 3a HAJHOPMATHUBHI CKUIU 3a0pyIHIOBAIBHUX
PECUOBHH.
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Design of the architecture and data model for an information
and analytical water resources monitoring system

Abstract. Environmental data management at enterprises is characterized by a high de-
gree of decentralization, dominated by disjointed spreadsheets and manual aggregation of
indicators. This approach significantly complicates the prompt detection of excessive dis-
charges, increasing the risk of significant financial penalties for companies. When attempting
automation, an architectural dilemma arises: ensuring environmental compliance requires
maintaining a continuous audit trail in rigidly normalized structures, while risk management
dictates the need for rapid generation of multidimensional analytical reports, the perfor-
mance of which degrades under a high level of normalization.

An analysis of engineering approaches highlights the limitations of classical relational
models with destructive operations for preserving historical context. Studies suggest using
bitemporal modeling as a means of recording chronology. However, this encounters the prob-
lem of computational degradation during spatiotemporal joins, as classical indexes are not
adapted to interval algebra. The application of the CQRS pattern is considered a way to sep-
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arate write and read operations. The aim of the work is to develop the architecture and data
model of a centralized system that balances the trade-off between the requirement for the in-
tegrity of retrospective arrays and the need for high performance of analytical queries.

To achieve this goal, the problem domain was segmented into reference, topological,
regulatory, and transactional spaces. The core of the architecture is the implementation of the
bitemporal table standard. The variability of environmental legislation is handled through
validity period attributes, ensuring the correctness of retrospective calculations. Asymmetric
loading is distributed using the CQRS pattern and the Mediator dispatcher, which physically
isolated transactions from analytics. To accelerate interval computations, clustered col-
umnstore indexes were integrated. Segment elimination algorithms and batch processing min-
imized array scanning and ensured data compression. Reading is performed through materi-
alized views with an asynchronous update mechanism. To reduce the risk of generating out-
dated reports, a deferred reading algorithm with a recorded query timestamp was developed.

The developed model establishes the technological foundation for utilizing the environ-
mental monitoring system as an operational control tool. Abandoning destructive changes in
favor of bitemporality ensures data traceability, and workload isolation minimizes the proba-
bility of transactional locks. This establishes an infrastructural foundation for timely response
to incidents and the reduction of enterprise financial risks.

Keywords: database architecture, bitemporal modeling, ecological monitoring, CQRS,
materialized views, audit trail, clustered columnstore indexes, interval algebra.
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I.M. Udovyk
METHODOLOGY FOR CREATING INTELLIGENT INFORMATION
TECHNOLOGIES FOR RECOGNITION AND PROCESSING OF
MULTISPECTRAL AEROSPACE IMAGES

Abstract. Heterogeneous Earth-observation data and rapidly expanding machine-learning,
multiagent, and multimodal models require a methodology that creates coherent intelligent
information technologies rather than isolated processing pipelines. The purpose of the study
is to develop and formalize a methodology for creating intelligent information technologies
for recognition and processing of multispectral aerospace images through synergistic pro-
cessing of heterogeneous data. The methodology combines systems analysis, set-theoretic
mappings, graph models, multilevel integration, multi-criteria configuration selection, and
structural-functional verification. A scene is represented as a multidimensional information
object with spatial, spectral, textural, contextual, temporal, and semantic characteristics. The
principal scientific result is a methodology that integrates a system of creation principles, the
Y-/ cycle of data harmonization, representation formation, and evidence-aware decision
integration, adaptive task-dependent configuration, multiagent cooperation, multimodal in-
terpretation, and end-to-end control of quality, uncertainty, and provenance. The creation
procedure includes problem formalization, admissible source and component selection, data
harmonization, integrated representation, intelligent recognition, evidence reconciliation, ex-
plained decision formation, and feedback-driven reconfiguration. Structural-functional verifi-
cation establishes mechanisms for completeness, consistency, modularity, extensibility,
adaptability, traceability, and interpretability. The methodology provides a design basis for
monitoring and decision-support systems for natural and anthropogenic objects.

Keywords: multispectral aerospace images, intelligent information technology, method-
ology for creation, heterogeneous data, synergistic processing, multilevel integration, spatial-
spectral-semantic representation, multiagent analysis, multimodal interpretation, decision
support.

Statement of the problem. Earth observation systems generate multispectral, hyper-
spectral, radar, thermal, airborne, unmanned-aerial, and very-high-resolution imagery. Their
coordinated use is constrained by geometric misalignment, unequal spatial resolution, sensor-
specific spectral response, variable acquisition conditions, missing channels, and incompatible
taxonomies [1-4]. These factors propagate from source-data quality to feature extraction,
recognition, interpretation, and decision support. Therefore, a collection of high-performance
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algorithms does not constitute an intelligent information technology unless the route from ob-
servation to an explained and traceable result is methodologically defined.

Multisensor fusion addresses integration at the data, feature, or decision level [5-7],
while machine-learning and deep-learning models improve classification, segmentation, and
object recognition [8-13]. Foundation models extend these capabilities through multispectral,
multitemporal, and multimodal representations [14—18]. However, these advances usually op-
timize individual stages. Creating a complete technology additionally requires source admis-
sibility, integrated representation, component selection, evidence reconciliation, quality and
uncertainty control, provenance preservation, and feedback.

The methodological contradiction is between the expanding diversity of data, models,
and application requirements and the predominantly fixed organization of existing processing
pipelines. Local improvement of preprocessing, fusion, or recognition cannot guarantee valid-
ity of the complete process. The methodological problem is therefore to define invariant prin-
ciples, information models, interlevel operators, admissibility rules, and feedback mechanisms
that jointly determine the creation and operation of an intelligent information technology.

In this study, creation denotes the full methodological lifecycle: formulation of the
problem and requirements, construction of the information space, selection and coordination
of components, execution of the processing route, verification of the result, and subsequent
adaptation. Controlled synthesis is its operational mechanism, which assembles a task-
dependent configuration from admissible data sources, transformations, representations,
recognition models, agents, multimodal components, and decision rules. The methodology
must preserve physical meaning at the data level, information content at the representation
level, and evidence consistency at the decision level.

Analysis of recent research and publications. Classical remote-sensing methodology
organizes radiometric and geometric correction, spectral analysis, classification, and thematic
mapping as consecutive stages [1, 2]. Fusion research distinguishes data-, feature-, and deci-
sion-level integration, but these levels are often treated separately and their effect on down-
stream reliability is not made explicit [5-7].

Random forests and support vector machines remain effective for well-defined feature
spaces and limited training samples [8, 9], whereas encoder-decoder networks, atrous models,
transformers, and promptable models extend automated interpretation [10-13]. Their perfor-
mance depends on compatibility of the representation, physical scale, taxonomy, sensor, sea-
son, and application domain. Self-supervised and foundation models add multitemporal pre-
training, vision-language alignment, and multimodal representations [14-18], but also require
control of physical meaning, calibration, evidential support, and reproducibility.

Multiagent systems decompose complex analysis into specialized functions and coordi-
nate local hypotheses [19], while multimodal models combine imagery, text, metadata, and
domain knowledge [20]. Previous studies involving the author addressed multichannel pre-
processing [21], data integration [22], multiagent object detection [23], multimodal land-cover
interpretation [24], and post-training adaptation [25]. These studies demonstrate component
feasibility but do not provide a unified methodology that simultaneously defines the scene
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model, synergistic Y—®—A integration, adaptive configuration, and end-to-end quality, uncer-
tainty, evidence, and provenance control.

Purpose of the study. The purpose of the study is to develop and formalize a method-
ology for creating intelligent information technologies for recognition and processing of mul-
tispectral aerospace images based on synergistic processing and analysis of heterogeneous
data. The object is the process of transforming heterogeneous Earth observation data into rec-
ognized, interpreted, and traceable information products. The subject is the system of princi-
ples, information models, integration operators, admissibility conditions, and structural-
functional relations that determine the creation of a task-dependent intelligent information
technology.

Systems analysis is used to decompose the technology and establish interlevel relations;
set theory and mappings formalize information spaces and integration operators; graph mod-
els represent spatial, temporal, functional, and semantic relations; multi-criteria optimization
selects a technological configuration; and comparative structural-functional analysis verifies
methodological properties.

The study addresses four tasks: to establish the principles for creating intelligent infor-
mation technologies; to formalize the multispectral scene and its integrated representation; to
develop synergistic multilevel integration of data, representations, and decisions; and to de-
fine an adaptive creation procedure together with conditions for analytical verification. The
scientific novelty consists in a methodology that unites synergistic processing, spatial-
spectral-semantic representation, intelligent recognition, multiagent cooperation, multimodal
interpretation, and evidence-aware decision support within a single quality-, uncertainty-, and
provenance-controlled model.

Presentation of the main research material. The proposed methodology is a system
of interconnected conceptual, informational, operational, analytical, and verification provi-
sions that determine how an intelligent information technology is created for a specific recog-
nition or processing task. Its information basis is a multispectral aerospace scene considered
as a multidimensional information object rather than as a set of independent channels. The
corresponding information space is defined as

I =XxSxXTXCXM, )

where X is the space of spatial and geometric characteristics; S is the spectral feature space; T
is the textural feature space; C is the space of contextual, relational, and temporal characteris-
tics; and M is the semantic space containing class taxonomies, textual attributes, and domain
knowledge.

For the i-th object, segment, or spatial unit, the integrated representation is formed as

Fi = &(X, 5., Ty Ci, M), (2)

where @ denotes the operator for forming, normalizing, selecting, and integrating heterogene-
ous characteristics after the source data have been harmonized by ¥. The representation F;
may include a dense feature tensor, object descriptors, class distributions, textual attributes,
uncertainty estimates, and links to source metadata. A scene-level representation is defined by
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the set of object representations, the graph G of spatial and semantic relations, and cross-
cutting quality, uncertainty, and provenance information.

Synergistic processing is not interpreted as mechanical concatenation of all available
channels or model outputs. It denotes coordinated interaction of complementary data and ana-
Iytical mechanisms: geometric and spectral harmonization constrains feature formation; fea-
ture quality and availability constrain activation of recognition models; model and agent out-
puts are reconciled together with their uncertainty and provenance; and the final decision pro-
vides feedback for reconfiguration. The effect of such coordination is evaluated at the task
level by informational completeness, reliability, interpretability, and resource feasibility rather
than by the amount of combined data alone.

Table 1
Notation and principal components of the proposed methodology
Notation Meaning
I D Heterogeneous aerospace images, auxiliary data, metadata, and ref-
b TR erence sources.
Spatial, spectral, textural, contextual/temporal, and semantic feature
X,S,T,C, M batial, sp P
spaces.
Fi Integrated representation of the i-th object, segment, or spatial unit.
G Graph of spatial, temporal, functional, or semantic relations between
scene objects.
¥ Operator for compatibility control, harmonization, and integration of
primary data.
o Operator for feature formation, normalization, selection, and inte-
grated spatial-spectral-semantic representation.
A Operator for reconciliation of model, agent, multimodal, and do-
main-rule outputs.
.U Quality, uncertainty, and metadata/provenance propagated through-
iy out the processing route.

The methodology is based on principles that define invariant requirements for creating
and operating the technology rather than prescribing a fixed sequence of software procedures.
The principles form three interconnected groups: the information basis, intelligent analysis,
and decision formation. Quality Q, uncertainty U, and provenance p are cross-cutting dimen-
sions that accompany all groups and all intermediate products.

The principle of multisource operation requires the technology to accept data of differ-
ent physical nature and origin, including optical, radar, thermal, multispectral, hyperspectral,
airborne, unmanned-aerial, and ground observations. It does not require simultaneous use of
every source; an admissible complementary subset is selected according to the task, availabil-
ity, compatibility, quality, information value, and access constraints.
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The principle of multilevel integration establishes explicit links between the data, fea-
ture, and decision levels. A lower-level transformation is justified only when it preserves
physical meaning and increases or maintains the information value of subsequent recognition
and interpretation. For example, visual sharpening is not considered beneficial when it distorts
spectral characteristics required for thematic classification.

The principle of spatial-spectral-semantic representation requires object and scene de-
scriptions to combine geometry, spectra, texture, context, temporal relations, and semantic
attributes. The principles of adaptability, multiagent cooperation, and multimodality deter-
mine how sources, scales, feature composition, recognition models, agent coalitions, and in-
terpretation mechanisms are changed under variable conditions.

The principle of interpretability requires the final result to be linked to verifiable evi-
dence, alternatives, and explicitly stated limitations. Decision support extends the output from
a class, mask, or detected object to a recommended action. Trust and traceability require the
recording of data sources, model versions, parameters, intermediate products, evidence, and
the route by which the decision was obtained.

Synergistic processing and multilevel integration of heterogeneous data. The opera-
tional core of the methodology is represented by a coordinated composition of three operators.
The W operator performs compatibility control, harmonization, and integration of primary
sources. The @ operator constructs the integrated spatial-spectral-textural-contextual-semantic
representation. The A operator reconciles the outputs of statistical and machine-learning mod-
els, specialized agents, multimodal components, and domain rules. Their coordinated compo-
sition realizes synergy across the data, representation, and decision levels. The generalized
representation is

£ = Ao & o iF[DL,D-If), (3)

where D,, ..., Dy are the available sources and Sl is the integrated scene representation associ-
ated with the resulting recognition or decision. The composition does not imply an irreversi-
ble linear sequence. Quality, uncertainty, or evidence control may initiate a return to source
selection, harmonization parameters, feature composition, spatial scale, or the set of active
models and agents.

At the ¥ level, the technology verifies spatial, temporal, radiometric, and spectral com-
patibility; transforms data to a common spatial reference; constructs validity masks; and pre-
serves physically interpretable channels. Its output can be a harmonized multichannel data
cube or a set of aligned modalities with documented relationships rather than a single fused
image.

At the @ level, spatial, spectral, textural, contextual, temporal, and semantic characteris-
tics are formed, normalized, selected, and linked to object or graph structures. Every feature
retains information about its source, spatial support, transformation method, validity, and
quality. This prevents an integrated representation from becoming detached from the physical
and procedural origin of its elements.

At the A level, class distributions, object hypotheses, agent evidence, multimodal de-
scriptions, and domain rules are reconciled. The output contains the preferred class or state,
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alternatives, reliability, uncertainty, supporting and contradicting evidence, an explanation,
and a recommended action. A multimodal output is treated as one evidence source and cannot
replace evidence-aware reconciliation.
The complete methodological model for creating an intelligent information technology
is defined by the tuple

M= (P,LW,&AV,AQU,u, )

where P is the system of methodological principles; I is the information space; ¥, ®, and A
are the integration operators; A is the set of specialized recognition models and agents; V is
the multimodal component; Q is the quality-control system; U is uncertainty; and x contains
metadata, evidence links, and provenance. The tuple specifies the minimum set of compo-
nents and relations that must be instantiated in a concrete intelligent information technology.

The structural and functional relations are summarized in Fig. 1. The methodology is
not a fixed linear pipeline but a controlled process for creating a task-dependent technology.
The principles impose invariant requirements; the WY—®—A cycle implements synergistic inte-
gration at the data, representation, and decision levels; and Q, U, and x accompany every
transformation and constrain acceptance of the result.

[ SYSTEM OF SYNTHESIS PRINCIPLES P ]
v
e )\ [ TASK, REQUIREMENTS, AND CONSTRAINTS ]
CROSS-CUTTING v
DIMEDSIONS [ FORMATION OF AN ADMISSIBLE TECHNOLOGICAL CONFIGURATION @* ]4—
= ™ *
QUALITY 7 'F[ HETEROGENEOUS MULTISPECTRAL AEROSPACE IMAGES AND RELATED DATA D;...Dy J
Q v g
. J
T -D[ Y — SYNERGETIC DATA HARMONIZATION AND INTEGRATION
I N v :
UNCERTAINTY
U [ SPATIAL, SPECTRAL, TEXTURAL, CONTEXTUAL, AND SEMANTIC FEATURES
7
(N J * N\
"‘{ @® — INTEGRATED INFORMATION REPRESENTATION OF THE SCENE F + G {;‘ é
( ) =4
¥ ) 5
PROVENANCE AND Z 3 g &
TRACEABILITY INTELLIGENT ANALYSIS Qu
L= ML /DL SPECIALIZED MULTIMODAL DOMAIN
MODELS AGENTS COMPONENTS RULES
S
* N
Propagated through = —>[ A — EVIDENCE-AWARE DECISION INTEGRATION
all processing levels - J
< J S
[ EXPLAINED RECOGNITION RESULT AND DECISION SUPPORT
J
li
v v v

[ ACCEPTED ] [ DEGRADED ] ( RECONFIGURE / REJECT ]7

Figure 1 — Methodology for creating intelligent information technologies for recognition
and processing of multispectral aerospace images
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Figure 1 separates the design and operational levels. The design level establishes princi-
ples, task, requirements, constraints, and the admissible configuration ®*. The operational
level implements WY-®—A through ML/DL models, specialized agents, multimodal compo-
nents, and domain rules. Its output is an explained recognition result with alternatives, uncer-
tainty, supporting and contradicting evidence, limitations, and a recommendation. Accepted
results satisfy critical quality, evidence, and traceability conditions; degraded results require
explicit limitations or expert verification; and reconfigure/reject activates feedback to data,
scale, parameters, features, models, agents, rules, or thresholds. Thus, adaptability is embed-
ded in the creation methodology.

Procedure for creating a task-oriented intelligent information technology. For a
specific task of recognition or processing of multispectral aerospace images, creation is opera-
tionalized as controlled synthesis and selection of a configuration ® from an admissible set Q.
A configuration specifies selected data sources, preprocessing operators, feature composition,
recognition models, agents, multimodal components, domain rules, resource profile, ac-
ceptance thresholds, and trust constraints. The selection criterion is

Bopt = arg max ](@),0 € 1, (5)

where J(®) is a normalized multi-criteria objective combining expected decision reliability
Qdec, information completeness I, explainability E, adaptability and transferability A, uncer-
tainty U, and resource cost Cres with application-dependent weights. The expression is a
methodological objective rather than a universal numerical metric. Each implementation must
define normalized components, critical constraints, and admissible trade-offs for its subject
domain.

The procedure for creating a task-oriented intelligent information technology consists of
the following steps:

1. define the recognition or processing task, required information products, admissible
risks, and acceptance criteria;

2. build registries of available data, transformations, features, models, agents, multi-
modal components, rules, and computational resources;

3. exclude incompatible components using spatial, spectral, taxonomic, quality, re-
source, provenance, and access constraints;

4. generate the admissible configuration set Q and select ®opt according to the multi-
criteria objective;

5. construct and execute the ¥ — ® — analytical components — A route while propa-
gating Q, U, and y;

6. verify recognition quality, evidence completeness, and traceability and assign an ac-
cepted, degraded, or reconfigure/reject status;

7. update data requirements, parameters, components, or the processing route using
feedback from quality control and expert validation.

This status logic prevents a high confidence score from compensating for low source
validity, uncalibrated uncertainty, or incomplete evidence.
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The methodology is verified structurally and functionally because its principal result is
a design framework rather than performance in one application. Verification checks whether
the model contains mechanisms required for a coherent, reproducible, adaptive, and explaina-
ble information technology. Table 2 compares it with fixed or model-centred approaches.
Table 2

Comparison of fixed approaches and the proposed methodology

Typical fixed or model-

Criterion
centred approach

Proposed methodology

Task-dependent multisource configu-
ration assembled from registered
components.

One sensor or a predefined data

Input organization .
P g combination.

) . Synergistic W-®—A integration at
One level is usually dominant: ynerg g

Integration . .. data, representation, and decision
pixels, features, or decisions.
levels.
Scene Pixels, a single feature tensor,|Object and scene representations
representation or isolated objects. linked by graph G and provenance .
. Recognition models, specialized
Analytical . J . P
One model or a fixed ensemble. | agents, multimodal components, and
components .
domain rules.
: Manual  reconfiguration  or|Configuration  selection,  status-
Adaptation

model retraining. driven reprocessing, and feedback.

End-to-end validity, quality Q, un-
Quality control | Primarily final task accuracy. |certainty U, evidence, and prove-
nance.

Decision, alternatives, evidence, lim-
itations, explanation, and recom-
mendation.

Class label, score, or segmenta-

Interpretation .
P tion mask.

Sources, versions, parameters, route,
and intermediate provenance are re-
tained.

Parameters may be stored sepa-

Reproducibilit
eproductbrlity rately from outputs.

Structural completeness follows from the explicit presence of all levels from primary
data and task requirements to recognition, interpretation, and decision support. Functional
consistency is achieved through the defined inputs and outputs of ¥, ®, and A. Modularity
follows from the possibility of replacing an algorithmic implementation without changing the
methodological role of the component. Extensibility is provided by registries and admissibil-
ity rules that allow new sensors, features, recognition models, agents, multimodal services,
and domain rules to be added.
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Adaptability is supported by task-dependent configuration selection, status-driven re-
processing, and feedback. Traceability is ensured because quality, uncertainty, evidence,
metadata, and provenance remain associated with each intermediate and final product. Inter-
pretability is not reduced to a generated textual description; it is defined as the correspond-
ence between a conclusion, supporting and contradicting evidence, alternatives, limitations,
and the processing route.

Table 3
Analytical verification of the methodology

Property Verification condition Methodological mechanism

The methodological model includes
principles, information space, ¥Y-®-A
operators, analytical components, Q, U,
and u.

All required stages from data
acquisition to decision support
are represented.

Structural
completeness

Outputs of one level are valid
inputs to the next and retain
their meaning.

Formal roles of ¥, @, and A and docu-
mented interlevel contracts.

Functional
consistency

An implementation can be re-
Modularity |placed without changing the role
of the component.

Registries, admissibility rules, and oper-
ator-level interfaces.

Open component sets A and V and task-
New data sources, features,

Extensibility dependent configuration ® created from
models, or agents can be added. .
registered components.

The route changes when data
Adaptability |quality, resources, or task con-
straints change.

Multi-criteria selection, feedback, and
accepted/degraded/reconfigure statuses.

Every decision can be linked to
Traceability |sources, transformations, and
versions.

Provenance ux and end-to-end recording
of the processing route.

The decision is supported by
Interpretability |evidence, alternatives, and limi-
tations.

Evidence-aware A reconciliation and
structured decision output.

Component-level feasibility is supported by the author's previous studies: multichannel
preprocessing [21], data harmonization and fusion [22], multiagent object detection [23], mul-
timodal land-cover interpretation [24], and post-training neural adaptation [25]. These works
confirm the implementability of the principal methodological levels, but they do not substitute
for unified evaluation of a complete task-dependent configuration.

The methodology has limitations. The configuration criterion and its weights must be
instantiated for a particular domain; reliability depends on complete model registries, quality
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metadata, provenance records, and domain-specific uncertainty calibration. Synergistic inter-
action does not guarantee automatic accuracy improvement. The contribution is to define the
conditions, information relations, and feedback mechanisms under which heterogeneous data,
models, agents, and evidence are combined in a controlled, reproducible, and explainable
manner.

Conclusions. A methodology for creating intelligent information technologies for
recognition and processing of multispectral aerospace images has been developed. Its scien-
tific novelty lies in replacing a fixed pipeline with a controlled, task-dependent creation pro-
cess based on synergistic processing of heterogeneous data. A system of principles and a mul-
tidimensional scene model have been formulated. They combine multisource operation, multi-
level integration, spatial-spectral-semantic representation, adaptability, multiagent coopera-
tion, multimodality, interpretability, decision support, quality, uncertainty, trust, and traceabil-
ity. The Y—d—A model coordinates harmonization of primary data, formation of integrated
spatial-spectral-textural-contextual-semantic representations, and evidence-aware reconcilia-
tion of recognition models, agents, multimodal components, and domain rules. Creation of a
task-oriented technology has been formalized as multi-criteria selection from an admissible
configuration set, followed by quality-aware execution, evidence verification, status assign-
ment, and feedback-driven reconfiguration. Structural-functional verification established
mechanisms for completeness, consistency, modularity, extensibility, adaptability, traceabil-
ity, and interpretability, and clarified the distinction between methodological validity and per-
formance in a particular application. Previous component-level studies confirm implementa-
bility of the principal levels. Further research should provide unified experimental evaluation
of complete configurations, domain-dependent uncertainty calibration, and quantitative as-
sessment of recognition reliability, explanation quality, and decision-support effectiveness.
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Memooonocia cmeopennsn inmeneKmyanbHux iHhopmayiiinux mexnoaozii
PO3ni3Haeanua ma 00poOKu 6a2amocneKmpaibHux aepoKoCMivHUX 300parx3cens

Ananiz ocmanuix oocniodcens i nyonikayiu. CyyacHi cucmemu OUCMAHYIUHO20 30HOY-
eanms 3emii popmyoms pi3HOPIOHI 6a2amocneKkmpaibHi, 2inepcnekmpaibhi, padionoKayiliHi,
mennogi i be3ninomui oani. Memoou ix kopexyii, inmezpayii, po3nizHABAHHS, MYIbIMUASEHN-
HO20 Ma MYTbMUMOOAIbHO20 AHANI3Y NEPesadtCHO po3susaiomvcs okpemo. Hesupiwenorw e
npoobnema €OuHoi Memooono2ii, wo BUSHAYAE 8UOIp O0xcepen | KOMNOHeHMi8, hopMYyBaHHs.
npeocmasiiets, Y32004CeH S pileHb, KOHMPOIb IKOCMI Ul HeBUHAYEHOCMI, 30epedCceHHs No-
XOO0XCEeHHs ma adanmayiro Mapupymy oopooKu.
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Mema oocnioxcennsn. Pozpobumu u popmanizyeamu memooonozito Cmeopents inmeie-
KMYanoHUx HQopmMayiiHux mexHonoz2iti po3nizHaeanHs ma 0OpooKu 0a2amocneKmpanbHux
AEePOKOCMIYHUX 300padCceHb HA OCHOGI CUuHepeemu4Hoi 0OpOOKU PI3ZHOPIOHUX OaHux, bazamo-
pisHesoi inmecpayii ti a0anmueHo20 GopMy8arHs NPeOMemHO 3a1eNHCHOI KOHgieypayii.

Buxnao ocnoenoeo mamepiany oocnioxcenusn. bacamocnekmpanohy cyeny nooawo sk
bacamosumipnuil ingpopmayitinutl 006’ €km, wo NOEOHYE NPOCMOPOBI, CNeKMPALbHI, MEeKCmyp-
Hi, KOHMEKCMHI, YACOBI U CeMAHMUYHI XAPAKmMepucmuxu. 3anponoHosana memoooioz2is iH-
mezpye cucmemy NPUHYUnie cmMeopenHs, GopmanvHy iHgopmayiiny mooens, yuki P—d—-A
V32000iCeH s OaHUX, YOPMYBAHHS NPeOCMABIeH S MAd O0KA308020 Y3200MCEeHHsL pilleHb, add-
nmueHull 6uOIp KOHGhicypayii, inmenekmyaibHe po3nizHABAHHS, MYIbMUALEHMHY KOONepayiio,
MYTbMUMOOANbHY THMepnpemayito i HACKpizHull KoHmpons sikocmi Q, nesuznavenocmi U ma
noxoooicenns |. Ilpoyedypa cmeopenHs 0Xonuoe nocmanosKy 3a0aui, QOpMySanHs peecmpie
KOMHOHEHMIB, nepesipKy cymichocmi, aubip oonycmumoi Kongizypayii, BUKOHAHH MApupy-
my, gepucghixayiro pezyiomamy U peKkoHpicypayiio 3a 360pOMHUM 38 SI3KOM.

Bucnosku. Pospobnena memo0onozis, Ha iOMiHY 8i0 (IKCOBAHUX KOHBEEPHUX NIOX00I8,
BUZHAYAE KEPOBAHUL NPOYEC CMBOPEHHS NPEOMEMHO 3ANeHCHOI MEeXHONO02II Ha OCHOBI CuHep-
2emuunoi 00pobKu, THMe2pPoB8aAH020 NPOCMOPOB8O-CNEKMPATbHO-CEMAHMUYHO20 NPeoCcmas-
JIEHHs, Koonepayii mooenel i azeHmis, 00KA308020 V3200MCEeHHs pilleHb Ma A0anmueHO20
360pomHo20 38 ’A3Ky. CmpykmypHo-@yHKYioHaIbHA 6epuhikayis CMAHOBULA MEXAHIZMU NO-
BHOMU, Y3200HCEHOCMI, MOOYIbHOCTI, POUWUPIOBAHOCTI, AOANMUBHOCTI, NPOCIENC)BAHOC-
mi ma iHmepnpemo8anoCmi.

Knrouosi cnosa: bacamocnexmpanvhi aepokoCMiuHi 300pasdcents, iHmenekmyaibHa iH-
¢opmayitina mexnonoeis, Memooono2is CMmeopeHHs, PisHOPIOHI OaHi, CUHepeemUyYHa 0opoo-
Ka, bazamopigenesa inmezpayis, npocmopo8o-CneKmpaibHO-CeMAHMUYHe NPeoCmasieHHts,
MYTbMUALEHMHUU AHANT3, MYTbMUMOOAIbHA IHMepnpemayis, niOmpumKa RPUtHAMms pi-
uieto.
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A.A. KpaBuyk, M.B. Onaii
MPOEKTYBAHHS APXITEKTYPU IPOT'PAMHOI CUCTEMM BUSIBJIEHHS
TA BJIOKYBAHHS HTTP LR-DDOS ATAK HA IIVTIAT®OPMI KUBERNETES

Anomayin. Y cmammi 3anponoHosano ma peanizo8ano po3nooileHy apXimexmypy 3aXucmy
Mikpocepegicis 6i0 Huzbkouwsuoxichux DD0S-amax (LR-DDO0S) npuxnaonoeo pisns y cepedo-
suwyi Kubernetes, 6ez mooughikayii ko0y yinbosux 3acmocynkie ma 6e3 8iOUymHUX 3aMpPUMOK
ne2imumno2o mpagiky. Apximekmyphe piuieHHs 0a3yeEmMvCs HA PO30iNeHHI NIOWUHU MAPUL-
pymuzayii (Data Plane) ma ananizy (Control Plane): ampubymu npuxnaonozco piemns 36upa-
romocsi posuupennam EnvoyFilter nicis oewuppysanns TLS-mpaghixy na exionomy uiniosi
Istio, a mepearcesi ampubymu — sacobamu eBPFIXDP, nicis woeo acunxponno nepedaiomcs
00 6poxepa Apache Kafka. Pospobneni mosoio GO modynv knacugixayii 3 20puzonmanbHum
macwmabysannsim ma Konmpoaep Ha 6asi wabnony Kubernetes Operator soepicaroms doice-
pena DDOS-amax y Redis i3 mexanizmom TTL Onsa éudanenns 3acmapinux OaHux ma OHOGI0-
romo npasuna 6aokyeanns 8 pecypci AuthorizationPolicy. IJe 3abesneuye mpu cyenapii pea-
2Y8AHHA HA AMAKy: NOBHY K1AcUugikayilo HegiooMux ceciil, NPUCKOpeHy nepesipky 3a s3depe-
HCEHUMU cusHamypamu ma O10Ky8anHs 3anumié Ha winto3i 3i cknaouicmio O(1). Excnepume-
HMAIbHI O0CHIONCEHHS NIOMBEPOUNU BUCOK)Y NPOOYKMUBHICMb cucmemu. 3ampumka 6io En-
voyFilter cmanosumo nuwe 2,933 mc, a uac peaxyii — 3,15 ¢ ons nosux docepen, 0,8 ¢ 0ns
gioomux cuenamyp ma 5,674 mc ona O10KysanHsa Ha pigHi ulno3y. Mooyns knacugikayii 00-
pobnsie 4000 ceciii 3a 32,5 mc i3 suxopucmanuam 3,09 MB onepamusnoi nam ’smi. Ilopiguano
3 bpanomayepom eebsacmocynxie Coraza WAF cucmema demoncmpye y 12,3 paza menury
3ampumxy (3,667 mc npomu 45 mc) ma 3HauHo uugy nponyckHy 3oamuicme (1973 npomu 473
3anumie/c).

Knrwouosi cnosa: DDO0S, nuzvxowsuokicni DD0S-amaxu, LR-DDO0S, npoepamma cucmema,
IHOICeHepisi npoepamHo2o 3abesneyents, mikpocepsicna apximexkmypa, Kubernetes, Istio, za-

xucm iHghopmayii, kpunmozpaghis.

ITocTanoBKka mpodsaemu. Po3noaineHi araku Ha BitMOBY B oOciyroByBaHHi (distribut-
ed denial-of-service, DD0S) 3anuinaroThCst OJHIEIO 3 HAWMOMIMPEHIIIMX PHYUH MOPYIICHHS
6e3nepediitHoi po6oTH BeOCepBiciB, MPUUOMY KUIBKICTh TAKUX IHIUAEHTIB IPOIOBXKYE CTPIM-
ko 3poctatu [1]. OcobnuBy Hebe3neKky B LbOMY KOHTEKCTI CTaHOBJIATH HU3BKOIIBHJIKICHI
araku mnpuknaaHoro piBHsa (low-rate DDoS, LR-DD0S), cnpsiMoBani Ha MpPOTOKOJIU
HTTP/HTTPS. Ha Biaminy Bin 06’emuux (volumetric) DDoS-atak, siki mepeBaHTaxyIOTh Ka-
HaJlu 3B’S13Ky Oe3lepepBHUM MTOTOKOM MEpEXEBUX MAKEeTIB JaHMUX 13 BUCOKOIO YacTOTOIO [2],
LR-DDo0S araku (manpukian, Slowloris [3], RUDY [4], Slow Read [5]) 3acTocoByrOTbH
NPUHIUIIOBO 1HIIWH MiAX1J: BOHU IITYYHO YTPUMYIOTh MEpEKeBi cecii BIIKPUTUMU 3a JOIO-
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MOTOI0 HaBMHCHOTO 3aTATyBaHHS Ipouecy rnepenadi abo 3untyBaHHs (parmentiB HTTP-

3aMuTIB, 10 MPU3BOAUTH 0 Buyepnanua nyny TCP-3’eqHanb, mepenoBHEHHS 4epr OYiKy-
BaHH:, OJOKYBaHHS MOTOKIB OINEPaLifHOI CHCTEMH Ta HAJAMIPHOTO CIIOKUBAHHS ONEPAaTHBHOI
nam’Ti LiIboBOTO cepBepa [6; 7]. Uepes maily iHTEHCUBHICTh TeHepalii makeriB Tpadik LR-
DDoS arak 3a cBoiMH MapaMeTpamMH € MOAIOHUM /10 aKTUBHOCTI JIETITUMHUX KOPHCTYBAyiB i3
HECTaOUTFHUM MEPEKEBUM 3’ €HAHHSIM, M0 3HAYHO YCKIIATHIOE 1X iIeHTU(IKAIlIO 33 JIOIo-
MOTOI0 CTATHCTUYHUX METOJIIB Ta 3BHYAWHUX MEXaHi3MiB KOHTPOIO Tpadiky (30kpemMa, 00-
ME)KEHHS IHTeHCUBHOCTI 3allUTIB), OCKUIBKH IIBUAKICTh HAJAXOJDKCHHS 3JIOBMHCHUX 3aIlHTIiB
3a3BUYail He NEPEBUILYE BCTAHOBJIEHUX IIOPOIOBUX 3HAYEHb [ §].

CyuacHi nporpaMHi CUCTEMH Jie/lalli YacTille IPOEKTYIOTHCS Ha OCHOBI MiKpOCEPBICHOT
apxiTekTypu [9] Ta mpamioTh y PO3MOMIICHINX XMApHUX CEPEIOBHUIIAX 13 3aCTOCYBAHHSIM
TEXHOJIOT1H KOHTeHHepu3allii, e 3aralbHONPUIHATAM CTaHAAPTOM aBTOMATH3AIlil Ta OpPKeCT-
pauii e miarpopma Kubernetes [10]. PosropranHs nporpaMHUX KOMIIOHEHTIB Y MEXaXx KJiac-
tepa Kubernetes nepenbauae 00’ e iHaHHS 00YHCITIOBATIBHUX BY3JIIB Y CIUIBHHUN YJI PECypPCiB,
7ie KepyBaHHs KOHTeWHepaMu, OaaHCyBaHHSI HAaBaHTAXXCHHS Ta MapIIPyTU3allis Tpadiky Mix
HUMU 3TIHCHIOIOTHCS quHaMivHO [ 10]. ITomiOHMIA miaXig CyTTEBO MiIBUIIYE THYYKICTh Ta TO-
PU30HTAIILHY MacIITaOOBaHICTh CUCTEM, IMPOTE BOJHOYAC MAE PUMKH JJIS IXHBOI 3arajbHOI
BITMOBOCTIMKOCTi. 30KpeMa, 4yepe3 B3a€MO3B’S3KHM MK €JIEMEHTaMH CHCTEMH, THMYacOBE
OOMEKeHHS JOCTYIMHOCTI a00 BHUEpIaHHS OOYHMCIIOBAIBHUX PECYpPCIB OJAHOTO KPUTHYHOTO
KOMIIOHEHTa (HaIpuWKJIaa, LEHTPalTi30BaHOrO cepBicy aBTeHTH(ikamii) BHacmimok DDoS-
aTaKkd 3/aTHE CIPOBOKYBATH JIABUHOMOIOHY JErpajallito MpOIyKTUBHOCTI BCHOTO JIAHITIOTA
00po0Oku 3amutiB. OKpiM TOTO, Mpolec MOOYIOBH CUCTEM 3aXHCTY BiJ aTaK YCKIIAJTHIOETHCS
3a3BUYail IPUTAMaHHOIO MIKPOCEPBICHUM pILIEHHSIM T'€T€POreHHICTIO (IO MOJISIrae y BUKO-
PUCTaHHI PI3HUX TEXHOJIOTI Ta 1HCTPYMEHTAapil0 MPOTrpamMyBaHHA), 1€ OKPEMi KOMIIOHEHTH
CTBOPIOIOTHCSI PI3HUMHU KOMaHJaMH PO3POOHHUKIB 13 3aCTOCYBaHHSIM PI3HUX MOB NPOTpamy-
BaHH$, apXITEKTYpHUX 1I1a0J0HIB Ta BeOGpelMBOpPKIB. 3a TAKMX YMOB peajlizallisi MeXaHi3MiB
npotunii LR-DDOS arakam BcepeanHi MPUKIATHOTO KOIY KOKHOTO CEpBICY € HeeeKTHB-
HOI0, OCKUJIBKM BOHA MPU3BOAUTD JI0 PO30CEPEIKEHHS aJITOPUTMIB 3aXUCTY, HAAMIPHOTO Ty0-
JFOBAHHS BUX1THOTO KOy Ta CYTTEBOTO YCKJIATHEHHS IICHTPATi30BaHOTO KEPYBaHHS IOJIITH-
KaMHU (iIbTpaiii MepexxeBoro Tpadiky.

3 oryiAay Ha BHIE3a3HAUEHE, aKTyaJbHOIO MPOOJIEMOIO0 € MPOEKTYBAHHA YHI(1KOBaHOT
apXITEKTypH MPOTPAMHOI CHUCTEMH, sika 3abe3nedyBasia O BusBiIeHHS Ta OmokyBanHs HTTP
LR-DDoS arak y xiactepi Kubernetes 6e3 BHeceHHsI 3MiH JI0 BUXIJHOTO KOJY OKPEMHUX MiK-
POCEpBICIB, TapaHTYIOUH TIPH 1IbOMY 30€peKeHHS IXHbOi aBTOHOMHOCTI, MacIlITaOOBaHOCTI Ta
B1IMOBOCTIWKOCTI. CKJIaIHICTh BUPINIEHHS IIi€1 MPoOIeMHU MoJsrae B HE0OX1THOCTI OJHOYAC-
HOTO 3/1CHEHHS KOMIUIEKCHOTO aHalli3y BXIJHOTO iIHTepHET-TpadiKy Ta 3a0e3MeUYeHHS BHCO-
koi mBuAKoCcTI 00pookn HTTP-3anuTiB. 3 ogHOTO OOKY, 3a0€3MeUeHHS] BUCOKOI TOYHOCT1 BH-
sereHHst LR-DDOS arak mpukiagHOTO piBHS 3a3BHYail BUMara€ BUKOPUCTAHHS JaHUX SIK Me-
PEeXKEBOTO, TaK 1 MPHUKIATHOTO piBHIB MepexkeBoi mozeini OSI [11]. BpaxoByrouu mupoke BU-
KopuctanHs npotokosry HTTPS y cydacHux cucTemax, HeoOXiTHOIO MEepPeyMOBOIO € OTpPH-
MaHH$ Joctyny 1o BMicty HT TP-3anuTiB y aemudpoBaHoMy BUTIIAL 10 IXHBOI Iepenayl Ha
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00poOIeHHS B IUIBOBHI MiKpOcepBic ab0 3aCTOCYHOK. 3 iHIIOro OOKy, IHTEerpaiis METOJIiB

BusiBieHHs: DDO0S-atak 6e3mocepelHbO Y BHUXITHUN KOJ MIKPOCEPBICIB € HEepEKTHUBHOIO,
OCKUIBKH 11€ MPU3BOJUTH 10 CYTTEBOTO 3pPOCTaHHS 3aTPUMOK OOpOOKH 3alMTIB Ta COPUYHHSIE
JI0JJaTKOBE HABAHTA)KEHHS HAa OOYMCIIOBAIIBHI PECYpPCH, L0 3arPOXKY€ 3HIDKEHHSIM 3arajbHOi
NPOJYKTHBHOCTI BCi€i cuctemu. Binrak, mocrtae 3agaya BHOKPEMIICHHS MEXaHI3MiB 3aXOTll-
nenHs tpadiky, Horo anamizy ans BussieHHs DD0S-arak Ta momanbmoro 010KyBaHHS, IO
nepeadavae iXHIO peanizaiiio y BUMIIAAl yHi(pIKOBaHOTO iH(QPACTPYKTYpHOTO PIllIEHHS HA Pi-
BHI Kiactepa. [IpakTuyHa IiHHICTH TaKOTO MiJXOAy MOJSATrae B 3a0e3MeUeHH] 3aXUCTY CUCTe-
MU 0e3 BTpy4aHHs Y BUXIJHHNA KO/ MIKPOCEPBiCiB.

AHaJni3 ocTaHHIX AocaiKkeHnb i myOJikaniii. CyyacHi 10CTiIKEHHS, TPUCBSYEHI MPO-
onemi BusiBneHHs LR-DDOS arak, nponoHyo0Th HIIMPOKHA CIIEKTP METOIB Ta alrOPUTMIYHUX
pileHs, cepen SAKUX HAHOLIBIIOrO MOMIMPEHHS HAOYJIW METOJ| CTATUCTHYHOIO aHalli3y eHT-
porii [12], MeTox Ha OCHOBI MMPOTHO3yBaHHS YacoBUX psAdiB [13; 14], a Takox METOM Ha OC-
HOBI MAaIIMHHOTO HaB4YaHHSA [15], 30kpema HeiipoHHUX Mepex [16]. BomHouac mnst migBu-
IICHHS TOYHOCTI i1eHTH(]iKaIii TaKUX aTak y MeXax [UX IMiJXO0/1iB MOKYTb 3ally4aTucs A0/a-
TKOBI aTpuOyTH MPHUKJIAIHOTO PIiBHS, IO CBOEI Yeproro rnepemdavae ananiz Bmicty HTTP-
3aMMTiB y AeMU()POBAHOMY BHIJISIII. 30KpeMa, MOJIOHMIA MiAX1]] TOKIaJICHO B OCHOBY MOJIH-
(iKOBaHOTO METOJy Ha OCHOBI YaCOBHX PSIIB, KWK mepeadadae mepexia BiJ aHaizy CyTO
MEpeKEeBHUX MOKA3HUKIB 10 aTpuOyTiB MpuKiIagHOoro piBHA [17], BogHOUYac 30epiraroun MOX-
JMBICTh KOMIUIEKCHOTO TIO€THAHHS AaHUX 000X piBHIB. [IpoTe OUIBIIICTE PO3TIAHYTUX POOIT
30cepe/DKeHa BUKIIOYHO Ha aHalli3i eeKTHBHOCTI caMHuX MeToJiB BusiBieHHs DDO0S-atak,
TOJII SIK MTUTAHHS MPOEKTYBAHHS MPOTPAaMHOI apXiTEKTypH IJIsl iXHHOT'O BIIPOBAKEHHS y pO3-
MOJIIJIEH] MIKPOCEPBICHI CUCTEMH 3aJUIIAETHCS BIAKPUTHM.

AmHaii3 HasSBHHMX BapiaHTIB po3ropTaHHs 3aco0iB 3axwcry Big DDo0S-atak mossomsie
3rpyIyBaTH iX Y TpU OCHOBHI Kareropii. Ilepiia 3 Hux 6a3yeThcsi Ha BUKOPUCTAHHI TpaanLliii-
HUX OpanamayepiB s BeO3actocyHkiB (Web Application Firewall, WAF), siki po3ropraroTh-
CS1 Ha 30BHIIIHIX TOYKaXx BXOJy JIO CHUCTEMH, 30KpeMa Ha BXIJIHHUX MEpPEKEBUX
nuto3ax [18; 19]. Taki mporpamHi pitreHHs, 30kpema Ha ocHoBi ModSecurity Ta OWASP
Core Rule Set [20], mepexOIUIIOOTh 1 MOCITIIOBHO aHANI3YIOTh KOXKEH 3aIlUT, NMEPE] TUM SIK
nepeaaTi Moro 10 MiIb0BOrO cepBicy. OCHOBHHMI HEMOJIK TaKOTO MiAXOY IMOJISITAaE B TOMY,
110 BXiJHHUH [IUTIO3 IEPETBOPIOETHCS HA KPUTUYHHUN BY30J1 iHPPACTPYKTypH, IEpEeBaHTAKECHHS
a0o0 BiIMOBA SKOTO 3yMUHSE PoOOTYy Beiei cuctemu. Ockinbku BusiBienHs LR-DDOS arak mo-
TpeOye pecypCcOEMHOT0 aHali3y BMICTY Ta MOBEAIHKOBUX XapakTtepuctuk HTTP-3anuTiB, pa-
NITOBE 3pOCTaHHA HIKIAJIMBOTO Tpadiky MOXKe MEePEeBAaHTAKUTHU MOTYKHOCTI By3J1a MEPEKEBO-
ro IUII03Y, CIPUYMHSIIOYA 3pOCTAaHHS 3aTPUMOK MiJ yac oOpoOKH JEriTUMHOTO Tpadiky Ta
3YMOBJIIOIOYH BUCOKHIA PiIBEHb XHOHOITO3UTUBHUX CIPAI[bOBYBaHb.

Jpyra xareropis nependavyae BUKOpPUCTAaHHS BOYJOBaHHUX MOAYNIB Oe3neku abo mpo-
MiKHOTO mporpamHoro 3abe3neueHus (middleware) [21], konu Mexanismu BusiBiaenus DDOS-
aTak 1HTErpylTbcs Oe3MOCepeHbO Yy BUXIIHUNA KO/ MIKpOCEpBICIB. Xoua i€ HIBETIOE PU3HK
MePEBAHTAXEHHS BX1IHOTO MEPEKEBOTO IUTI03Y, TAKUK IMIIX1Jl BUMarae Moaudikarii BUX1i/-
HOT0 KoAy BeO(peiiMBOPKIB Ta CTBOPIOE JAOJATKOBY 3aJIEKHICTh JUIsl O13HEC-JIOTIKH CaMOTro
3aCTOCYHKY B1J] BIPOBAP)KEHOT CUCTEMHU 3aXUCTy. Y cCHCTEMax, JIe MIKpPOCEPBICH peati3oBaHi 3
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BUKOPUCTaHHSAM Pi3HUX MOB IPOTpaMyBaHHs Ta TEXHOJOTIYHHUX CTEKIB, CYIPOBiJ TAKUX MPO-

rpaMHHUX MOJYJIB CTa€ CKJIaJHUM 3aBHaHHAM. Kpim Toro, med migxin mopyurye 0a3oBuid
NPUHIIMI PO3JUICHHS BiAmoBianbpHOCTI (Separation of concerns) [22], ockiibku nepekiagae
3aB/IaHHs BUsBIICHHs 1 61okyBanHs DD0S-aTak Ha piBeHb MPHUKIIATHOTO KOy 3aCTOCYHKIB.

Tpertst kaTeropisi OXOIUTIOE PIilICHHS HA OCHOBI aCHHXPOHHOTO aHalli3y 30epeXeHux Ko-
il 3aXOMIEHOTO MepexeBoro Tpadiky ado KypHAJiB IOCTYIy 0 BeOpecypciB, chopMoBa-
HUX BeOCepBepaMu YM MEPEKEBUMH ILTI03aMu s (ikcauii mapamerpis HTTP-3anuris [23].
3a Takoro CIEHapilo aHalli3 aTpUOYTIB 3aUTIB 31 CHIOETHCS OKPEMUMH MPOTPAMHUMH KOM-
MOHEHTAMH 11032 OCHOBHHMM JIAHLIOTOM OOPOOKH, IO JTO3BOJISI€ YHHUKHYTH JIOJATKOBHX 3a-
TPUMOK y poOOTi MikpocepBiciB. [IpoTe cyTTeBUM HEIOIIKOM aCHHXPOHHOTO MiAXO1Y € 4aco-
Ba 3aTPUMKa MIXK ITOYaTKOM aTaKy Ta MOMEHTOM i1 BUsBIeHHS. OCKIIbKY aHaJli3 TaHUX BUKO-
HYETBCS Y BIIKJIQICHOMY PEXHMi, pearyBaHHs Ha aTaKy 3a3BUYail 3/I1HCHIOETHCA 13 3aIli3HEH-
HsM, o € KputuaauM i 9ac LR-DDO0S arak, ko HecBoeyacHe OJIOKYBaHHS JHKEPEI 3710-
BMHUCHHX 3alTUTiB MPU3BOJIUTH JI0 TIEPEBAHTAKECHHS PECYpPCIB CHCTEMH Ta HEAOCTYITHOCTI BeO-
3aCTOCYHKIB JUISI JIETITAMHHUX KOPHCTYBAYiB.

3 orysiy Ha MPOBEJACHUN aHaji3, HEBUPIIIEHO YaCTHHOIO 3arajbHOi MPOOIeMH 3ain-
[IA€THCS BIJACYTHICTh IUTICHOI MPOTPaMHOi apXiTeKTypH, sika O, mo-mepiie, OTpuMyBaja aT-
puOyTH MPUKIIAAHOTO piBHA Oe3nocepeanbo micis aemudpysanas HTTPS-3anuriB 6e3 BTpy-
YaHHS y BUXIJHUH KOJ 3aCTOCYHKIB; MO-Jpyre, BUKOHYBaJla PECYpCOEMHUI aHalli3 B ACHHX-
POHHOMY PEXHMi, MIHIMI3yIOUd BIUIMB Ha JIETITUMHHNA Tpadik, aje BOJHOYAC TaApaHTYIOUU
MiHiManbHUI vac BusiBneHHs DDo0S-arak; 1 mo-Tpere, 3a0esnedyBana onepaTHBHE OJOKY-
BaHHS JPKEpes 3JI0BMUCHHX 3aIlUTIB IIE JI0 TOTO, SIK BOHU JIOCATHYTH IIUIbOBUX BE03aCTOCYH-
KiB. [IpoekTyBaHHIO Ta porpamMHiil peanizalii TaKoi apXiTeKTYpH 1 MPUCBAYEHO [0 CTATTIO.

Merta gocaimkeHHsi. MeTOI0 JTOCIIKEHHSI € MIPOEKTYBaHHS Ta MPOrpaMHa peasizallist
PO3MOIIIICHOT apXiTeKTypH cucTeMu BusBiieHHs 1 0okyBanHs HT TP LR-DDoS arak mns Ku-
bernetes-kmactepis, sika 3abe3mnedye 3axuCT Bija aTak 0e3 MoudikaIlii BUXiTHOTO KOy LiTbO-
BHX MiKpocepBiciB. KitouoBOIO BHUMOT00 10 po3poOJIOBaHOI CUCTEMHU € 3MEHIICHHS 4acy
pearyBaHHS (Bl MOMEHTY [OYATKY aTaku /10 OJIOKYBaHHS ii JyKepes) MOPIBHSIHO 3 HAsIBHUMU
cucremamu BusBieHHss DD0S-arak, mpuyomy mpomaTtkoBa 3aTpuMKa B 0OpoOJICHHI Ta MapIi-
pyTu3aiii JeriTuMHOro Tpadiky BiJ BXIAHOIO MUTIO3Y A0 LUIBOBOTO MIKPOCEPBICY HE IMOBUH-
Ha nepesuiyBatu 10 mc.

Jlj1g nocATHEHHS TOCTaBJIEHOI METH HEOOX1JTHO BUPIIIIMTH TaKi 3aBJIaHHS: CIPOEKTYBATH
PO3MOAiNIEHY apXiTEeKTypy cucTeMH 3axucTy Big DDO0S-atak; 3aiiicHUTH 11 IporpamMHy peaii-
3aIifo IS KJIaCcTEpPHOTo cepenoBuiina Kubernetes; po3poOuT MeTOUKY €KCIIEPUMEHTATBHO-
IO OLIHIOBAHHS;, MPOBECTH TECTYBAaHHS PO3POOJIEHOI CHCTEMHU Ta MOPIBHATH MOKA3HUKU ii
€(EeKTUBHOCTI 3 HASBHUMH aHAJIOTaMHU.

BukiaieHHs1 OCHOBHOI'O MaTepiajay AOCTIAKEeHHs. 3BaXA0YM HA KIFOYOBY BUMOTY
mozo 3abe3nedeHHs 3axucty Big DD0S-atak 6e3 BTpy4JaHHS Y BHXITHHUN KOJ MiKpOCEpBiCiB,
0a30BUM 1HPPACTPYKTYPHUM CEPEIOBHINEM TS peanizailii apXiTeKTypu 0OpaHO TEXHOJOTII0
cepsicHoi ciTku (Service Mesh) [24; 25]. Ti 3acTocyBanns nependayac BUHECEHHS (YHKIIiM
YIOpaBIiHHSA MepexeBUM TpadikoM MK MIKpOCepBiCaMH B OKpeMHUH Iap iHPpPacTpyKTypH,
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KU peani3yeTbcs 3a JOMOMOTOI0 MEpEeXi PO3MOAITIeHUX MpoKci-cepBepiB. OAHUM 13 Haii-

OLIBII NOMIMPEHUX PIllIeHb s peattizalii nporo miaxoay B kiacrepax Kubernetes e miargo-
pma Istio [26], sika 3a0e3neuye HEHTpaTi30BaHe KepyBaHHS TpadikoM MiX cepBicamu, aBTCH-
TU(IKAIII0 Ta aBTOPHU3AIIiI0, a TAKOXK THYYKE HAJAIITYyBaHHS MOJITHK OE3MEeKH Ta MpaBHUil Ma-
pupytu3anii. ['onoBHOI0 nepeBaroto ISti0 B KOHTEKCTI IIbOTO JOCIHIIKEHHSI € BUKOPHCTaHHS
BHUCOKOTIPOJAYKTUBHUX TPOKCi-cepBepiB ENVOY [27] misi KOXKHOTO MIKPOCEPBICY Ta BXIIHUX
ILTFO31B. 3aBIsSKM MEXaHi3My mporpaMHux posmmpens EnvoyFilter [28], cepsicha ciTka Istio
HA/Ia€ MOXJIMBICTh MEPEXOIUTIOBATH Ta aHAI3yBaTH Tpadik Oe3mocepeiHbO Ha BXIAHUX Me-
peKeBUX MUTI03aX Kiactepa Bxe micns nemmudpysanas HTTPS-3anuTis, mo 3abe3neuye goc-
TYI 10 IXHIX aTpuOYTiB B yMOBaxX 3aXHUIIEHOr0 3’€THAHHS 0e3 BHECEHHS 3MiH JIO BUXITHOTO
KOJ1y 3aCTOCYHKIB.

Apximexkmypa 3anpononosanoi npozpammnoi cucmemu. B 0cHOBY 3a1ponoHOBaHOI ap-
XITEKTYpH TOKJIAJCHO MPHHIIMI PO3ICHHS IJIONIMHU 3aXxoruieHHs Tpadiky (Data Plane), sxa
3IIMCHIOE HOTO MapUIpyTHU3allito, Ta IUIOIMHK aHaNi3y i npuiHATTA pimeHb (Control Plane).
[Tepexorutennss HT TP-3anmuTiB BUKOHYEThCS Oe3mocepeHbo B MPOKci-cepBepi ENVOy Ha BXi-
JTHOMY TIUTI031 KilacTepa . Ha mpoMy erarri i3 3amuTiB BiZOMPAIOTHCS BUKJIFOYHO HEOOXI1/IHI aT-
pubytu, ski 6e3 I0JaTKOBHX TpaHC(hOpMAIiil aCHHXPOHHO HAJICHIAIOTHCS 0 HACTYITHOTO
KOMITOHEHTa cucTeMH. Lle 103Bojsie yHUKHYTH JOJAaTKOBUX 3aTPUMOK ITiJl Yac MapuipyTH3a-
il Tpadiky 1o mikpocepsiciB. OCKiIbKM MexaHi3M BusBieHHs1 DD0S-aTak NMOBHICTIO BUHE-
CEHO B OKPEMHUI MOIYNb, YaCOBI BUTPATH HA OOPOOJICHHS JIETITUMHHUX 3allUTIB € MiHIMaJb-
HUMH.

Ha BxigHomy numo3i Istio Ingress Gateway, ae 3maiiicHioerses aemudpyBanas HTTPS-
Tpadiky, po3ropraeThcs po3mpeHHs EnvoyFilter, peanizoBaHe CKpHUIITOBOIO MOBOIO MpO-
rpamyBaHHs Lua. Bono otpumye napamerpu xoxkHoro 3anuty (HTTP-meron, URI, 3Hauenns
3aronoBkiB User-Agent, Accept-Language, Accept-Encoding, nepernik iMeH BCiX HasIBHHUX 3a-
TOJIOBKIB y 3amuTi, a Takoxk |P-ampecy Ta mopT mkepena) y AemuppoBaHOMY BUTIISL € 10
MOMEHTY IEepeHaNpaBIeHHs 3alUTy y BHYTPILIHIO Mepexy Kiacrtepa. Baxnuso 3a3HaunTH,
o peanizoBanuii EnvoyFilter Bukonye BUKITIOUHO (YHKIIIFO €KCIIOPTY: 32 JOMOMOTOK aCHH-
xpouHoro Bukiuky httpCall nani HagcunaroThes 10 BIAMOBIIHOTO cepBicy, sIKUil 30Mpae aT-
pulyTH 3anutiB, y GOHOBOMY pexumi (0€3 OUiKyBaHHS Ha Pe3yslbTaT OOpOOKH). 3aBISIKU
IbOMY KPUTHYHUN HUIIX OOpOOJIEHHS Ta MapuipyTH3auii Tpagiky A0 HIbOBHX 3aCTOCYHKIB
HE 3aJICKUTH BiJ mporiecy BusiBiaeHHs DDoS-aTak.

Ockinpku 3ampornoHoBaHe posmmpenHs EnvoyFilter micas nemmdpysanns HTTPS-
Tpadiky HE Mae JOCTYMy /10 aTpuOyTiB MEPEKEBOI0 Ta TPAHCIOPTHOTO PiBHIB (30KpemMa 3Ha-
yenHs TTL, SYN, posmipy Bikaa TCP), sixi € BaxximuBumu mist BusiBinenss: LR-DDoS arak tu-
ny Slow Read [5], 10 apXiTeKTypu po3poOJFOBaHOI CHUCTEMHU IHTEIPOBAHO JOJATKOBHH MO-
b aHATI3y MEPEKEBOTo cTeka Ha piBHI mporokoiiB TCP Ta UDP. Ileit Mmoayns peaiizoBa-
HO B cepenosuiii Kubernetes sik 06’ext DaemonSet [29], o rapanTye #oro riobaibHe po3-
TOpTaHHS Ha BCIX poOOYMX BY3JIax KjacTepa. 3aBASKM BHKOPUCTAHHIO TEXHOJIOTIH
eBPF/XDP [30] mporpamMHuii MOIy/ib MEPEXOILIFOE MEpPEeKeBH Tpadik Oe3rnocepesHb0 Ha
piBHI MepexeBUX iHTep(deliciB By3miB. [lepexoruieHi makeTH rpymyoThes 3a YHIKaJIbHOIO Ia-
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poto inentudikaropis (IP-agpeca Ta HOMep MOpTy BiANpaBHHKA), MICJs YOro 3i0paHi aaHi

EKCITOPTYIOTHCS JI0 1HIIIOTO CEPBICY IS MOANIBIIOT 0OPOOKH.

ApxiTekTypa po3po0iIeHOI CHCTEMH IPYHTYETHCS HAa MOIYJIbHOMY NPHHIMIII TAa BUKO-
PHCTOBYE MEXaHi3MH MPOCTOPIB iMeH (hnamespaces) cepenosuiia Kubernetes mist jmoridanoi
1301111 KoMIOHeHTiB [29]. 30kpema, mporecu 0e3rnocepeHOro NepexoruieHHs Tpadiky Ta
onokyBanHs pkepen LR-DDOS atak BUKOHYIOTBCS y CHCTEMHOMY IPOCTOPi iMeH 1Stio-System
Ha OCHOBI BXIJHOTO MEPEKEBOTO IUTIO3Y. YCi mporecu oOpoOKM JaHUX IHKANCYJIhOBAHO Y
BUJIJICHOMY TipocTopi iMeH ddos-System, sikuii Britouae 3axoruieHHss HTTP-3anuTiB 1 Mepe-
KEBUX IMAKETIB, IX 00poOIeHHs, Kinacudikailito, a Takox 30epexeHHs pe3ynbrariB. st mo-
TPUMaHHS MPUHLUIY €IWHOI BIAMOBIAATBHOCTI (DYHKIIT aBTOMAaTU30BaHOTO pearyBaHHS Ha
DDoS-araku BuHeceHO B okpeMmuii mpocTtip imen ddos-operator-system. Takuit minxin rapaH-
Ty€ MOBHY HE3aJEKHICTh 3aXMCHUX MEXaHI3MIB BiJ] IPOCTOPIB IMEH LIILOBUX 3aCTOCYHKIB,
IUISL 3aXHUCTY SIKUX CTBOPIOETHCS LISl CHCTEMA.

V3aranpaeny UML-niarpamy po3ropTaHHs 3ampoIlOHOBAHOI apXiTEKTypH B KiacTepi
Kubernetes Ta indopmariiitai moTOKH MiX 11 CKJIaJIOBUMH HaBEACHO Ha puc. 1.

BinmoBigHo 10 HaBemeHoi miarpamu (puc. 1), KIIFOYOBI KOMIOHEHTH CUCTEMH BUKOHY-
I0Th TaKi QyHKII:

— Istio Ingress Gateway — BXigHHH MEpEXEBHH 103 HAa OCHOBI MpOKci-cepBepa EN-
VOY, B SIKOMY HaJalITOBaHi po3mpenns EnvoyFilter nys BuokpemiieHHs Ta ekcriopty mera-
nanux i 3aronoBkiB (arpudytiB) HTTP-3anutiB Ta AuthorizationPolicy mis 6iokyBaHHs 1IKi-
amuBoro Tpadiky Bix DD0S-aTak.

— HTTP Attributes Collector — cepgic, mo orpumye excroptoBani atpudbytu HTTP-
3anuTiB BiJ po3mmpeHHs EnvoyFilter, dopmye 3 HUX cTpyKTypoBaHI 00 €KTH KJI1EHTCHKUX
ceciii Ta HajZicHIa€e X OpOKepy MOBIIOMIICHB IS Moaaibiioro anamizy moayiem DDoS Clas-
sifier.

— eBPF Packet Collector — cepgic, 110 3aifiCHIOE 3aXOIJIEHHS MEPEKEBUX MAKETIB Ta
HaJicuiIae aTpuOyTH MaKeTiB Ha PiBHI MEPEXKEBUX Ta TPAHCIIOPTHHUX MPOTOKOIIB 10 Opokepa
HOBIIOMJICHb, SIKi TOTIM OyayTh 00po6ieni moaynem DDoS Classifier.

— Apache Kafka — 6pokep moBioMiieHs, 1o 3a0e3neuye aCHHXPOHHY MTOTOKOBY Tepe-
Jayy JaHUX 1 YCYBa€ KOPCTKY apXiTEKTYpHY 3aJI€KHICTh MK KOMIIOHEHTAaMH CUCTEMH.

— DDoS Classifier — nporpamumii MOyJ1b, SIKHIA BiIIOBITa€ 3a peasi3allito METOY BH-
apneHHss DDoS-arak: BiH 3uuTye 3 Opokepa MOBIJOMJIEHb aTpUOYTH MPUKIATHOIO Ta Mepe-
KEBOT'O PIBHIB, 3/1IHCHIOE TXHIO KIacu]iKaliio A 11eHTUdIKaLli J)Kepes aTak 1 epeiae BU-
siBJIeHI ieHTudikatopu 1o cxosuma Redis.

— Redis — BHCOKOIIBHKICHE CXOBHWIIE TAaHUX THITYy “KIOY-3HAYCHHS, TIPU3HAUCHE
st 30epexeHHs ineHTugikoBanux mprepen DDoS-arak (IP-agpeca Ta mopr) i3 MexaHi3MOM
aBTOMATUYHOTO BUJaieHHs 3acTapiiux 3amucis (TTL).

— DDoS Protection Operator — koHTpoJIep, SKHii 3a0e3Meuye MOYaTKOBE PO3TOPTAHHS
iHppacTpyKTypu cucTeMu Ha kiactepi Kubernetes, a Takox Oe3nepepBHE 3UUTYBaHHS BHSIB-
JICHUX JDKEpeN aTak 31 CXOBHMIIA Ta aBTOMAaTHYHE OHOBIICHHS MpaBuIl OnokyBaHHs Authoriza-
tionPolicy Ha BXimHOMY HUTIO3I.
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Pucynok 1 — UML-giarpama po3ropranss nporpamuoi cuctemu B kinactepi Kubernetes

VYV Mexax omnucaHoi apXiTEKTypu PECYpPCOEMHI cepBicH, A0 skux Hanexarb HTTP At-
tributes Collector ta DDoS Classifier, miarpumyoTs MexaHi3M TOPU30HTAIBHOTO MacITady-
BanHs Horizontal Pod Autoscaler (HPA) aist 3abe3mnedenHs cTabiibHOT poOOTH ITiJi HABaHTa-
KEeHHSAM. 3acTocyBaHHs Opokepa moimomienb Apache Kafka 3ampoBamkye momiitHo-
OpIEHTOBaHY B3a€MOIi0 3a mabiaoHoM “myoOsikaris-miamucka” (publish-subscribe). Ie crBo-
pro€ cnabky 3B’S3HICTh KOMIIOHEHTIB 1 FapaHTye, 110 MPOIIeC MIBUIKOIO 3UYUTYBaHHS aTpHOy-
TIB 3alUTIB HE OJIOKYBATUMETHCS TPUBAJIMM aHAII30M HaBiTh 32 YMOB MacoBaHUX arak. Ta-
KO’K BapTO 3a3HAYMTH, 1[0 BHKOPHCTaHHS apxitekTypHoro mabmony Kubernetes Operator y
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koHTposiepi DD0S Protection Operator apromaTn3ye aaMiHiCTpyBaHHSI po3pOOJICHOT mporpa-

MHOI CUCTEMU Ta NEPETBOPIOE 11 HA HATUBHE PO3LIMPEHHs Kiactepa [31].

Ocoonugocmi npozpamuoi peanizauii 3anpononoeanoi cucmemu. Kiro4osi nporpamHi
KOMIIOHEHTH CHCTEMH, IO BiJNOBINAIOTH 32 3aXOIUICHHS MEPEKEBUX MaKeTiB, 00pOOICHHS
HTTP-3anuriB, knacudikamito DDoS-arak Ta BcTaHOBIEHHS MpaBuil GiIbTpalLlii 37I0BMUCHO-
ro Tpadixy, po3pobiaeni moBoro GO. Bulip 1iei MoBH 0OIpYHTOBYETHCS ii BOYIOBaHUMHU Me-
XaHi3MaMHu 0araToroTOKOBOCTI, aBTOMAaTHYHOTO KepyBaHHs mam’satTio (garbage collection) ta
MOMIPHUM BHKOPHCTAaHHIM amapaTtHuX pecypciB. st Toro mo6 MBHAKICTH aHAi3y HE 00-
MeXKyBajla 3arajibHy MPOMYCKHY 3JaTHICTh cucTteMu Tin dac DDO0S-arak, mist oOpoOieHHs
KOYKHOT cecii BAKOPUCTOBYIOTHCS JIETKI MOTOKHU (QOroutines), ajpke BOHU HE BUMAraroTh BUII-
JICHHS 3HAUYHUX PECypCiB, HAa BiIMIHY BiJl OTOKIB Ha piBHI omepauiiiHoi cucrtemu. Lle no3Bo-
JIsi€ OTHOYACHO aHaJIi3yBaTH THUCAY] KIIEHTCHKUX CECid, a TAKOXK rapaHTye CTabiIbHYy poOoTy
Control Plane 6e3 HagMipHOTO CHOXKHMBaHHSI ONEPATHBHOI MaM’sTi HaBITh 32 EKCTPEMATbHUX
HABaHTAXXCHb.

Po3ropranus po3pobienoi ciucremu Ha kiactepi Kubernetes BinOyBaeThes 3a 10moMo-
roto koHtposiepa DDOS Protection Operator, sikuii peani3oBaHO Ha OCHOBI (QpeHMBOPKY CON-
troller-runtime [32]. Iarepdeiicom KOHQIrypyBaHHS CHUCTEMH BHUSBJICHHS Ta OJIOKYBaHHS
DDoS-arak Buctymnae 00’e€KT Ui BU3HAUEHHSI KOpUCTYyBambkoro pecypcy (Custom Resource
Definition, CRD) mix Hazsoro DDoSProtection. Lleii 06’ext posmmproe API kiactepa Kuber-
netes HOBUM KJ1acoM pecypciB i opmaltizye CTpYKTYpY JaHHX: K KOH(]irypariiiHi napamer-
pH, 110 MOXYTh OYTH 3a7aHi B 00°€KTi, TaK 1 mOJIs AJIst BiNOOpaKEHHS TIOTOYHOTO CTaHy CHUC-
temu. Ha #oro ocHOBI cTBOproeThes jaekiapatuBHuid exzemmuisip (Custom Resource, CR),
SAKUI 1HKAaIICYJIO€ BCl HaJallITyBaHHS pPO3pOOJIIOBAHOI CHCTEMHU: MapaMeTpu pPO3TOPTaHHS
BJIACHHUX a00 MiJKIFOYEHHS JI0 30BHIMIHIX eK3eMIUIIpiB Opokepa mosimomiens Kafka ta cxo-
BuIna nanux Redis, Ha3BU MepexeBUX iHTEP(EUCIB I 3aXOIIeHHs Tpadiky, Ha3By BXiTHOTO
o3y Istio, mocumanus Ha pecype AuthorizationPolicy, inTepBanu cHHXpOHI3aIT A1 OHOB-
JICHHS TpaBuJI OJI0OKyBaHHs 31 cxoBuia Redis Toro. OCHOBHHM 3aBIaHHSIM KOHTPOJIEpA € pe-
armizarisi nuKiIy y3romkenns (reconciliation loop) — izemMnoTeHTHOI QYyHKIIT, sIKa BUKITFOYHO
3a JIEKJIApaTUBHUM OIMCOM PECYpCy aBTOMATUYHO TE€HEPYE Ta MIATPUMYE B aKTyaITbHOMY
craHi BCi 3anexHi 00’ektu kiaacrepa (Deployment, DaemonSet, Service), HeoOXiaHi s po-
00TH cucTeMU. 3aCTOCYBaHHS MEXaHI3MIB JIOKAJIBHOTO KEUIYBAaHHA, HaAaHUX (perMBOpPKOM,
JI03BOJISIE CYTTEBO 3HM3UTH HaBaHTakeHHs Ha API-cepsep Kubernetes mix wac MoHiTopHHTY
CTaHy X 00’ €KTIB.

OxpiM KepyBaHHS KUTTEBUM IUKIIOM po3pobieHoi cucremu, koutpoiep DDoS Protec-
tion Operator Ge3mepepBHO OHOBITIOE ITpaBUiIa (BIIBTPAIlil 3TTOBMUCHUX JIKEpEN y pecypci Au-
thorizationPolicy. Lleit MexaHi3M BHHECEHO B OKPEMHUI MapayieIbHUI TPOIEC, He3aTeHKHUN
B1JI TOJIOBHOTO ITUKJTYy Y3TO/PKEHHSI KOMIIOHEHTIB CHCTEMH. Taka 130JIA1Iisl 3yMOBJICHA PI3HUM
XapaKTEPOM IO}, 10 1HIIOIOTH 111 MPOIECH: SKIIO OCHOBHHUM IUKJ Y3TOJKCHHS 00’ €KTIB
CHCTEMH pearye Ha 3MiHy CTaHy PO3TOPHYTHX PECypCiB y KilacTepi, TO OHOBJICHHS INPaBHII
O0KyBaHHS TOTpeOye 3UMTYBaHHS HOBHX imeHTH(]IKATOpiB 3arpo3 3i cxosumia Redis, sk
TIIBKH BOHU TaM 3’BISIOThCS. OO0 ’€IHaHHS IHMX 3aBIaHb Y MEXax €IWHOTO IUKIY y3To-
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JOKEHHS YHEMOXKJIMBHIIO O MUTTeBe OnoKyBaHHA jkepen DDO0S-aTak, OCKiIbKM 17151 aKTyali-

3amii GiabTpiB Tpadiky KOHTPOIEPY AOBENOoCs O OYiKyBaTH HA BUHUKHCHHS TOJiH 3MiHH CTa-
HY PO3TOpPHYTHX KOMIIOHEHTiB. llel mapanenpHuMi mpolec nepeadadae mepioguyHe 34UTY-
BaHHS [TIOTOYHOTO Teperiky 3abnokoBanux IP-agpec 3i cxoBumia Redis, o0umcieHHs 6axaHo-
ro crany pecypcy AuthorizationPolicy Ta mopiBHsiHHS foro 3 paKTHUYHUM CTAHOM Yy KIIacTepi.
MomudikoBani npaBuwia O1okyBaHHs mkepen DDoS-atak 3actocoByroThesi 10 00’ekra Au-
thorizationPolicy nuuie B pasi BusiBieHHsI pO301KHOCTEH, 110 MIHIMI3ye KUIBKICTh Omepaiii
sanucy 10 API-cepsepa Kubernetes. s B3aemoii 3 pecypcamu IStio B kiactepi BUKOPUCTO-
BYIOTBCS THITI30BaHI CTPYKTYPU JAHUX 13 BIANOBIAHUX MpOrpaMHHUX 0i0mioTek, mo 3adesrme-
yye KOPEKTHICTh Moudikaii 00’ exTiB IStio.

Oco0OnuBicTio peanizamii moayinst knacudikanii Tpadiky DDoS Classifier € Bukopuc-
TaHHsI JIETKKX MOTOKIB (gOroutines), o 103Bosisie 00pOOIIATH OTPUMaHI JJaHi 3 BUCOKOIO MPO-
TyKTHBHICTIO. KOXHa KITIEHTCHhKA Cecis, 0 BU3HAYAETHCS YHIKAIBHOIO maporo 3 [P-anpecu
JDKepena Ta HoMepa TMOoPTY, aHATI3YEThCSI B OKPEMOMY TIOTOI. Y MeKax KOXHOi cecil 3iiic-
HIOETBCS OJHOYACHUH aHali3 aTprOyTiB MEPEKEBOTr0O Ta MPHUKIATHOTO PiBHIB, SKI HAIXOISThH
Bix cepaiciB eBPF Packet Collector ta HTTP Attributes Collector simnosigno. [lns anamizy
JIAHUX MEPEKEBOrO PIBHsI peai3oBaHO METOJ Ha OCHOBI MPOTHO3YBaHHsS 4acoBUX psiiB [14],
a JUIsl IPUKJIATHOTO PIBHA — peasti3oBaHo Moan(ikoBaHy Bepciro 1boro Meroay [17]. Anami3
JaHUX Ha 000X piBHSX mependauvae OiHapHY KiIacH(iKaiiio KIEHTChKOI cecil s 11 imeHTudi-
Karii sk jeriTuMHoi abo 3moBmucHOI. Ilicis 3aBepmieHHS pOOOTH MapaieIbHUX MOTOKIB pe-
3ynbTaTH Kiacuikamii 3 000X piBHIB 00’ €AHYIOTBHCS 3a JIOTIOMOTOI0 TIPUMITHBA CHHXPOHI3a-
uii sync.WaitGroup. Skmo xo4ya © oauH i3 piBHiB KiacudikyBaB DDo0S-artaky, nmapa 3 IP-
aJIpecH JpKepesa Ta HoMepa MOpTy i€l KIIEHTCHKOI cecii BHOCUTBCS 10 0a3W CHTHATYp aTak.
@®opmyBaHHS Ta TIepeBipka 0a3u CUTHATyp 3IMCHIOIOTBCS 3a JOMOMOTOI0 CTPYKTYpHU
sync.Map, sika € Ge3meuHor0 I BUKOPUCTAHHS B 0araTOIMOTOKOBOMY CEpPEIOBHII, a TAKOX
ONITUMI30BAHOIO UIS IHTEHCHBHOTO OJIHOYACHOTO YHMTAHHS Ta 3amucy 0e3 B3a€MHHX OJIOKY-
BaHb. Lle M03BOJIsIE BUKOHYBATH HIBHJIKY TEPEBIPKY HAsSBHOCTI CUTHATYpH MOTOYHOI cecii y
nepeniky Bigzomux mkepen DDoS-arak.

Takox y mporieci anamizy B moaym DDoS Classifier koxxHiii KiTi€HTCBKIH cecil cra-
BUTBCS Y BIAMOBIIHICTh HA01p CUTHATYP, SIKI OOUMCIIOIOTHCSI HA OCHOB1 aTpHOYTIB MEPEKEBO-
ro Ta MPHUKJIAJHOTO piBHIB. BUKOpPHCTaHHS CUTHATYp OOIPYHTOBYETHCS THUM, IO MiJl 4Yac
DDoS-atak By31u 0AHOTO OOTHETY 4acTO TE€HEPYIOTh Tpadik 31 CXOKUMHU XapaKTePHUCTUKAMH,
ane 3 pi3Hux [P-aapec. 1lo0 yHUKHYTH pecypcoeMHOi Kiacudikauii Tpadiky Big HOBUX [P-
aJipec paHille BHSBICHOTO OOTHETY Ta MPHUIIBHIIIMTH OJIOKYBaHHS TaKWUX JKEPENT, MOIYIb
kjacudikaiii crnoyarky oOUHCIIIOE CUTHATYPU 3 aTpuOyTiB 000X piBHIB 1 NEpeBipsi€, YU HasIB-
HI BOHHM B 0a3i CUTHATYp BIJIOMHUX aTak. ¥ pasi BUSBJICHHS 30iry pe3ynbTaT Kiacudikarii mo-
BEPTAETHCS MUTTEBO, BU3HAUAIOUHU TaKy CECiIO SIK 3JI0BMUCHY. SKIO K 30IriB HEMa€, BUKOHY-
€Thecs Kiacuikarist aTpuOyTiB Tpadiky Ha 000X PIBHAX. Y BHIAJKY, KOJHU 32 Pe3yJbTaTaMu
knacudikamii BusiBiieHo DD0S-araky, g0 6a3u curHaTyp BHOCHUTHCS He Jjmmie mapa 3 IP-
aZipecu Ta HOMepa MOpTy, a i o0YKCIIeHl CUTHAaTypu aTpuOyTiB 000X piBHIB, 110 BIAIOBiAA-
I0Th 11i¥ mapi. Takuii miaxia J03BOISIE CUCTEMI 3HAYHO IIBU/IIIE BUSBIISATH Ta OJIOKYBaTH HOBI
JUKepelna aTak 3a HassBHOCTI CX0XKHUX aTpuOYTIB Tpadiky.

ISSN 1562-9945 (Print) 137
ISSN 2707-7977 (Online)



«Cucremni Texnounorii» 5 (166) 2026 Tom 2 «System technologies»

3axoryIeHHs1 IHTepHET-TpadiKy 31HCHIOETHCS IBOMA CIICIiali30BaHUMH MOIYJISIMH, SIKi

NPAIIOI0Th MapalebHO Ta He3alexkHo oauH Bix oxHoro. Cepsic eBPF Packet Collector, pea-
Ji30BaHMii 3a gonomoroto 0idmioreku Cilium/ebpf, nmepexoruttoe makeru 3a TexHosoriero XDP
(eXpress Data Path) 6e3nocepensbo Ha piBHI JpaiiBepa MepeskeBoro inTepdericy. Ha Biaminy
BiJI CTaHJAPTHUX 3ac00iB 3axoruieHHs Tpadiky (sk-oT tcpdump), 1e 103BoJIsE 3UMTYBATH Ta
aHaJi3yBaTu aTpUOYTH MEPEKEBOTO 1 TPAHCIIOPTHOTO PiBHIB O€3 CTBOPEHHS AOAATKOBOTO Ha-
BaHTa)KEHHsI Ha Ipoliecop Ta 0e3 MOBHOTO KormitoBaHHS BMicTy nakeTiB [30]. Ha npuknaaHo-
my piBai HTTP Attributes Collector otpumye nani Ha kxinueBy Touky (endpoint) API /ingest
Bif posmmpenHs EnvoyFilter, sike 3pilicHroe acuHXpoHHHMH ekcrmopT arpubyriB HTTP-
3anuTiB. Lleit cepBic 00po0IIsie OTpUMaHi 3aroJ0BKU Ta iHIII aTpruOyTH 3aIHUTIB IS TOTO, 100
TpaHc(hOopMyBaTH iX y CTPYKTypOBaHi 00’ €KTH KJII€HTCHKHX ceciil. [linroTosneni gani 3 000x
CepBICiB MyOJIIKYIOThCS Y BiNOBIAHI Temu (tOpics) Opokepa mosimomiens Kafka 3a mormomo-
roro 6i0moTexu segmentio/kafka-go as momasnbimoro aHamisy.
UML-giarpamy KOMITIOHEHTIB pO3p0O0JICHOT CHCTEMH HaBEACHO Ha puc. 2.
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Cuyenapii 0opoorenna mpaghiky ma ouinka uacy peaxuii na amaxu. O6poOICHHS Ta

MapuIpyTU3allis BXiTHOTO Tpadiky B 3alpOIOHOBaHIN CHUCTEMi 3IiHCHIOIOTHCA 33 OIHUM i3
TPHOX CIIEHApiiB, BUOIp SKOTO 3aJIeKUTH Bif cTarycy imeHTHdikamii mxepena HTTP-3anuris
Ta HasBHOCTI HOTO CUTHATYpH y 0a3i BiIOMUX aTak. Takuil miaxia T03BOJISIE ONTUMAIBHO BU-
KOPUCTOBYBATH OOUYHMCIIIOBATIBHI PECYpPCH Ta MIHIMI3yBaTH 3aTPUMKH: pecypcoeMHa Kiacugi-
Kallisi BAKOHY€ETHCSI BUKIIIOYHO JUISI IPUHIIUIIOBO HOBUX JKEPEN aTak, TOMl AK iIeHTU(iKaLis
BY3JIiB B1IOMUX OOTHETIB MPHUIIBUIIIYETHCS, a BXKe 3a0JI0K0BaHi Jxepena DD0S-arak Bigxu-
JSIFOTHCSI MUTTEBO.

Jlist HOBHIX, Ie He KiIacu(PiKOBAHMX KIIEHTCHKHX CECii 13 HEBIJOMHUMH CHTHATYpaMH
Tpadiky 3acTOCOBY€EThCS clieHapiit “moHoro xojoxnoro nuisaxy” (full cold path), mo mepen-
Oauae MOBHUH MEPBUHHMNA aHAII3. Y MEXax [bOTO CIEHAPII0 aTpUOyTH aCHHXPOHHO €KCIOP-
TYOTBCS 10 MOAYJSI Kiacudikarlii arak, Toai Sk cam Tpadik Oe3nepemKkoIHo MapIIpyTU3y-
€TBCA JI0 IUIBOBOTO 3aCTOCYHKY. Monynb Kiacu(ikamii HaKomudye OTpUMaHi JaHl y Mexax

3aJIaHOTO BIKHA CIIOCTEPEXEHHA T, ,

MiCJs YOoro OOYMCIIOE CUTHATYpU MOTO4YHOI cecii. He
3HaWIIOBIIH 30IriB y 0a3i BiIOMHUX aTaK, MOJIyJb BUKOHYE KJIacU(IKAIli0 3aUTIB KIEHTCHKOT
cecii 3a JOMOMOT'OK0 BIIMOBIIHMX METOMIB. Y pa3i kiacudikarii mkepena K MIKiTHBOTO HO-
ro IP-aapeca, HOMep MOPTY Ta OOYUCIICHI CUTHATYPH 3aMUCYIOThes 10 cxoBuiia Redis i3 Bu-
3Ha4eHuM 4dacoM KUTTs (TTL), micis 3aBepIIeHHS SKOTO BOHU aBTOMATUYHO BUIAJSIFOTHCA.
Slkio »x aHOMaJIiii He BUSBIICHO, CECisl BBAXKAETHCS JICTITUMHOIO, 1 Iporiec il mepeBipku 3aBe-
puryetbesi. 3rogom kommoneHt AuthorizationPolicy Synchronizer y xoutposnepi DDoS Pro-
tection Operator mij yac 4eproBoro MUKy CHHXPOHI3AIlil 3UUTYE I1i JaHi Ta OHOBIIIOE TPABH-
aa B AuthorizationPolicy na BxigHomy nuto3i. Lleii mpoiiec € MOBHICTIO aCHHXPOHHUM 1 HE
JI0J1a€ 3aTPUMOK i1 yac 0OpoOIeHHs JIETITUMHUX 3anuTiB. OHaK BiH NOTpeOye CKIHUEHHOTO
qacy, BKJIIOYAIO4M 30MpaHHs aTpuOYTIB KIIEHTCHKUX CECili y MeXax BIKHA CIOCTEpPEkKEHHS,

mo HeoOxigHo st BusiBaeHHA LR-DDOS artak mpukiagHoro piBHs. 3arajibHUM yac peakiii

cucTeMu T full JJIs1 IbOTO CI_[CHapiIO CTaHOBUTHL:

mit
Tt = Tuin + Tio + Tatass + Treats + Tegne + T

mit class redis sync prop ! (1)

ne TM' — wgac peakuii pospo6nenoi cuctemn Ha DD0S-aTaky [is clieHapito “TIOBHOTO X0J10-

aHoro uuisxy”; T — TPUBAIICTH BIKHA CIOCTEPEKEHHS; T, — 4ac OOYUCIEHHs CUTHATYp

KITi€HTCBKOI cecil; T, —Jac xiacuikarii 3anmTiB KITIE€HTCHKO] cecii; T, — Jac 3amucy aj-

lass redis

pecu Ta curHartyp Jpkepena DDoS-ataku y cxosumi Redis; T, — iHTepBaJ DUKITy TEpEBipKH

ync

KOHTPOJIEPOM HOBHX JDKepen atak y cxosumii Redis; T = — ygac 3acTocyBaHHsS OHOBJICHOI

prop
KOoH(Irypariii npaBui OJOKYBaHHS y MPOKCi-CepBepi.

Jns nHoBux IP-anpec, Tpadik sIKUX T€HEPYETHCS B)KE BUSBICHUM OOTHETOM, 3aCTOCOBY-
€ThCH clieHapiil “mpuckoperoro xonoauoro nuisixy” (fast-track cold path). Ockinbku mepuimii
3aIUT BiJl HOBOTO JDKEpesa MPOITYCKAETHCS BXiTHUM IUTI030M, HOTO aTpuOyTH Tak caMo acH-
HXPOHHO €KCIIOPTYIOTHCS IO MOAYJIS Kiacu(ikallii Ta HAKOIMMYYIOTHCS TIPOTITOM TOTO CaMo-

ro BikHa cnocrepesxkeHHs T ;. . ITicas Horo 3aBepiuieHHs MOIyJb OOYHCIIIOE CUTHATYpU Cecli 3a

yac T 1 3HaXOmuTh 30Ir y JOKaJbHIM Komii 6a3i cUrHATYyp Iue /10 3amycKy Kinacudikauii. ¥
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IbOMY pa3i cecisl 11eHTH(]IKYEThCS K MIKIAIMBA MUTTEBO — 0€3 BUKOHAHHS PECypCOEMHOL

kiacudikamii TaHUX MEPEKEBOro Ta MPHUKIAJAHOTO piBHIB, ToOTO T, =0. Binmosimna IP-

class
aapeca, HOMEp MOPTy Ta CUTHATYPH OoApasy 36epira}0Tbc>1 y CXOBI/IIJ_[i Redis JUIA 10 4aJIbIIOTO
6J'IOKYBaHH5{ OIICpaTopoM. I[J'I}I IbOIo cueHapiIo qac pCaKHﬁ Trrsl:tg CKOPOYYETHCA 4YEPE3 BUITY-

YeHHsI HaiiBaXkuoi 004MCIIIOBANIBbHOI CKIIaoBOl T,

TIO=T +Tp +T,

mit

lass *

+T,. . +T

redis sync prop ! (2)

ne T39 — yac peakuii po3po6ienoi cuctemu Ha DD0S-ataky st clieHapito “IpHCKOPEHOro
XOJIOJTHOTO MIIAXY .

JInst ByKe BUSIBIICHHUX 3JIOBMUCHHX JIKEPEJ 3alUTIB 3aCTOCOBYETHCS CIICHAPIH “‘Taps4oro
mursixy” (hot path), sixuit 3a6esneuye ixue mutreBe O10KkyBanHs. Kommonent Authorization-
Policy Synchronizer y koutposiepi DD0S Protection Operator mepiogn4Ho 34uTye 3a0JI0KO-
BaHi aapecu 3i cxosuina Redis ta oHoBr0€ pecype AuthorizationPolicy, 1o npaittoe Ha piBHI
BXigHOro nuto3y. Ilicis 1mporo kKoxeH HACTYHMHHUM 3amuT BiA 1A€HTU(]IKOBAHOTO JKepera

DDoS-arak BiaXuiIse€Tbes IPoKci-cepBepoM i3 koaom Biamoiai HTTP 403. OGuucnroBanbHa

CKJ'IaI[HiCTb TaKoro 6J'IOKYBaHH$I CTaHOBUTDH O(l) , OCKIJIBKH BOHO BUKOHYETHCA oe3 3aJIY4YCH-

Hs MOAyJsl Kiacudikaiii Ta 6e3 3BepHeHb 10 6a3u gaHux. Yac peakiii A IbOro CUEHapito €
MiHIMaJIbHUM, OCKUIBKU 3 HHOT'O BUKIIOUYAIOTHCS a0COMIOTHO BCl CKIIAZIOB1 aHami3y, KiIacudi-
Karlii Ta CHHXpOHI3aIlii:

hot
T2 =0 (1) , 3)

mit
me T™ — wac peakuii pospo6Gienoi cucremu Ha DDO0S-ataky s cueHapito “rapsyoro
Xy’ .

O1xe, cucreMa 31HCHIOE PECYpPCOEMHY Kiacudikalito mpoduIro aTaku JHIIE OJUH pa3
Ha MOBHOMY XOJIOAHOMY IUIAXY (1), HOTIM BUKOPUCTOBYE OOYKCIICHI CUTHATYPH VISl IPUCKO-
peHoro BusBIeHHs iHIUX [P-agpec 6oTHETY (2), michs 4oro ¢GinkTpye Bei TXHI MOAaNbI 3a-
NUTH Ha piBHI 1mUTI03y 3a cranuil yac (3). [TocmimoBHICTh B3a€EMOJII KOMIIOHEHTIB ISl BCiX
TPHOX CIIEHApPiiB HaBeJEHO Ha pHC. 3.

Ananiz ompumanux pesynbmamie. EKCiepUMEHTAIbHY OIIIHKY PO3POOJICHOI CUCTEMH
npoBejieHo B JokansHOoMy KitacTepi Kind (Kubernetes 1.36, Go 1.26.2) 3 ogHuM By3510M, PO3-
ropHyTOMY Ha KoM 'torepi 3 mporecopom Intel Core i5-10210U (1,60 I'Tw, 4 siapa) Ta 8 I'b
OTepaTUBHOI MaM’ATI. Y KJacTepi 3amyLIEHO PO3poOJeHUI MpOorpaMHUIl KOMIUIEKC CUCTEMH
3axucTy i OokyBanHs DD0S-arak pazom i3 TecroBuM Bebcepricom httpbin [33]. OrminroBan-
HS CHCTEMH 31MCHIOBANOCS 3a TaKUMU METpuUKaMmu: 3aTpumka oopoOnenuss HTTP-3anuTis,
MPOIMYCKHA 3/1aTHICTh, YaC PEaKIlii Ha 3arpo3u Ta CIOKUBAHHS ONEpaTUBHOI rmam ati. Jleritu-
MHHI Tpadik reHepyBaBcs yruiitoro Fortio [34], 3amyieHor BeepeanHi KiacTepa, 10 Hal-
cunana HTTP-zanutu no Istio Ingress Gateway. Tpadik i3 xapakrepuctikamu LR-DDo0S
aTtak (popMyBaBcs 3a JOMOMOTOI0 CIIELIANbHUX YTUIIT Ta CKPUIITIB.
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3okpema, araka Slow Read BinTBOproBajacs 3a JIONOMOTOK — CHEIiali30BaHOT

yraiita [35], mo BigkpuBana TCP-3’eqnanHs 3 MaluM IpUUMaTbHUM Oy(depoM Ta MITYIHO
3aTpUMyBajia 3UMTYBaHHS 00 €MHOI BIAMOBiAlI — 11 J03BOJIMIIO MEPEBIPUTH 3/1aTHICTH CHCTE-
MU (piKCyBaTH aHOMaJbHE 3MeHIIeHHs po3Mipy BikHa TCP Ha TpancmoptHomy piBHI. Okpim
1[LOTO, PO3POOJICHO CKPHUITH, SIKI (OPMYBaAJIM CEPit0 3amMTIB 3a jormomoroto Curl i3 3aromnos-
KaMU aBTOMAaTHU30BaHHUX OOTiB, a TAKOX BIITBOPIOBAJH YACTOTY 3aIUTIB Ta IXHIO CTPYKTYpY,
tunoBi s LR-DDOS atak. Jlns OmiHKM CIieHapil0 “TIOBHOTO XOJOJHOTO MUISIXY  CKPHIIT
HAJCHUJIAB Cepiro 3 miectu 3anutiB uepe3 ogHe HTTP-3’eqnanss, npu mboMy MOAY/IH KIaCH-
¢ikamii mepea KOXKHUM TECTOBUM IPOTOHOM 3aIlyCKaBCs 13 MOPOKHBOIO 0a3010 CHUTHATYD.
s cueHapito “IPUCKOPEHOTO XOJIOJAHOTO MUISXY’ 3aCTOCOBYBAaBCS aBTOMATH30BaHUMN
CKpMIIT, 110 HAJICUJIaB 3aIUTH, TAPAMETPHU SIKHUX BiAMOBIIAIH MONEPEIHBO 30€pexKeHii curna-
Typi BigoMoi aTaku. J{st MiHiMi3alii BIUIMBY ()OHOBUX KOJUBAHb i/l YaC BUMIPIOBAHHS MIPO-
MyCKHOT 3/IaTHOCTI Ta 3aTPUMOK JIETITUMHHX 3allUTiB KOXEH TECTOBHI 3ayCK TpuBaB 15 ce-
KYH]I 1 IOBTOPIOBABCS TPHUUI, a K Pe3yIbTYI0Ue 3HAUYCHHS BUKOPHUCTOBYBAJIACS MEJIiaHa.

Yac peakmii po3pobneHoi cucremun Ha DDO0S-araky BH3Ha4aBcs SK Y4acOBHH IHTEpBA
BiJ MoMeHTY iHimiamizanii DD0S-araku no orpumanHs nepimioi BiAMOBiAL BiJl BXiHOTO IILTIO-
3y 3 kogoM HTTP 403. [y K0XKHOTO 3 AOCHIPKYBaHHUX CLIeHapiiB 00pobiaeHHs Tpadiky BU-
KoHaHo 1o 10 ycmimHuX TecToBUX 3amyckiB. OTpuMaHi pe3yiabTaTH BUMIPIOBaHb Yy BUTJISII
cepenHporo apumeTnyHOro 3Ha4eHHsI, a Takoxk 50-ro (p50, meniana) ta 90-ro (p90) nepiie-
HTHJIIB HaBesleHo B Ta0u. 1.

Tabmums 1
Yac peakuii cucremu Ha DD0S-araky ni1st pizHUX crieHapiiB 00pobaeHHs Tpadiky
C "
ac eaueHaap " Full Fast-track Hot path
T'YBaHHS
peaty cold path cold path P
Ha DDoS-araky, ¢
CepenHe 3HaYCHHS 3,53 1,53 0,005641
p50 3,15 0,8 0,005674
p90 5,22 3,33 0,006576

AHaii3 OTpuMaHMX JaHUX B Ta0Jl. 1 CBITUUTH, 110 CLieHApil “NOBHOTO XOJOJHOIO HIIfA-
Xy’ AeMOHCTpYe HalOLIbIINI Yac peakiii, OCKIIbKH Mepes] 3aCTOCYBaHHAM OJIOKYBaHHS CHUC-
TeMa 3JIIHCHIOE PECYpCOEMHY Kiacu(ikallito paHilie HeBiAOMOI KIIieHTChKO]I cecii. HaromicTh
3aCTOCYBaHHS CLEHAPi0 “TIPUCKOPEHOT0 XOJIOJHOTO NUIIXY  JT03BOJISIE BUKIIOUMTH IEH eTar
3aBJSKU 301ry 0OUMCIIEHOT CUTHATYpPH 13 023010 BIIOMUX CUTHATYP, 1110 3a0e3Meuye 3HKEHHS
MeianHoro yacy peakuii (p50) maitxe B 4 pa3u — 10 0,8 ¢. MiHiManbHa 3aTpUMKa O4iKyBaHO
CIIOCTEPITaeThCsl Mijl Yac 3aCTOCYBaHHS ‘TapsAdyoro Huixy”’, Ae OJOKyBaHHS 3JI0BMHUCHOTO
JpKeperna BinOyBaeThCsl Oe3rocepelHbO Ha PiBHI BXIHOTO HUTIO3Y 0€3 3alydyeHHS MOAYJIs
knacuikarii, 3a0e3neuyroun MeJiaHHUK yac OJ0KyBaHHS 3alUTy Ha piBHI 5,674 Mc.

OxpeMo A0CHIKyBINCS 3aTpUMKa, MPOIMYCKHA 3/]aTHICTh Ta 00YHMCIIOBAIbHI BUTPATH
komroneHTiB Data Plane ta moxyns xnacudikamii. st orinku podotu Istio Ingress Gateway
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BUKOHAHO MOPiBHSIHHS 00poOeHHs inenTnuHux HTTP-3anutiB y 1Box cranax: 6e3 EnvoyFil-

ter ta 3 yBiMkHeHHM po3wmupeHHsM EnvoyFilter s excriopry arpudyris. 106 BukIrounTH
JI0JJATKOBI 3aTPUMKH LIIbOBOTO BEOCEPBICY Ha pe3yiabTaTd BUMIPIOBaHb Ta YHHUKHYTH Iepe-
CWJIaHHS Tpadiky Briaud Kiactepa, Ha MUTF031 HATAMITOBAHO TEHEPAIlilo JIOKATbHOI BiAMOBIII
HTTP 200 mnst URI /benchmark/local. 3aBasiku mboMy BUMIpSIHUEN Yac BIATYKY BigoOpaxae
BUKJIIOYHO 3aTPUMKY OOpOOJICHHS 3alUTy Ha PiBHI HUTIO3Y (30KpeMa, BUTPATH HA BUKOHAHHS
EnvoyFilter). ITix gac exciepumenty koutposep DDoS Protection Operator 3anuiiaBcs Hea-
KTUBHUM, a pecypc AuthorizationPolicy mictuB aapecy-3arnyiiky, 1o rapaHTyBajo MpOXO-
JOKEHHS BCIX 3amuTiB 0€3 3aylyueHHs] MeXaHi3MiB OJokyBaHHs. HaBaHTa)keHHsS HA LUTIO3 Te-
HepyBajiocst yTuitiToro Fortio (ceancamu 1o 15 ¢): 3a ¢ikcoBanoi inteHcuBHOCTI 500 3anuTiB
3a ceKyHny (hikcyBajacs MeJiaHHa 3aTPUMKa, a 32 MAaKCUMAaJIbHOI IHTEHCHBHOCTI — TpPaHUYHA
NPOMYCKHA 3AaTHICTh. Yac BUKOHAHHS Ta CIIOKMBAaHHS ONEPAaTHUBHOI MaM’ATi MOJyJEM Kia-
cudikarii OI[iHIOBAIUCS 3a JIOIOMOTOI0 OKpeMoro TecTy Ha BuOipiii 3 4000 KITi€HTCHKUX ce-
ciii. PesynbraT 1ux BUMiprOBaHb HaBEICHO B Ta0. 2.

Ta0mums 2
OmiHka HakJIaHUX BUTPAT [IUTIO3Y Ta MOJYJIS Kiacugikarii
Merpuka 3HavYCHHS
Menianna 3aTpuMka 00poOIeHHS 3anuTy Ha 1UTI03i (6e3 EnvoyFilter), mc 1,71
Menianna 3aTpuMka 00poOIeHHS 3anuTy Ha 1UTI03i (3 EnvoyFilter), mc 4,643
MakcumainbHa IpoIycKHa 31aTHICTh T3y (6e3 EnvoyFilter), 3anmuris/c 6063
MakcumarnbHa IpoInycKHa 31aTHICTh mutio3y (3 EnvoyFilter), 3anuris/c 2158
Yac knacudikauii 4000 ceciii y Moy knacudikanii T, , MC 32,5
OO6csr onepaTuBHOT mam’siTi st kinacudikarii 4000 ceciit, Mb 3,09

Hageneni gaHi B Ta0J1. 2 AEMOHCTPYIOTh O0UMCIIOBAJIbHI HAKJIaHI BUTPATH HA €KCIIOPT
aTpuOYyTIB Ha piBHI LUTI03Yy Ta Oe3rnocepeiHio Kiacu(ikalio KIEHTChKUX ceciif. Ha posrop-
HYTOMY TECTOBOMY KjacTepi aktuBaiis EnvoyFilter npussena mo 30inblieHHs MeTiaHHOT 3a-
TPUMKHM Ha 2,933 Mc Ta 3HM)KEHHsI IPOITYCKHOT 37]aTHOCTI LT3y Ha 64,4 %. Baxxnuo 3a3Ha-
YUTH, 1O I1i MOKAa3HUKHU B1JOOPAKatOTh BUKIIOUHO BUTPATH HA BUOKPEMIIEHHS Ta aCHHXPOHHE
BignpasieHHss HTTP-atpuOytiB 10 Moayss 300py JaHMX Ta HE BKJIIOYAKOTh yac Ha 00poO-
JIEHHSI JTaHUX KIHIEBUM BeO3acTocyHkoM. 3HaueHHs 32,5 mc Ta 3,09 Mb xapakTepu3yroTh
OJIHOpa30B€ BUKOHAHHA Kiacudikaiii 1 Habopy gaHux i3 4000 ceciil ycepeauHi mporecy
MoayJs kiacugikailii, a He 0OpoOJIeHHS OFHIET Cecii UM CIOKUBAHHS MaM’sITi KOHTEHHEPOM
3arasoM. Yac poOoTH peaizoBaHHX MeTOiB BusiBiIeHHss DDO0S-atak y moxymi knacudikarmii

Tiass 2751 MacuBy 3 4000 ceciii cranoButh 32,5 Mc. OTpruMaHi 3Ha4eHHs Yacy Ta BUKOPUCTaH-

Hs onepaTuBHOI mam’ati (muie 3,09 Mb) € He3HaUHUMHU 711 TAKOTO 00CATY JaHMX, IO MiJIT-
BEPUKYE BUCOKY OOYHMCITIOBANBbHY €()EKTUBHICTh PIlIEHHS Ta MiHIMi3ye HOro HaBaHTaKEHHS
Ha pecypcu cepenosuia Kubernetes.

Jnist 311iiCHeHHS TOPIBHSUIBHOTO aHali3y PO3pOOJIEHOT CHCTEMH 3 HAsIBHUMU aHAJIOTaMHU
Ha TOMY CaMOMY BXiJHOMY IUTIO31 po3ropHyrto pimenHs Coraza — WAF (Web Application
Firewall), mio cymichwmii i3 ModSecurity ta mictuts noBuuii Ha0ip npasun OWASP Core Rule
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Set (CRS), peanizoBanwuii sik WASM-po3mmpenHs 11 npokci-cepBepa Envoy [36]. Excre-

PUMEHT mependayaB AOCHIHKEHHS TBOX aJlbTEPHATUBHUX CLIEHApiiB OOpOOJICHHS 3alMTiB:
3aIPOMOHOBAHOT CHCTEMH 3 aCHHXPOHHHM €KCIIOpTOM aTpuOyTiB uepe3 EnvoyFilter ta npo-
rpamu COraza i3 CHHXpOHHOIO IepeBipKoro npasui (0e3 Bukopuctanus EnvoyFilter). Oouasa
BapianTu TectyBanucs Ha nokanbHomy URI /benchmark/local B numto3i, mo mnoBHicTIO BU-
KIII0YaJI0 BIUIMB LIJIBOBOTO 3aCTOCYHKY. SIK 1 B MOMEpenHiX JOCITIKEHHSAX, KOXKHE BUMIPIO-
BaHHS TPUBAIO 15 ¢ 1 HOBTOPIOBANOCS TPUYi, a 3a MiICYMKOBUH MOKa3HUK Opanocs MeiaHHe
3Ha4YeHHs. BakKJIMBO 3a3HAYMTH, IO MEIiaHHY 3aTPUMKY BH3HAYald 32 3HMW)KEHOI IHTEHCHB-
HOCTI HaBaHTaXEHHs, a came 10 3anuTiB 3a cexynay. Lle 3ymoBieno tum, mo mpu 500 3amnu-
TiB 3a cekyHay Coraza Budeprye 0OUMCITIOBAIBHI pecypcH, Yepes Mo 10 OCHOBHOTO Yacy 00-
pOOJIEHHS 10AA€THCS 3aTPUMKA OYIKYBAaHHS 3aIllUTIB y 4Ye€p3i, 0 CIIOTBOPUIIO O pe3ysbTaTH
nopiBHSHHA. BogHOYac rpaHuYHa MpOMYCKHA 3[aTHICTH BUMIPIOBAJIACS OKPEMO B yMOBAax
MaKCHUMAaJIbHOTO HaBaHTA)XEHHS. Pe3ynbTaTH MOpIBHSJIBHOTO OI[IHIOBAaHHS HABEICHO B

Tadm. 3.

Tabmuus 3
[TopiBHSHHS 3aTPUMKH Ta MPOITYCKHOI 3aTHOCTI po3pobiieHoi cucremu 3 Coraza WAF
MenianHa 3atpuMka 00- | MakcumalbHa MPOITyCKHA
Cuctema 3axucry ] .
pOOJIEHHS 3aITUTY, MC 37aTHICTb, 3aIIUTIB/C
Po3pobnena cucrema 3,667 1973
Coraza WAF 45 473

Hageneni B Tabu. 3 naHi AEMOHCTPYIOTh MOPIBHSAHHS KJIFOUYOBUX IOKa3HUKIB 000X pi-
IIEHb 32 OJIHAKOBMX YMOB €KCIIEPHUMEHTY. BiZIMiHHICTh aOCOMIOTHUX 3HAYEHb 3aTPUMKHU Ta
MPOMYCKHOI 37aTHOCTI JUIsl pO3pOOJICHOI CUCTEMHU MOPIBHAHO 3 pe3ysbTaTaMH, MOJAHUMHU B
TabJ1. 2, MOSICHIOETHCSI BUKIIIOYHO 3HIKEHOIO 1HTEHCHUBHICTIO TECTOBOrO HaBaHTa)keHHs (10
3anuTiB/c 3amicTh 500 3anuTiB/C). AHaNI3 AAHUX MOKA3Ye, 1110 MOPIBHIHO 13 3alIPONOHOBAHUM
pimeHHsM 3actocyBaHHs Coraza WAF 30u1birye MeaianHy 3atpuMky Ha 41,333 mc (y 12,3
pasza) Ta 3HWXKYE TpaHUYHY IPONYCKHY 37aTHICTh Ha 76 %. OTxe, 32 yMOB MPOBEIEHOTO €KC-
NEepPUMEHTY CUHXPOHHA IepeBipka Tpadiky 3 moBHUM Habopom npasuil CRS renepye cyrreBo
OTBIII HAKJIJHI BUTPATH Ha PiBHI BXIJHOTO LUIIO3Y, HIX PO3pOOICHUHN apXITeKTypHUN Mij-
Xi/1 Ha 6a31 aCHHXPOHHOT'O €KCIOPTY aTpHOYTiB.

[Tig yac aHami3y OTpUMaHMX pPE3YNbTaTiB HEOOXITHO BPaxoBYBAaTH HM3KY OOMEXEHb
MIPOBE/ICHUX eKcriepuMeHTiB. [lo-nepiie, BUMIpIOBaHHS BUKOHYBAJINCS HA TECTOBOMY KJIacTe-
pl 3 OTHUM BY3JIOM 3a MOMIpHOi IHTEHCUBHOCTI TpadikKy, TOMY B PO3IMOAIIEHUX CEpPeOBHIIAX
3 JIeKUIbKOMa BY3JaMM MijJ 4ac MAacHBHUX aTaK MOKAa3HUKH MEPEXEBHX 3aTPUMOK MOXKYTb

BinpizHsaTUCA. [lo-gpyre, obuncimroBambHa CKiIagoBa T, O€3MocepeqTHbO 3aICKUTH BiJ 3a-

class
CTOCOBAaHMX METOIIB BUBIEHHS aTak. OIiHKa IXHbOI TOYHOCTI HE BXOIMJIa B MEXI1 IILOTO I0-
CJIIJKEHHSI, IPOTE BIPOBA/KEHHS CKJIQJHIIINX METO/AIB HEMUHYYE 30UIbIIUTH Yac Kiacudi-
kauii. KpiM Toro, 31 30UIbIIEHHSM KUIBKOCTI BUSIBJICHHX 3JIOBMHCHHKIB 3pOCTaTUME 0OCAT

cnircky Ono0kyBaHHS B pecypei AuthorizationPolicy, mo miABHIIUTE CITOKUBAHHS ONEpPATHB-
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HOi mam’sTi Ha nuto3i. OJHaK 11ei BIIMB MoXe epeKTUBHO HiBemoBatucs mexaHizMmom TTL,

KM 3a0e31euye aBTOMaTUYHE OUMIIEHHS 3aCTapiIuX 3aMUCiB OJIOKyBaHHS.

OxpeMo ciij BiJ3HAUUTH apXITEKTYpHY ClelU(iKy NOPiBHIHHS PO3pOOIEHOr0 pillieH-
Hs 3 pimeHHsMu kiacy WAF (3okpema Coraza). 3azsuuait WAF BUKOHYE MUTTEBY CHHXPOH-
HY TIepeBipKy 3a CTATUYHUMHU IMIPABHJIAMH, 110 CTBOPIOE 3HAYHI HAKJIA/IHI BUTPATU HAa KOXKEH
3anuT 1 noTpedye pyYHOTo HAJAIITYBAaHHS 1M1l HOBI BEKTOpH aTtak. HaromicTs 3ampononoBaHa
CUCTeMa BUHOCHTH CKIaAHY Joriky knacudikaiii LR-DDOS (sika morpedye TpuBaiioro BikHa
CIIOCTEPEKEHHS) B OKPEMUN aCUHXPOHHUH KOHBeep. Uepes 11e MOBHUN LMK IEPBUHHOTO BU-
siBieHHs araku (cold path) TpuBae moBiume, HiX HepeBipka Bxke HasBHOro npaswia y WAF.
[Ipote 3aranpHa e(heKTUBHICTH CUCTEMHU IPYHTYETHCS HAa aBTOMATHUHI Kiacudikamii Ta on-
TUMI30BaHOMY c1ioco0y oOpoOJIeHHs 3amuTiB: Micis mepuioi kinacudikamii nepeBakHa Oib-
IIICTh IIKIUIUBOTO Tpadiky OJIOKYETbCS MHUTTEBO Oe3mocepenHbo Ha mumosi (hot path), mo
pPOOHUTH TaKy apXiTEKTypy ONTHUMAJIbHOK JUISl 3aXMCTY 3aCTOCYHKIB. Y TOAAJIBIIUX JIOCTi-
JOKEHHSIX TUIAaHYETHCSI POIIUPUTH €KCIIEpUMEHTabHy 0a3y [UIs TECTYBaHHS CHCTEMH B Mac-
mMTa00OBAHUX CEPEIOBHINAX.

BuCHOBKH. Y CTaTTi 3alpOMOHOBAHO Ta PEali30BaHO PO3MOIIICHY apXiTEKTypy 3axuc-
Ty Mikpocepgici Bim HTTP LR-DDoS arak y cepenourui Kubernetes, sika He notpedye mMo-
audikamii BUXITHOTO KOAY LUTBOBHUX 3aCTOCYHKIB. 3alpONOHOBAaHE apXiTEKTypHE PIlICHHS
nepenbavae BuokpemsieHHs arpuOytiB HTTP-3amutiB micns pemmdpysanns TLS-Tpadiky y
BXigHOMY nuto3i Istio Ingress Gateway, iXHIO aCHHXPOHHY KJIAacH(]iKaililo 1mo3a OCHOBHUM
MIOTOKOM OOpOOJICHHS Ta OJOKYBaHHS BHUSBICHHX JKEpEI aTtak 3a jornomororo Istio-pecypcy
AuthorizationPolicy.

["'0110BHOIO 0COOIMBICTIO PO3POOIIEHOT apXITEKTYPH € MOETHAHHS ACHHXPOHHOT'O €KCII0-
pry HTTP-arpu0yTiB, 300py MepexeBHUX aTpUOYTiB 3a J10moMororw texHosoriii eEBPF/XDP Ta
peaiizarii TppOX clieHapiiB pearyBanHs cuctemMu Ha DD0S-araku. 3aBasku 11bOMY HEiJEHTH-
¢dikoBaHUH Tpadik MiAIArae aHami3zy 3a JJOMOMOTOI0 peani30BaHUX METOAIB Kiacudikaiii, 3a-
IUTH 3 BIIOMHUMHU CUTHaTypamMH pO3Mi3HAIOTHCS 0€3 MOBTOPHUX oOuuciieHb, a HTTP-3anutu
BIJl y’K€ 3a0JI0KOBaHMX JDKEPEIT aTak BIAXUIISIOTHCS 0€3M0ocepeIHhO BX1ITHUM LUII030M 31 CTa-

JIOKO O0YHUCITIOBAIBHOIO cKiaanicTio O (1) )

PesynbraTé mpoBeneHNX EKCIEPUMEHTATBHUX JOCHTIKEHb IMiITBEPAMIN JTOCATHEHHS
MIOCTAaBJICHOI METH Ta BUKOHAHHS BCIX BCTAHOBJICHUX BHMOT. 3aCTOCYBaHHS po3IIUpeHHs En-
voyFilter 30i1b1HI0 3aTpUMKY 00pOOIIEHHS 3amuTiB Juiie Ha 2,933 Mc, 1110 TTOBHICTIO BiJIIO-
BIJIa€ BCTAHOBJEHIN BUMO31 (He Oubiie 10 Mc) Ta HE CTBOPIOE BIAUYYTHHUX 3aTPUMOK ITiJ] Yac
MapIIpyTH3alii JeriTuMHoro Tpagiky. Yac pearyBaHHs cucTeMu Ha ataky ckiaB 3,15 ¢ mis
crenapiro “full cold path” (knacudikarist HoBux mxepen 3anwuris), 0,8 ¢ misa “fast-track cold
path” (po3mi3HaBaHHS BiZJOMUX CHTHATyp) Ta 5,674 mc mis “hot path” (6mokyBaHHs Ha piBHI
nutro3y). Moayne kiacudikamii Bukonas a"ami3z 4000 ceciit 3a 32,5 MC 13 BUKOPHCTaHHSIM
3,09 Mb omneparuHoi mam’sti. Y nopiBasHHI 3 Coraza WAF po3po06iieHa cucrema mpoaeMo-
HCTpyBasia y 12,3 pa3za MeHIIy MeIiaHHy 3aTpuMKy (3,667 Mc npoTu 45 Mc) Ta BHIIY TpaHUY-
HY MpONyCKHY 31aTHICTh (1973 3anuTu 3a cekyHay npoTu 473 3amuTiB 3a CEKYHY).
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OTpumaHi eKCiepIMEHTaNIbHI JaHi OTPUMAHO Ha TECTOBOMY KJIacTepi 3 OJTHUM BY3JIOM,

TOMY BOHHU Bi10OpakaroTh OCOOIMBOCTI pO3pOOICHOTO PIllICHHS, a HE TTapaMeTpH Horo po6o-
TH y TIOBHOILIIHHOMY IIPOMUCIIOBOMY cepenoBHIi. Hanmpsimamu moganbIux AOCHIKEHb € Te-
CTYBaHHsI CUCTEMH y PO3MOJIUIeHIN KoH(Iryparii 3 6aratbmMa By3JaMH, HaJlalITyBaHHS TUHA-
MIYHOTO MaciITabyBaHHs KiacudikaTopa Ha OCHOBI po3mipy uepru 3anutiB y Kafka ta nepe-
Bipka e(eKkTUBHOCTI (DYHKIIOHYBaHHS BCi€i CHCTEMHM Ha Ha0Opax PeabHOIO MEPEKEBOIO
Tpadiky.
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Designing the architecture of a software system for detecting
and blocking HTTP LR-DDoS attacks on the Kubernetes platform

This paper proposes and implements a distributed architecture for protecting micro-
services against application-layer low-rate DDoS (LR-DDoS) attacks in a Kubernetes envi-
ronment, without modifying the target applications’ code and without introducing noticeable
latency to legitimate traffic. The architectural solution is based on separating the routing
plane (Data Plane) and the analysis plane (Control Plane): application-layer attributes are
collected by the EnvoyFilter extension after TLS decryption at the Istio ingress gateway, and
network attributes are gathered using eBPF/XDP technologies, after which they are asyn-
chronously forwarded to the Apache Kafka broker. The horizontally scalable classification
module, developed in Go, and the controller based on the Kubernetes Operator pattern store
DDosS attack sources in Redis with a TTL mechanism to remove stale data and update block-
ing rules in the AuthorizationPolicy resource. This enables three attack mitigation scenarios:
full classification of unknown sessions, accelerated verification against preserved signatures,
and request blocking at the gateway with O(1) complexity. Experimental studies have con-
firmed the system’s high performance: the latency overhead from the EnvoyFilter is only
2.933 ms, and the response time is 3.15 s for new sources, 0.8 s for known signatures, and
5.674 ms for gateway-level blocking. The classification module processes 4,000 sessions in
32.5 ms using 3.09 MB of RAM. Compared to the Coraza Web Application Firewall (WAF),
the proposed system demonstrates 12.3 times lower latency (3.667 ms versus 45 ms) and sig-
nificantly higher throughput (1,973 versus 473 requests/s).

Keywords: DDoS, low-rate DDoS attacks, LR-DDoS, software system, software engi-
neering, microservice architecture, Kubernetes, Istio, information security, cryptography.
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P.O. benskos
MOPIBHSIJIBHUI AHAJII3 IPOLIECIB ITIPOrHO3HOI CUHXPOHI3ALIIT
TA BUBOPY BY3JIIB PO3INOAIJIEHOI AHTEHHOI CUCTEMHU
HA OCHOBI BUMIPSIHUX XAPAKTEPUCTHUK PAJIIOKAHAJIIB

Anomayis. Y cmammi nposedeHo NopieHANbHUL AHANI3 NPOYECi8 NPOSHO3HOI Yacoeoi, ua-
cmomuoi ma ¢azoeoi cunxpouizayii i a0anmueHoco 8uOOPy By31i6 PO3N0OIIEHOI AHMEHHOT
cucmemu 3 00OHOPAaH208010 KoopouHayiero. Pozensioaemocs cucmema 3 32 padiosysnis, sxi
dopmyrome KocepenmHull iIHOPMAYItiHULL CUSHAT OJis PYXOMO20 NPULIMAYA 8 YMOBAX 8Mpamu
aKmyanbHoCmi OYiHOK CUHXpOHI3ayii uepe3 pyx padiogy3nie i mpuiimaua, HecmadilbHicmb
ONOPHUX 2eHepamopie padiogy3nié i 3ampumKu Ciy#008020 oOMiHy. [[ns npoedeHHs 00-
cnioocents eukopucmaro sumipani xapaxmepucmuxu paoioxaunanie DICHASUS oza 32 an-
meHHux enemenmis Ha yacmomi 1,272 I'T'y, mpaexkmopii pyxy bnJIA i3 nabopy DeepSense 6G
ma mooenb 4acmomuo-ghazosoi HecmadbilbHOCMI ONOPHUX 2eHepamopis padiosysiis, napa-
Mempu AKOi 6U3HAUAIOMbCSL HA OCHOBL Oesiayii Annana.

s nopisnauHs mMemooie chopmMo8aHo mamemamuyHy mMooeib, AKa 00360JI5€ NPOSHO3)8AMU
Gaszosuil cmaH KOHCHO20 padiosy3nd, GUHAYANU UMOBIPHICMb BUKOHAHHS (hA308020 OONYCKY
ma po3paxosyeamu OYIKY8aHy NPUUHAMY NOMYAICHICMb 3 YPAXYBAHHAM 3HAKA IHmMepgepeH-
YIIHO20 8HECKY KOJCHOI napu padiogysnie. Ompumani 3Ha4eHHs. BUKOPUCOBYIOMbCA O/ 8U-
bopy cknady kiacmepa, 3aCmMOCO8AHO20 0/l KO2EPEHMHO20 (POopMy6aHus iHDopMayiliHo2o
cucHamy 8 mouyi npulManHs. 3a pe3yibmamamu npoeedeHoi OYiHKU edeKxmueHocmi 6cma-
HOBIIEHO, WO 3ACMOCYBAHHS NPOCHO3HOI CUHXPOHI3AYTT 0038015€ 30LNbUUUMU NPULIHAY NOM-
yorcHicms  iHopmayitinoco cuenany Ha 0,88—9,43 OB nopieuano 3 peakmusHOl CuH-
XpoHizayiero. Bubip ckiady padiogysnié Ha 0CHOGI OYIKYBAHOI NPUUHAMOI NOMYHICHOCIE 003~
8osis€ 30epeemu pideHb NOMYHCHOCMI, OMPUMAHULL OJI1 NOBHO20 CKAAOY CUCMeMU, NPU 3MeH-
weHni Kinbkocmi akmusHux paodiosysinieé na 17,5-30,4 %. Ha ocnosi npogedenoco ananizy
BCMAHOBIEHO, WO eHMPONIUHUL NOKA3HUK He 3a0e3neuye OKpemo2o Npupocmy NputiHamoi
NOMYHCHOCMI, a YMOBA HAOIUHOCMI HA OCHOBI Medci 00 €OHaHHA NOOIU V OUHAMIYHUX CYe-
HApIAx HAOMIPHO CKOPOUYYE CKIa0 Klacmepa.

Knouoei cnosa: posnodinena anmenna cucmema, KoeepeHmHa nepeoaia OaHux, npocHO3HA
CUHXPOHI3aYis, aoanmueHutl 6ubip 8y31ie, NopieHANbHUL anani3, gitemp Kanimana, xouceH-
cycHe y3200acenns, bnJlA, DICHASUS, DeepSense 6G.

ITocTaHoBKka HaykoBOro 3aBaaHHsi. MoOiJIbHI caMOOpraHizoBaHi paJioMepexi, 30-
Kpema Mepexi 3 MOBITPSHUMH By3JlaMH, (QYHKIIOHYIOTh 6€3 mocTiiiHoi 6a30Boi craHmii. O -
HOpaHroBa B3a€MO/Iisl BU3HAUAE CIOCIO KOOpAMHALIIT palioBy3JiB, a 6araTo3B’a3Ha TOMOIOTS

© Bensaxos P.O., 2026
Copyright for this paper by its authors. Use permitted under License CC BY 4.0.
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3a0e3medye pesepByBaHHS MapuipyTiB. s KorepeHTHOT 0oOpoOKM OJHAKOBOTO iH(pOP-

MAaI[ifHOTO CUTHAJY BiJ IPOCTOPOBO PO3HECEHUX PAMIOBY3JiB HEOOXITHO Y3TOJAUTA MOMEHTH
npuOyTTsI CUTHAIIIB, HECY4l 4acTOTH Ta ¢a3u B TOUL NpuiiManHsA. B mporeci KorepeHTHOT
nepenavi iHGopMaIiiftHOro curHainy GopMyeThes KacTep, SKUi CKIAIaeThes 13 PaaioBY3IiB,
3aCTOCOBaHMX il (DOpPMyBaHHS CUTHalTy B Toulli mnpuiiMaHHSA. CyKYIHICTH Y3TOIKEHHX
pamioBy3iiB YTBOPIOE posnofaiieny aHTeHHy cucteMy (PAC), Burpaii sikoi 3aJIeXKUTh BiJl Xa-
PaKTEPUCTHK PajiOKaHaIIB, CKJIa/ly KilacTepa Ta 0OMEKEHHs Ha CyMapHY MOTYKHIcTh [ 1-3].

[TpakTiuna peanizaiis PAC yCKkIagHIOEThCS HE3ICKHUM Apei(hoM OMOpHHUX T'eHepa-
TOPIB PaJIiOBY3JIiB, TOXUOKAMU BHU3HAYCHHS TOJIOKEHHS, YACOBOIO MIHJIMBICTIO pa/lioKaHaIB
1 3aTpUMKaMH CIIy>)k00BOTO 00MiHy. B3aemHmii pyx mepenaBadiB i mpuiiMada CIPHUUHSIE J10-
TUIEPIBCHKUI 3CYB 4acTOTH Ta Oe3rnepepBHE HAKOMUYEHHS (pa30BOi HEY3rO/PKEHOCTI. 3a TaKuX
YMOB TIapaMeTpH CHHXPOHi3alii, BU3HAYEH] 32 OTOYHUMHU BUMIPIOBAHHSAMH, BTPAyarOTh aK-
TyaJbHICTh 10 MOMEHTY ITOYaTKy KOTEPEHTHOI Iepenadi JaHuX. 3a3HaueHe OOyMOBIIIOE
HEOOX1THICTh JOCIIDKEHHS MPOTHO3HOT CHHXPOHI3allii Ta BHOOPY BY3JIiB 32 IPOrHO30BAHOIO
($ha30BOIO CYMICHICTIO.

HaykoBe mpoTtupivus mnossrae y He0OXiJHOCTI MIATPUMYBATH KOTEpEHTHE (OPMYyBaHHS
iH(pOpMAIIfHOTO CUTHAITY BEIHUKOI KUTBKOCTI PalioBYy3JIiB B yMOBaX, KOJHM 4acTOTa OHOBJICH-
HS OIIHOK CHHXPOHI3aIii 0OMeXeHa pecypcoM CIy>KOOBOro oOMiHy, BTpaTa aKTyaJIbHOCTI
3a3HAYCHHX OI[IHOK 3pOCTAa€ 3 JUHAMIKOIO PaioBy3:miB. 30UIbIIECHHS YacTOTH OOMiHY HIOT-
HUMH CUTHaJaM{ 3MEHIIYE BTPATy AaKTyaJbHOCTI OLIHOK, OJHAK 30LIbIIye CITy>KOOBUI
Tpaik, E€HEeprocrnoXMBaHHS Ta 3aTPUMKH, IO CYNEPEYUTh BHMOTaM JO aBTOHOMHHUX
pamioBy3mis [1, 8].

OkpeMo HeOOX1THO BU3HAYUTH BHECOK MTPOTHO3Y (ha30BOT0 CTaHy, BUOOPY CKIIATy Kiia-
CTepa, EHTPOMIMHOro MOKa3HUKa Ta YMOBH HAJIHHOCTI 32 OJIHAKOBUX PECYpPCHUX OOMEKEHb.
VY BIiJOMHUX MigX0AaX pe3yJbTaTH 3a3HAUEHHX MPOIEAYyp MEPEeBAXHO PO3TIIAJAIOTHCS KOM-
TUIEKCHO, IO HE JO3BOJISIE KUTbKICHO BH3HAYMTH BIUTMB KOXXHOI 3 HUX Ha MPHUHHATY MOTYX-
HICTh 1H(OPMAIIHHOTO CUTHAITY Ta KUJIbKICTh aKTUBHHMX PaJI10BY3JIIB.

3 ypaxyBaHHSIM HaBEIEHOTO AaKTyaJlbHUM € HAyKOBE 3aBJaHHS, IO TOJITae y
MOPIBHSUIBHOMY aHali31 MpOLECiB MPOTHO3HOI CHHXpOHI3alii Ta BUOOpY IepenaBabHOTO
KJIacTepa 3 KUIbKICHOO OL[IHKOIO BHECKY KOXHOTO MPOIIECY Ha OCHOBI BUMIPSIHUX XapaKTepu-
CTHK paJiloKaHaliB 1 TpaekTopiit pyxy brJIA.

AHaii3 ocTaHHiX aocaiakenb i myoaikaniii. ¥ pobotax [1, 2] cucremaTuzoBaHo 3a-
Jladl po3noAIJIeHOro (pOpMyBaHHS MPOMEHS Ta HaBEJEHO BUMOTH JI0 TOYHOCTI B3a€EMHOI 4aco-
BO1, YaCTOTHOI Ta ()a30BOi CHHXPOHI3allli €JIEMEHTIB PO3NOAlIeHUX (ha30BaHUX pemnTok. Pe-
3yJIBTaTH 3a3HAYCHUX JOCHIHKEHb BU3HAYAIOTh MATEMATHYHY OCHOBY KOTE€PEHTHOI mepeadi
CHUTHATIB PO3MOIICHUMU aHTCHHUMH cucTeMamu. BomHodac 3agaua BUOOpy CKiIamy KiacTe-
pa 3a MPOTrHO30BaHOI0 (Pa30BOIO CYMICHICTIO PAiOBY3/IIB Y HUX OKPEMO HE PO3TIISAAETHCS.

Y poboti [3] mpencraBieHO MeToa O€3ApOTOBOI KOOpPAWHAIII IIECTHEIEMEHTHOI
PENITKA 3 JACTEHTPAII30BAaHOK YAaCOBOIO CHHXPOHI3AINIEI0, 3aCTOCYBAHHS SIKOTO Ha YacTOTI
1,05 ITu 3abesneunno Onmszbko 98 % igealbHOrO KOrepeHTHoro Burpamryy. B
JIOCJTIJDKEHHI [4] HaBeIleHO METOJ] BUSHAUCHHS TEOMETPIi PEIIITKA 32 HEOBHUMH MIKBY3JI0-
BUMH BUMIPIOBAaHHSAMH. Y HAYKOBiil po0oTi [5] po3mistHyTo (hopMyBaHHSI MPOMEHsST O€3 3BO-
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POTHOTO 3B’S3KYy BiJ KIHIIEBOrO MpuiiMada. Burpain 3a3HaueHUX METOJIB JOCATAETHCS 32

paxyHOK TiABUIICHHS TOYHOCTI OKPEMOI MiJCUCTEMH 3a 33JaHOTO CKJIaay MNepenaBajbHUX
pazioBy3JiB, 10 HE TO3BOJISIE OL[IHUTH BIUIMB BUOOPY pPaiOBY3JIiB Ha MPUHHATY MOTY>KHICTb.

B nocnimxenHi [6] po3mISIHYTO iHTErpOBaHE 30HyBAHHS Ta 3B’S30K 332 ACHHXPOHHOTO
pyXy HpUCTpPOiB, L0 JO03BOJISIE BU3HAYATH JIOIUIEPIBCBbKI IMapaMeTpu pajiokaHaiiB. Y
poGoti [7] HaBemeHO pe3yabTaTH B3a€EMHOTO KajiOpyBaHHS Ta BIJCTEXKEHHA (Pa30BUX
KOe(iIieHTIB Yy TUHAMIYHHX CLEHapisxX. Y HayKoBii po0OoTi [8] 3ampononoBano metox 6e31-
poToBOi (Pa30BO-4ACTOTHOI CHHXPOHI3AIll PO3MOMIICHUX TOYOK moctynmy BeamSync, 3a-
CTOCYBaHHS SIKOTO He moTpeOye KaOeabHOro pO3MOJULYy OINOPHOTO CUTHATYy. B
JOCHiKeHH] [9] HaBeIGHO METO/ YacTOTHO-(a30BOi CHHXPOHI3ALIi PO3MOAIICHUX PEIIiTOK
Ha OCHOBI po3noxineHoro ¢ginerpa Kanvana.

3a3HaueHi METOAM He OOMEXYIOThCS KOPEKIIEI 3a OCTaHHIM BUMiproBaHHSAM. OmHAK
pecypcHi 0OMeXEHHSI CITy>)KOOBOT0 0OMiHY Ta BUOIp pagioBY3IIiB 10 MPOIECY CHHXPOHI3allii B
HUX HE BKJIIOYEHO, TOMYy BHECOK KOXKHOTO NPOIIECY B NMPHUHHATY TMOTYKHICTH OKPEMO HE
BU3HAYAETHCS.

VY poboti [10] mpencraBieHo MOJENb IHTETPOBAHOT'O MEPEKEBOTO KOMILIEKCY 3B SI3KY 3
BrJIA, y sxiii BuOip peTpaHcisTopa 3IIHCHIOETHCS 32 MEPEKEBUMHU IOKa3HUKAaMH, 110 00-
MeXye 11 BUKOPHCTaHHS Ui (POPMYBaHHS KOTepEHTHOro kiacrepa. B mocmimkenni [11]
OOIPYHTOBAHO TEpeBarun OE3KOMIPKOBOI apXITEKTYypH 3 PO3MOJUICHUMH TOYKAMH JOCTYITY
HaJI apXiTEKTypOI0 MaJMX KOMIpOK 32 PIBHOMIpPHICTIO 0OCIIyrOByBaHHSI KOpUCTYyBadiB. MeTo-
I KOHCEHCYCHOTO y3TOJDKCHHS OI[IHOK Y MEpeKax 3 OJJHOPAHTOBOIO B3a€MOJIIEI0 HABEJCHO B
poborax [12, 13]. JIns omucy cTaOUIPHOCTI OMOPHHUX TEHEPaTOPiB BHKOPHCTOBYETHCS
nesianis Amnana [14]. Y Haykosiit po6ori [15] po3kputo pons chepruuHoro GppoHTy XBUIl y
dbopmyBaHH1 (OKyca CKIHUEHHOI TTMOUHH.

Habip nanux posnozuieHoi cuctemu BuMiproBanHs paaiokananis DICHASUS pazowm 13
nociimkenHi [18] naBegeno Haoip DeepSense 6G, sxuii BKIIOYA€ CHHXPOHI30BaHI MYJIbTH-
MOJIaJIbHI BUMIpIOBaHHs, 30Kpema TpaekTopii briJIA cuenapiro 23 [19].

[IpoBenenuit aHai3 nokas3as, 10 ICHYIOUYl METO/IU 3a0€3MeUyl0Th KOT€PEHTHE CKJIaJaH-
HS CUTHAJIB 3a 33JaHOT0 CKJIaay MepeaBalbHUX pPajioBY3IiB, a €(peKT MpOrHo3yBaHHS,
OLIIHKM HEBU3HAYEHOCTI Ta BUOOPY pajlloBY3IiB JEMOHCTPYEThCS CYKYyIHO. BosiHOUac nmutaH-
HS Y3TOJDKEHOTO BHOOpY KJlacTepa Ta MPOTHO3HUX KOPUTYBAIBHUX BIUIMBIB 13 KUIBKICHOIO
OLIIHKOIO BHECKY KOKHOTO TIPOIIECY 3aIUINAEThCS HEAOCTATHRO TOCITIKEHUM. I3 ypaxyBaH-
HSIM BUIIEHABEIEHOT0, Y CTaTTI IPOBOAUTHCS MOPIBHSUIBHUN aHaII3 3a3HaYeHHUX IPOIIECIB.

Merta gocainxeHHsi. MeToro cTaTTi € NOPIBHSAJIBHUM aHali3 MPOIECiB MPOrHO3HOI CHH-
XpOHI3aIlli Ta aJanTUBHOTO BUOOPY BY3JIB PO3MOJIIJICHOI aHTEHHOI CHCTEMH Ha OCHOBI
BUMIPSHUX XapaKTEPUCTHK PaJllOKaHAIIB 1]l Yac 3MIHH MosoxkeHHs briJIA.

JInist TOCATHEHHS TIOCTABIICHOT METH HEOOXITHO: Y3TOJIUTH €IUHY MOJIENb CHUTHAITY, (a-
30BOT'O CTaHy Ta MPUNHATOI MOTYXHOCTI JUIsl TOPIBHIOBAHUX CHOCO0IB; MOOYIyBaTH BiITBO-
PIOBAaHUN €KCIEPUMEHT Ha OCHOBI BUMIPSHUX XapaKTEPUCTUK paJllOKaHAIIB 1 TPAEKTOPIN py-
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xy BriJIA; po3ainuTi BHECKH MPOTHO3YBaHHS, BUOOPY BY3JIiB, GHTPOMiITHOI CKIIaJOBO1, YMOBHU

HAIIIHOCTI Ta aJalTHBHOTO IHTEPBATY CHHXPOHI3aIIii.

BuKk/ageHHsI OCHOBHOIO Marepiany jaociailzkeHHs. B crarti Ha nepmomy etami
chopMOBaHO MaTeMaTHUHy MOZeNnb iH(opMamiifHoro curHaay Tta (a3oBOro CTraHy
panioBy3niB. Ha apyromy erami BU3HA4€HO OYiKyBaHY NPUUHATY MOTYKHICTh 1 KpUTEPiid BU-
Oopy ckmany knactepa. Ha Tperbomy erami chopMOBaHO MpOLELYpY NPOTHO3HOI 4acoBOfi,
qacTOTHOI Ta ()a30BOi CHHXPOHI3allil 3 MOJANIBIIO NEPEBIPKOI0 TOTOBHOCTI PadioBY3IIiB 0
KOTEpEeHTHOI mepenavi iHpopmaniiHoro curHany. Ha yeTBepTroMy eTami HpOBEIEHO OLIHKY
e(EeKTUBHOCTI METOAIB 13 BHKOPHCTAHHSIM BHUMIPSHUX XapaKTEPUCTHK paJliOKaHAJIB
DICHASUS, Ttpaextopiii pyxy bmJIA DeepSense 6G Ta Monmem wacTtoTHO-(a30BOi He-
CTaOLIBHOCTI OTIOPHUX T'€HEPATOPIB PATIOBY3IIB.

Moaeap cucremu ta curnaiay. Cucrema ckiagaetbesi 3 MHOXKUHU V = {1y, .., vy}

ABTOHOMHUX MOOUIBHHX PajioBY3JIiB, KOXKCH 3 SKUX Ma€ BIIACHUI OMOPHUIN TeHepaTop i 3a-
coOM OLIIHKM IMapaMeTpiB pajgiokaHary. B mporeci korepeHTHOI nepenadi Janux GOpMyeTbCs

knacrep £, © V', skuil cknagaerses 13 paaioBy3iiB, 3aCTOCOBaHUX i GopMyBaHHS iHDOP-

MariiiHoro curaany. CHHXpOHI3allis 3a3Ha4eHUX PaIiOBY3JIiB 32 4aCOM, YaCTOTOIO Ta (a3oro
3a0e3reuye KOrepeHTHE CKJIaJIaHHsl CUTHAJIIB y TOYIll NMpUiMaHHs. TOIMOoJIOris 0JHOPAaHTOBOT

B3a€EMO/Iii PagioBYy3JIiB y MOMEHT JUCKPETHOTO Yacy K mpejcTaBicHa y BUTIISI JUHAMIYHOTO

rpada (1):
G = (V,Ep, W), 1)

ne E;, — MHOXMHA JTOCTYITHUX OJHOPAHrOBHX 3’€nHanb; Wy, = [WE- i(k }] — MaTpuLs Bar, Mo
XapakTepu3ye MPUIATHICTh pafioKaHaly MK V; Ta 1; 10 ciyx00Boro oOmiHy. PeOpo BBa-
KAEThCSA aKTUBHUM 33 yMOBH W;; (k) = &, ne &,, — MiHIMaNBbHO JOMyCTHMHUH PiBEHB AKOCTI

3’ IHAHHS.
B po0oTi BHKOPUCTOBYETHCS €KBIBaJIEHTHA KOMILUIEKCHA HU3bKOYACTOTHA MOJIENb

BimHOCHO Hecydoi f.. Hexaii 5(t) Mae oMHHYHY CepeIHIO MOTYXHICTh, Pjtx — MOTYXKHICTh
nepeaBava [-ro pamioBysia, [3; (t) — KoMIUIeKcHHIN KoedillieHT pamiokaHany 6e3 reoMeTpuy-
HOil (a3u, AT arr — HEY3rO/PKEHICTH MOMEHTIB MPUOYTTS OrMHAIOYMX MICIIS YaCOBOI KOPEKIIii.
[TpuitasTuii iHGopMaLiiHUN CUTHA NPEACTABIAETHCS Y BUTIIAL (2):

y(t) = Liec J@ms[tﬂs (t — f'Tf“"")ej(wEUi.r:'Jrufw) + n(t), 2

[ToBHa (aza curHamy panioBy3na A0 eTamy 3acTocyBaHHS (a30BOi KOpEKIii BH3HA-
qyaeTbcs BUpa3oMm (3):

t
Peo(t) = argBi(t) + @ + 21 [, (Af;(w) + uyr (w))du — 2mfizoren (1) (3)
Je argf; — apryMeHT koedinieHTa pamiokaHany; ;0 — moyatkosa (a3a OMOPHOrO reHepaTo-

pa; Af; — fioro 4actoTHe BigXWJeHHs; U;f — YaCTOTHA KOPEKIIisl, 1[0 BPaXxOBYETHCS BiJ MO-
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MEHTY (PaKTUYHOTO 3aCTOCYBAHHS; T;prep — 3aTpUMKa nomupeHHs. Ilicns eramy 3actocyBan-

Hs (a30BOi KOpekIii moxuoOka (a3u pagioBysina BiTHOCHO OonopHOi (a3u Ta iHAMBITyaTbHUI
(dazoBuil JOMYCK BU3ZHAYAKOTHCS CHCTEMOIO (4):

g(t) = WEPH(IP;":' (t) + uwe — lpref)r |£z‘[t}| = Eps 0< Ep = n/2, 4)
ne wrap, (x) = ((x + m)mod2m) — m; .., — ennna onopua daza. 3 (4) BurBae nap-
HUH JOIycK |vn'ap,? [:EE- —& J)| = 2¢,. OnHakoBui /Ui BCIX pajlioBy3niB (hasoBuil 3cyB He

3MiHIO€ KOT€PEHTHOTO BUTPAIIly, TOMY B €KCIIEPHMEHTI OIOPHOKO BBAXKAEThCA (pa3a cymapHO-
ro CUTHaTy. Y3roJDKEHICTh (a3 CUTHAIIB PaliOBY3JIiB Y TOUIll MPUHMAHHS OIIHIOETHCS HOP-
MOBaHHUM KO€(]illIEHTOM KOT'€pEeHTHOCTI (5):
.3
Liec[Pyrael™

Neon = ':EEEC«,-"EJE

R Pz-rx = Pirx|ﬁi|2! 0=< Nean = 1. (5)

Koeoinient (5) xapakTepusye 4acTKy iIealbHOrO JJIsi BUOpPAHOTO Kiactepa (a3zoBoro
CKJIaJJaHHS 1 He BU3Ha4Ya€e aOCOJIOTHOI MPUHHSITOT MOTY)KHOCTI, TOMY KJIACTEPH PI3HOTO PO3-
Mipy MOPIBHIOIOTHCS 32 OYIKYBaHOIO MOTYKHICTIO (19).
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Pucynok 1 — [locnigoBHICTH eTariB LUKy KOOPAUHALIT PallOBY3J1iB PO3MNOIIIEHOT

aHTEHHOI CUCTEMHU

DYHKITIOHYBAaHHS CUCTEMHU OPTaHi30BaHO K 3aMKHEHHM UK (puc. 1): eram crioctepe-
KEHHSI, OLlIHKa CTaHy, IPOrHO3YBaHHS, OIlIHKA MIPUIATHOCTI, BUOIp KilacTepa, CHHXPOHI3aIlis,
nepeBipka TOTOBHOCTI, TiepeIada JaHUX Ta OHOBJICHHS OIHOK. [lepeBipka TOTOBHOCTI BHUKO-
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HYETBCS MICIs MPOIeCy CHHXPOHI3allil Ta mepes MoYaTKoM Nepeaayi JaHuX; 32 HeBUKOHAHHS

YMOB TOTOBHOCTI CHCTEMa MEPEXOUTH IO PE3EPBHOTO HEKOTEPEHTHOT'O PEKHIMY.

Mogenb IpyHTYETbCS Ha TphOX JHomylneHHsX. [lepine nomymienHs ctocyerses rpada ta
HOJISITaE Yy TOMY, III0 B MEKaX OJIHOTO IMKIIY Y3TO/KEHHs rpad BUMIPIOBaHb € (HIKCOBAHHM,
HEOPIEHTOBAHMUM 1 3B’S3HHMM, a Baru CUMETPHYHI Ta qojaTHi. J[pyre HOMyIieHHs BiJIHECEHO
KaHaly nepeaayi JaHuX Ta MOJIATae y TOMY, 10 Koe(illieHTH pafioKaHAIIB MiX paJioBy3ia-
MU Ta IpUiMaydeM JOCTYIHI 3 HEBU3HAYEHICTIO Yepe3 3BOPOTHUH 3B’ S130K. TpeTe NomyIeHHs
CTOCYeThCs (pa30BOi MOJENI Ta MOJATAE y TOMY, IO BUKOPHUCTOBYIOTHCS JIOKAIBHO PO3rop-
HyTi a3y i By3bKOCMYTOBHUI1 €KBIBAJICHT KaHATy.

Mogae/ib MPOrHO30BaHOI0 CTAHY pagioBy3Ja. /s MporHo3yBaHHS NapaMeTpiB CHH-
XpOHi3allii cTaH pajioBy3Jia MPEICTaBICHO y BUTIISAII BeKTOpa (6):

— T

xi(k) = (ry,vr, 67, 89, Af, v vi e, q0) (6)

1e T;, ¥; — KOOPJMHATH Ta MIBHIKICTh; 0T; — 3MIIIEHHS JOKAJIbHOI YacOBOI IIKamM; O¢; —

BiZIHOCHA (ha3a ONOPHOT'O FeHEPATOPa; V; — FTCOMETPUYHUIN JOTUICPIBCHKHIA 3CYB; }; — HOPMO-

BaHA SKICTh pajiOKaHANy; €; — CHEPreTWYHUIH pecypce; §; — HaAIHHICTh KOOPAMHAIIHHOIO

’ . — k . .

38’s13ky; Z; 10 = {2i(1), ..., 2;(k)} — cykynmicts BumiproBans Bysna v; mo Mmomenty k. Ha

ropusonti T, = IT;, ne T; — TpUBaiCTh LMKy KOOPJMHALLii, IPOTHO3 CTaHy BU3HAYAETHCS
BHUpaszoM (7):

%(k+ k) = F(®,(k), Z; 10 u;), (7

ne F;, — onepatop, sIKHi BU3Ha4a€ MOJIETb PyXYy palioBy3ia, MOAEIb OIIOPHOIO FeHepaTopa Ta

MOJIeNIb BUMIpPIOBaHb pPa3oM 13 KoBapiali€ro MoXuOku mporHo3y. Ha ocHOBI koopauHat i
MIBUJIKOCTEN pyXy pajioBy3Jia Ta MpHilMaya BU3HAYAETHCS JOIUIEPIBCHKUI 3CYyB 4acToTH (8),

SKHMH € MOX1JJHOI0 TeoMeTpuyHoi ¢pazu 3 (3):
TR—Ti

. I
Vi = —fotpror = Fujp(v; — vp), u = , 8
€ |re—mill

Ji€ € — MBUAKICTh MOIIMPEHHS €JIEKTPOMArHiTHOI XBWII; Py — MIBUAKICTh npuiimaua. [licmus

eTary 3aCTOCYBaHHS METOJIIB KOMIIEHcallli YaCTOTHOTO BIIXMJICHHS OIIOPHOT'O reHepaTopa Ta
JIOTUIEPIBCHKOTO 3CYBY BU3HAYA€ThHCS YaCTOTHA MOXHOKa pajioBysna (9):

8fires = (4f; — Af)) + (v; — %) )

OTtpumane 3Ha4eHHs (9) BUKOPHCTOBYEThCSA Il BUBHAYECHHS OXUOKHU (ha3u paaioBysiia

Ha MOMEHT MPOTHO3Y tg + T, sika OMUCYEThCs JIOKANBHOKO anpokcumaiiero (10):

Ef(tn + Tp) R~ Ef(tn) + EHTpﬁf;-?'ES + HTpgﬁﬂ?'ES + Wmﬂdlz-, (10)
a 1l yMOBHa JUCTIepCis BU3HaYa€eThCsl Bupazom (11):
T
oz =b"Lb+cl,,; b= (I,EHTp,nsz) ) (11)
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ne X; — yMOBHa KoBapialisi moyaTkoBoi (pa30Boi MOXMOKH, TOXUOKM KOMIEHcallli YaCTOTH Ta
il TOXiHOT, sIKa MICTUTh B3a€MHI KOBapialii 4acOBUX, YACTOTHUX 1 ()a30BHUX OIMIHOK; Typypq i —
JMCIEPCist MOAEIBHOrO myMy; B — BeKTOp KOe]illi€HTIB BILIMBY MOXUOOK Ha (ha3y Ha rOpH-

3ouTi T,,. Omeparop F; peanisyerbcss Ha OCHOBI (uibTpa Kanmana 3 BEKTOpOM cTaHy

[:EE-, &f, 5ﬂ) i TOUHOIO JUCKpeTH3alicro 1ryMiB mporecy [20], mo 3abe3nedye oOUMCIEHHs

(11) 6e3 mogaTKOBUX MPUITYLIEHb.

[Ticna eramy 3acTocyBaHHSI MPOTHO3HOI (pa30BOi KOPEKIli MareMaTHYHE CIOJiBaHHSI
noxuOku (a3 Ha MOMEHT HPOTHO3Y, HpeacTaBieHol y Burisiai (10), mpuiimaeTscst piBHUM
Hy10. [3 ypaxyBaHHSM 3a3Hau€HOr0 WMOBIPHICTh BUKOHAHHS 1HIWBITYaJbHOTO (ha30BOTO
JOMYCKY 32 HOPMAJIBHOT alipoKCUMaIlil BU3HAYA€ThCsl BUpazom (12):

peor = Pr{[e;(to + T,)| < £,|Z; 14} = 22 cr—“*) —1, (12)

ne £ — QyHKIis po3noniay cTaHmapTHOI HOpMainbHOT BenmmunHd. Bupas (12) onmcye npouec
MPOTHO3YBAaHHS Ha BChOMY IHTEpPBAJI Mepeaadi JaHuX, KU 3a0e3MeUyeEThCS JTETCPMIHOBA-
HOTO OMiHKOI0 (39)—(41). Jlns pamkxyBaHHS PajlioBY3/IiB BUKOPUCTOBYETHCS €BPUCTUIHHM T10-
Ka3HUK HEBU3HAYCHOCTI KOMIICHCAIIT TOTUIEPiBCHKOTO 3CyBY (13):

), D, € [0,1), (13)

D, = 1— exp (_ Tavi 0T Tgin
Vyaf

ne Ggyi, L1, 1 0544, [11/C, — cepeAHbOKBAZPATHUHI BIAXWIECHHS MMOXMOKM KOMIEHcalii J10-

IUIEPIBCHKOTO 3CYBY Ta ii moxinHoi; ap = 0; v, = 0 — macmrab y repuax. 3navenss D; e

OLIIHKOIO JUJIsl paHYBaHHS 1 HE € HMOBIPHICTIO.
HeBu3HaueHICTh NPOTHO3Y XapaKTEPU3YEThCS  PO3IMOALIOM YOTHPHOX B3a€EMHO

BUKITIOUHKX Kateropiit crany 2 = {12.,n 2 corrs Qunser 2unay ), AMOBIPHOCTI SKHX BH3HA-

4arThcs cucTeMoro (14):

Picon = QiPicoh: Picorr = QE[:pz":g} — Picoh )r Piunst = i?z'(l _Pi':z})r Piunav = 1 — q;
(14)

ne Piz) — iMoBIpHICTH (12), obuncnena s MoJBOEHOTO JIOMYCKY EE@ y MEXax sSIKOTO BiJI-

XWJICHHS YCYBA€ThCS J10JIaTKOBUM IIMKJIOM CHUHXPOHI3allii; §; — OIIHKa JOCTYIHOCTI pajioBy-

3na. HopmoBana entpomnis lllenHona Bu3HauaeThest BupazoM (15):

— 1 —
Hz' = EmEﬂpz’.mlnpi.m! M = 4'! 0= Hz’ = 1! (15)

InM

Huseke 3Hauenns H; o3Hayae KOHIEHTPAILiIO MPOTHO3Y, OJHAK HE TapaHTy€ MOTo KO-

PEKTHOCTI, TOMY JJOCTOBIpHICTh IMOBIpHOCTEH MepeBipsA€eThCs KaaiOpyBaHHAM (puc. 6).
Kpurepiii npuaaTHocTi Ta O4iKyBaHa NPHMHHATA NOTYKHiCTb. [l paH)KyBaHHS

- T
pamioBy3iB iHPOPMALIMHUI CTaH paJioBy3la =; = (choh, H;, D;, v;. 6, qf) 00’ € THY€EThCSI

€BPUCTHYHUM MYJbTHILTIKATUBHUM MOKa3HUKOM (16):
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iy —
R; = (pseon) (1 — H)“2(1 — D,)“Py,uye;weGuoq, =1, @ =0, (16)

10 € 3BYXCHUM F€OMETPHYHHUM cepeiHiM i Hanexutsb 10 [0,1], Takoxk HEoOXiqHO 3a3HAUNTH,

IO CKJaJ0Ba 3 HYJIbOBOIO Baroo B J00yTKy He BpaxoByeThcs. llokaznuk (16) He €

HMOBIpHICTIO, @ KOperstisi Pyesh, H; i D; MOXKe CIPUYMHATH MOBTOPHE BPAaXyBaHHS OJHOTO

YUHHHKA, 110 NEePEBIPIETHCSA EKCIIEPUMEHTAIIBHO.
®di3nvHa OIiHKA MOTY)KHOCTI BPaxoBY€ 3HAKOBUM MapHHUK iHTEphEpeHIIIHHNN BHECOK.
Ha ocHoBi OaratoBuUMipHOi HOPMaJIBHOI ampoKCHUMaIlli po3rOpHYTUX ¢a3 paaioBY3IIiB
Koe(iIieHT mapHOi CyMICHOCT1 BU3HAYa€ThCs BUpa3oM (17):
2
- _ 052 2 _ 2 2
Cij = IE[C:]S[:EE- — ej:l|Z:| =e UTcosp;, 0 =05+ 05— EE:]V(EE-, ej),(l7)
me {;; — pisHuuA yMOBHHUX cepennix ¢as. Bin’emue snauenns C;; o3Hayae NECTPYKTUBHE

CKJIaJIaHHA 1 30epiraeTscs y pismyHOMy Iporuosi noryxHocti. Koapiailisi moxuGok KOHCEH-
CYCHOTO y3TrOJPKeHHS BH3Ha4aeThes BUpazoM (31). Ckian kinacrepa 3a1aeThesi O1HApHUM BEK-
TopoM Z, ne Z; = 1 mna v; € €y, 1 Z; = 0 B iHmomy pasi. 3a (ikcoBaHOI CyMapHOI MOTYX-
HOCT1 F;,; BUKOPUCTOBYETHCS PO3IOALT HPOMOPLIHHO 10 OLIIHEHOI MOTYXHOCTI pagioKaHaIy

(18), aKuif MaKCUMI3y€e KOTEPEHTHY TOTYKHICTb 32 y3TOJDKEHUX (a3:

= 2
;| B
Puex(Z2)=Pryy — . 18
i [) mrzjzjﬁjE ( )
Toni ouikyBaHa MpUKHATA TOTYKHICTh KJIacTepa BU3HAYAETHCS BUpa3oM (19):
— Yo ¥ imzbbiCs
G(2) = L, 2; 225 PenPyex BN B |Cyy = Proe ==, b = B2 (19)

Liz;b;

Benuuuna (19) mae onMHULIIO TOTY)KHOCTI, TOMY JUIsl TTOPIBHSIHHS KJIACTEPIB PI3HOTO
pPO3Mipy BUKOPUCTOBYETHCSI HOPMYBAHHS Ha MOTYXXHICTh CUTHATY B TOYIll IpUIMaHHS 3a 1]e-
aJIbHOT KOTePEHTHOT Tiepenayi JaHux ycima paaioBysnamu (20):

G(z)
G(z) = Gror” Grer = Pror Liey Bi- (20)

3agaua BuOopy kJacrepa. LlitboBa (yHKIiS moenHye ¢i3UYHY MOTYXHICTh, MpU-
JATHICTh 1 BUTPATU KOOPAUHALI], 1110 HaBeAeHO B (21):

J(z) = AcG(2) + %EEEERE - %Ei‘zz’! z" €argmax,cg/(z),  (21)
ne Baru A HeBin emHi. MHOXHHA JOMYCTUMHUX PO3B’S3KiB F BU3HAYAETHCSI CHCTEMOIO 0OMe-
XKeHb (22):

Niin = Ez‘ Z; = Npaa zz'(ez' - IE':r1-:z';rt} =0, Eizigz‘g-}'” < BT,

G3B'A3HHI,

f
uz'f| = Umpgas

(22)

ne Bysyn i B¥™ uMiproroTses B GiTax 3a muki1. Bumora HamiffiHOCTI KiacTepa 3a HOTpeOH 3a-

TaeThes HepiBHICTIO (23):
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Pr{maxz-:zi=1|ez-| < eqﬂ} = pmin, (23)

sIKa 3a BIJICYTHOCTI IOBHOI CTATUCTUKHM CYKYITHOTO PO3MOJiIY MOXHOOK (ha3u 3aMiHIOETHCS
KOHCEpPBAaTUBHOI YMOBOIO Ha OCHOBI MeX1 00’ € THaHHS TTOAiH (24):

Y z(1—peon) <1 — PTR, (24)

YMoBa (24) He moTpedye MPUITYIICHHS PO HE3AICKHICTh CTaHIB PaiOBY3/iB 1 BUKO-
PUCTOBYETHCS SIK YMOBa BHOOpPY, TaK 1 yMoBa roToBHOCTI. I[IoBHMI mepebip Mae CKIaIHICTh

2N, TOMY 3aCTOCOBYETHCSI ITOCIIIIOBHA €BPUCTUKA 3 TOUHUM TIEpEepaxyHKOM MpUpocTy (25):
A; =](zu i) —J(2), i:2; =0, 3j:z; = Lw; = ¢, (25)
IIpouenypa MOYMHAETHCS 3 By3/la 3 MAKCUMAJIbHUM 3HA4E€HHSIM R; 1 Hapollye 3B’ I3HUN
noyaTkoBUi Kinactep 10 Ny, By3iiB. Jlani qogaeTbess CyMDKHUH 13 KJIACTEpOM KaHAMIAT 13

MaKCHUMaJIbHUM JOJATHUM IPUpPOCTOM (25), KO BUKOHYIOThCA (22) Ta, 3a morpedu, (24),

IPUYOMY BUMOTI'a CYMIKHOCTI 30epirae 3B’s13HICTh (- Ha KoxkHOMY Kpoui. [Tponenypa 3aBep-

IOIYETHCS 3a BiI[CYTHOCTi AOIIYCTUMOI'O IMOKpAIICHHA, TOOTO SAKIIO JOITYCTHUMOI'O KJIACTE€pa HE

3HalijleHo, Tepenauy JaHUX BUKOHYE OJMH BY30J 3 MAaKCUMAJIbLHUM JA0OYTKOM D;Picon y He-

KOT€PEHTHOMY Pe3epBHOMY pexkuMi. [yt 3amo0iraHHs 4acTUM HEPEeMHUKaHHSAM CKIIaIy Kia-
cTepa 3a He3HaYHHUX KOJIMBAHb TOKa3HUKIB 3aCTOCOBYEThCA ricTepesuc (26):
R; = R,, — BKIKWUYeHHHA, R; = R . —30epemennda, R, < R,,. (26)

IIporno3na cuHXpoHi3amiss BHOpaHoro kJacrepa. JIOKaJIbHMI CHHXPOHI3aIlIHHUN
CTaH pajioBy3Jia Ta MOMApHE BUMIPIOBAHHSA 3a JABOOIYHOrO OOMIHY MpPEJCTaBJICHI y BUIJIAL
cucremu (27):

SE- == [Sri,ﬂf;—, ES{PE-)T, -}?U == S_j _SE- + nz'j. (27)

[TonmapHi BUMIpIOBaHHS Iepen0adyaloTh MONEPETHIO OIIHKY 3aTPUMKH IMOIIWPEHHS Ta
KaHaJIbHOI (a3u MIXK BY3JIaMU; /ISl 3BOPOTHOIO HANPSMKY BUKOPUCTOBYETHCS MPOTHIICKHUI

3HaK. Bara peOpa Bu3Ha4aeTbCst 0OEPHEHOO AUCTIEPCi€Er0 BUMIpIOBaHHS (28):

1
L. = — a
ij 2 -
Ji_ii.:':'lﬂﬂ.i'

a a

jie (28)

ij =

MynbTUIUTIKATUBHA Bara, 110 MO€AHYE HMOBIPHICHI, €HTPOMIiHI Ta pecypcHi O3HaKH,
3MILIy€ OLIHKY MIiHIMyMy 3BaX€HOI CyMH KBaJpaTiB HEB 530K, TOJl SK oOepHeHa
aucriepeis (28) 3abe3neuye MiHIMaAIBHY JUCIIEPCIIO 3a3HAUEHOI OLIHKU. 3aj]aua y3ro/KEHHS 3

¢bikcoBaHo10 onoporo §,. = 0 3anucyerscs Bupazom (29):

-~

S = argming; =g E('z‘.ijEcaz'ijij - (5;' - 55)||Q3r (29)
ne ||v]|gz = v’ Qv 3 10JaTHO BH3HAYCHOIO JiarOHAIBHOK MATPHIICI0 MACIITa0yBaHHs. 3Ba-

*eHa Matpuils Jlamnaca BusHauaeThes BupazoM (30):
Ly = BWBT, W =diag(ay;), (30)
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ne B — marpuns iHuuaeHTHOCTI rpada kimacrepa. s 38’ 130010 Tpada 3 70JaTHUMU BaraMmu

3anava (29) mae equHMIA PO3B’SI30K, KOBapiallis HOro moXxuOKu BH3HAYAE€THCS BUpa3oMm (31):
. -1
cov(s) = (Lyn) (31)
ne Lyyv) — matpuist Ly, Ge3 psiika Ta CTOBIIIS OMOPHOro Bysia. HemiaroHanbHi elleMeHTH

(31) 3amaroTh CCW(EE-, Ej) y (17). HdeuentpainizoBaHa peaiisailisi BUKOPUCTOBYE iTepalliiiHe

OHOBJIEHHS (32) 1111 BCIX BY3JIiB, KPIM OITOPHOTO:

SE'(:'!'I'J.] = S-l.'(i'!] + #’E_J:E;"nri ﬂ-U (Sj(?!] — SE-(”} — yu), (32)
sKe € rpajieHTHUM ciryckoMm s (29). JIns dikcoBanoro rpada 6e3 3aTpuMOK JOCTATHBOIO €
ymoBa (33):

O=p<——F7—, 33
‘lnm:r':LWa' ( )

1€ A g, — MAaKCHMaNIbHE BIIacHE 3Ha4YeHHs MaTpui Jlamnaca. Jliist KpyroBux ¢a3 BUKOPHCTO-

BY€ETHCS HENiHIMHA iTepais (34), ans sikoi ymoBa (33) He JOBOIUTH II100ATBHOT 301KHOCTI:

@
@im+n = wrap, (@;m + py E_IENE- ﬁiﬂwapn(ﬁﬂji?ﬂ — @i — Y ). (34)

102 -

—— WAmax=0,5
— WAmax=1,0

PAmax =1,9
—— WAmax = 2,05

CKB ouiHkK dasun, rpag

Merka, Bu3HaveHa (31)

T T T T T T T

0 10 20 30 40 50 60
Homep iTepauii n
Pucynok 2 — 3anexnicts CKB o11iHKM CHHXpOHI3allIf{HOTO CTaHy
BIJl KIJIBKOCTI iTepaniil (32) ans pi3HUX 3HaYEHb KPOKY,
rpad 32 antenHux enementiB cuctemu DICHASUS, 200 peaizariit

[TepeBipky ymoBu (33) npoBeneno misa rpada, copMOBaHOTO BIAMOBIIHO O MPOCTO-
POBOTO po3TamryBaHHs 32 aHTEHHHUX e€lIeMeHTIB BuMiproBabHOI cuctemu DICHASUS. Mix
JBOMa paaioBy3namMu ¢GopMyBaliocss pedpo 3a yMOBH, IO BiJICTaHb MK HUMHU HE TIEPEBH-
myBasa 12 M. 3a Bu3HaueHoi KoHirypamii orpumano 304 MixkBy31oBi 3’enHaHHs. [is

UA e = 1 cepeqHbOKBaIpPATHYHE BiIXHICHHS OLIHKH mmicas 20 iTepaiiit HaGmmKazocs 10
0,63°, 1m0 BiANOBIa€ 3HAUYEHHIO, BU3HAUEHOMY Ha OCHOBI KoBapianiitHoi MaTtpui (31), a ans
UA o = 2,05 orpumani 3uHauenHss CKB cyTTeBO Bigpi3HsIIHMCS BiX pe3ynbTarTiB Juisl morie-
PEAHBOTO 3HAYEHHS KPOKY (pHUC. 2), M0 MIATBEPIKYE 3aJISKHICTh MPOIECY Y3TOMKEHHS BiJl
BHUOOpY MapaMmeTpa iTepaliiHoro anropuTmy.
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OTtpumaHni pe3ylbTaTH HiATBEPIUKYIOTh 3aJICKHICTh MPOLECY Y3TOMKEHHS BiJ BUOOPY

KPOKY iTepauiifHOro airopuTMmy BiamnoBiaHo 10 ymoBu (33).1
KopuryBanbHi BiiimBH Ta nepesipka roropHocri. Hexait £, — y3romkeHuii MOMEHT
OpUOYTTSI CUTHATIB Y IIKaJi OMOPHOTO By3Ia, a JIOKAIbHA IIKala Mae Moaeib t; = t + 47T;.
JlokanbHUI MOMEHT MOYaTKy Mepeaadi CUTHAIY Ta YaCTOTHA KOPEKI[isl BU3HAYAIOTHCS CHCTe-
Mmoro (35):
tiexe =ty + 8T, — Tpron, Uy = —(Af +7,). (35)
Bys3nu, posramoBaHi mani Bijg npuiiMada, MOYMHAIOTH IPOLEC Tepenadi CUrHaimy

panime. YacTOTH OMOPHHUX TEHEPATOPIB OI[IHIOITHCS BiIHOCHO €IWHOI OMOPHOI YacTOTH 3

HYJIbOBUM 3MilleHHsM. Hexail t; — MOMEHT OCTaHHbBOI OLiHKH, T, = t; — tg. [Iporuos dasu

Ta (pa30BUI KOPUTYBAJIbHUIN BIUIMB BU3HAYAIOTHCS CUCTEMOIO (36):

Polty) ~ o (ty) + 2nT,g; + mT2a;r, Ue = Wrap, (’Pref — o (ta))r(36)

ne g; = Af; + V; — ouiHKa CyMapHOro 4aCTOTHOTO BigxuieHHs, ['1; @;f — MIBUIKICTH HOTO

3mind, ['1/c. ['eomeTpuuHa ckiiazoBa BKe BpaxoBaHa y BHpasi (3) 1 MOBTOPHO HE TOJAETHCH.
I'oToBHICTH (a3 mepeBipseThCsl YMOBOIO (24), a TOTOBHICTh OTMHAIOUUX — HepiBHICTIO (37) 3

IHIUBIAYaIbHAM PU3UKOM ;"
|Atarr| + 2711 — @,y /2) 04y < £arr, § E C. (37)
[aTepBan cMHXpPOHI3allii BCTAHOBIIOETHCS aIalITHBHO BIAMOBIAHO /10 cuctemu (38):
Tisym = T3 4 (Tsyn - Tsyn:]pz-mh (1- Hz'}[]- —D; ), Tesyn = min; - Tisym. (38)

min max min

Ha ochoBi Bupasy (38) TpuBamicTh 1HTEpBady /10 HACTYIHOTO LMKy CHHXPOHI3alil
BHU3HAYAETHCS 32 HAMEHIIMM JIOIyCTUMUM 3HAUEHHSM Ui padioBY3iiB Kiactepa. BogHouac
3a3Hau€Ha yMOBA BU3HAYA€ JIMILIE MOMEHT HACTYITHOI'O OHOBJIEHHS MapaMeTpiB CUHXPOHI3aLli
Ta HE JI03BOJISIE BCTAHOBUTH, UM 3aJIMIIATUMETHCS MOXUOKa (a3u B JOMYCTUMHUX Mexkax Mpo-
TATOM YChOTO 1HTEpBaly. [ mepeBipky BUKOHAHHS (pa30BOTO OMYCKY Ha BCbOMY 1HTEpBaJi
BUKOPHUCTOBYETHCS JIETEPMIHOBAHA OLlIHKA 3MIHH (Pa30BOi MOXUOKH.

Teepmxennsi 1. Hexait na inrepsani [0,T,] micns eramy 3acTocyBaHHs 4acoBoi, ya-

CTOTHOI Ta ()a30BOT KOPEKIIii MOXHOKH pajiloBy3Ja MAIOTh JIeTepMiHOBaHI Mexi (39):
|5f;—:"s-s'| = Ef, {F.;f;-:"s.s' | = Ef', |51'E-:"E.s'| = Exs |5q05:"s-5'| = Eqan- (39)

Toni nust Beix t € [0, Tp] (azoBa nmoxubka oomesxeHa BennunHoo (40), a 1HIUBITyab-

L . - max
HHUH JOIIYCK BUKOHYETHCS Ha BCbOMY IHTEPBaNl, SIKIIO £;a5 = E,:ﬂ:

gmax _ oo 2nf.e. + EHTpEf + HTFEEI" (40)

res

Ominka (40) BUHHMKae B pe3yabTaTi omeparlii iHTerpyBaHHs 0OMeXeHOi MOXHOKU KOM-

TeHCAllii 9aCTOTH Ta HepiBHOCTI TpukyTHuKa. Hexait A = £, — £, — 27f,&;. 3a A = 0 i
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€¢ > 0 J1ONYCTUMMH TOPH30HT BHM3HAYA€TbCSA HEBII'EMHHM KOPCHEM  KBaJ[PaTHOTO

piBHsHHS (41):

|
_EJ,-+‘.| Ef3+EJ'FA|'II]T
Tpmim = - N (41)
F

3a & = 0, & = 0 — BupasoM T yadm = Af(z?raf). 3a A < 0 gomycTtuma cymapHa (a3oBa

noxXnOKa MepeBUILYEThCA BXKE Ha MMOYATKy 1HTepBaty. J{s rapanTii Ha makeT iHTepBaJl BKJIIO-
4ae MPOMIKOK BiJl OCTAHHBOTO BUMIPIOBAHHS /10 3aBEPILIECHHS PUIMaHHS.
Iloka3HUKHU pe3yabTAaTUBHOCTI. BigHOMIEHHS CHUTHAN/IIyM y TOYIll NpUAMaHHSA Ta

HMOBIpHICTh JOCTaBKM Hakera 3 L OiriB 3a He Ounbm HIX N, cIpod Ui KOr€peHTHOIO

nputiManas BPSK y kanani AWGN Bu3Ha4atoThCcst cucteMoro (42):

Yiec -"mf"”" : — By
Your == pip Po = QV205). Vo =Your o> (42)
Pgor=1— (1= (1= P,)")"ex, (43)

ne B, — mymoBa cmyra; R, — OitoBa mBuakicts. PiBHICTH (42) crocyetbcst AWGN abo

0OTpYHTOBAHOI TrayCcCOBOI MOJEIII 3aBaJl; MiJCTAHOBKA CEPEIHBOTO BITHOMICHHS CHUTHAJ/IIYM
y HelliHiiHY Gpopmyity (43) 3arajgoM HEKOPEKTHA, TOMY WMOBIPHICTh OOUHCITFOETHCS JITIST KOXK-
HO1 pearizamii okpemo. CepeqHboKBagpaTHIHa (ha30Ba MOXMOKA BH3HAYAETHCS BITHOCHO (a-
3M CyMapHOTO cUTHaIy (44):

1 —— ig.
RMSE, = JTEEEerap 2 l:;ez-— arg 2, jec/ Pjer'IE.i'). (44)
Ne

Busnauenns (44) He 3anexuTh Bifg BUOOpPY omopHOro By3na. [lns piBHOMIpHO
posnoxinennx ¢a3 CKB (44) ne nepesumtye T/ V3 ~ 103,9° 3MEHIIYEThCS 3a MaJIOi KiJib-

KOCTI BY3JIiB Yepe3 BUPIBHIOBAHHS OIOPH 32 CYMAPHUM CUTHAJIOM.

ExcnepuMenTaibHmMii aHaugi3. (19 nepeBipkd BUKOPUCTATU TpU JUKepena JaHUX.
[Tepmie mxepeno € HaOip dichasus-cfOx po3monineHoi cucTeMu BUMIPIOBaHHS pajiioKaHaIIB
DICHASUS VuiBepcurery Iltyrrapra [16, 17]. BumiptoBaHHS BUKOHaHO y BUPOOHHYOMY
HOpUMIIIeHH] JociigHunbkoro kommiekcy ARENA2036: yoTupu aHTeHHI PelIiTKU Mo BiciM
aHTeH (32 aHTeHHW) pO3MILIEHO B KyTax I'-moji0HOT AUISHKU 3 pO3CifoBaueM MK HUMH, 110
3a0e3mneduye HasBHICTb KaHAIIB K MPsIMOI, Tak 1 HempsiMoi BuaumocTi. [lepenaBay, BCTaHOB-
JeHUH Ha MOOIUIBHOMY pOOOTI, pyXaeTbCs AUISHKOIO, MPHUWMAaNbHI AHTEHU DPEECTPYIOTh
KoedimienTn kaHany Ha Hecyyiit 1,272 I'T'n y emysi 50 MI'n 3 inTepBanom 48,8 mc. Bukopu-
crano aiin cf06 tpusamictio 674 ¢ (13330 BUMIipIOBaHb), y IKOMY POOOT pyXaeThCs 3Ur3a-
TOMOJIOHUM MapLIPyTOM, HOTO TOJIOKEHHS! BU3HAYEHO TaXEOMETPOM; MeJlaHHa IIBUIKICTH
cTaHoBUTH 0,26 M/c. 3a MPUHIIUIIOM B3a€MHOCTI pajiokaHaily 32 npuiiMaibHi aHTEHH PO3IJIsi-
Jlany SIK TIepelaBalibHi By3JIM PO3MOJIUIEHOT aHTEHHOI CHCTEMH, a IepeiaBady Ha poOoTi — K
npuiMay.

Hpyre mxepeno — cuenapiit 23 nabopy DeepSense 6G [18, 19]: 11387 BimmikiB 35 mo-
160TiB BriJIA 13 TpUBHMIPHOIO IIBUAKICTIO, CyMapHa TPUBAIICTh 29 XB, Me/iaHHA IIBUIKICTb
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1,71 m/c, makcumanbha 11,8 m/c. Tpete mxepeno — Moaenb 4acTOTHO-(Pa30BOi HECTaOiTb-

HOCTI OIOPHHUX TEHEPATOPiB pajioBY3JiB TPhOX KJIACIB, MapaMeTpH SKOI BH3HAYAIOTHCS Ha
OCHOBI JieBianii Amrana [14].

Ha ocHOBiI TpuMaHHX pe3y/lbTaTiB MOMEPEIHBOTO aHANi3y BCTAHOBJICHO, IO BUMIpSAHI
¢asu cucremun DICHASUS BrmouaioTs MiKnpuitmManeHy ¢a3zoBy HectabinpHicTh: CKB
3MIiHH BiJTHOCHOI ()a3u 32 OJHMH iHTEPBAJ CTAHOBUTH 48,8° 1 HE 3MEHIIYETHCS 32 HEPYXOMOTO
npuitmaua (65,7° 3a mBuakocti 10 0,05 m/c). OckibkH 3a3Ha4YCHA CKIIaI0Ba HE XapaKTepU3ye
IpoIec MOIIUPEHHS PafiOCUTHALY, MaTeMaTHYHy MOJIENb pajioKaHainy (opMyBalu TaKUM

upnom: ammitymu |fB; ()| Ta monoxenns mpuitMaua Gpanu 3 BUMipioBaHb, (ha3y BU3HAYATH

cpepuvHOI0 XBUJICIO JIJIsI BUMIPSHOI reoMeTpii 3 AU(y3HOIO CKIIAZOBOIO MPOCTOPOBO Y3TO-
’KEHOTO 1oJisi 16 mpoMeHiB.

Koedimient Paiica mist K0O)KHOTO aHTEHHOTO €JIEMEHTa BH3HAYall METOJOM MOMEHTIB
Ha OCHOBI BUMIpSHUX aMIUTITY/; OTPHMaHI 3HAYCHHS 3HaXOowucs B miamaszoHi 1,4-6,1 nb.
[Toxubky ominku ¢asu B nmianazoni 1,7-6,2° BU3HAYaNM 3a PI3HUIEIO MAPHHUX 1 HEMAPHUX
nigaecyunx (puc. 3). Moxaynp xoedinieHTa Kopensmii BigHocHHX (a3 3a iHTepBan 48,8 mc
cranoBuB 0,95 mns copmoBanoi mojem pamiokaHany ta 0,69 mns BuUXimHUX (Ha30BHUX
BuMiproBanb DICHASUS 6e3 101aTk0BO1 KOpeKIii.

a FeomeTpis By3niB i MapwpyT NnpuiimMmada 6 Kopensuis BigHoCHUX a3 KaHanis

1.0 4
—e— ribpuaHa Mopens KaHany

-4
[ ] —e— hasn cteHpa 6es obpabku
0.8 1

0.6 1

™M
lo(T)]

0.4 1

0.2 1
-14 L
-

T T T T T T T 0.0 T T T T T
-125 -100 -7.5 -50 =25 0.0 2.5 200 400 600 800 1000
X, M 3aTpumka, mc
® pewitka A @ pewiTkaC TPAEKTOPIA NpuiAMaya
pewiTka B @ pewiTka D o OMnopHa aHTeHa

B LWenakocTti bnJA (DeepSense 6G, cu. 23) r [esiauia AnnaHa reHepaTopiB

3000 A -9
10°° —e— OCX0

TCXO
—e— X0

2500

2000
10-10

1500 4

a,(1)

1000 -

10-11 .
500 - _
o - T T T
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WenakicTe BRJIA, m/c T,C

Pucynok 3 — XapakTepuCTHKHU BXIJHUX JTaHUX €KCIIEPUMEHTY: IPOCTOPOBE PO3TALTYyBAHHS

KinbKicTe 8ianikie

anTteHHux eneMeHTiB cucteMu DICHASUS 1 mapiipyT npuiimaua (a); 3aJ€XKHICTb MOTYJIS
KoedilieHTa Kopensuii BiIHOCHUX (a3 pajiioKkaHalIiB BiJ 4aCOBOTO 3CyBY, Me/liaHa Ta
MDKKBApTHJIbHUMN Jiama3oH 3a 31 anTeHHUM eneMeHToM (0); po3moain mBuakocteit brJlA
DeepSense 6G (B); 3ayiexHICTb AeBialii AnjaHa Bijl IHTEpBay yCepeIHEHHS s TPhOX
KJIaciB OMIOPHUX reHepaTopis (T)
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[TpoTokou ekcriepuMeHTy noka3aHo B Tabnuii 1. CueHapii Bigpi3HITUCS KUIBKICTIO py-

XOMHUX PaJliOBY3JiB, CKJIAJ0M ONOPHHUX T€HepaTopiB, HMOBIPHICTIO BTpATH CIY>KOOBHX I10-
BiJIOMJIEHb 1 TOPU30HTOM HPOTHO3Y. JJIs1 pyXOMHUX By3J1iB BUKOPUCTOBYBAJIU MPOdisi mBUI-
kocti briJIA 3 BunmagkoBUMH 3cyBamMH MOYaTKy, 2 OOPTOBY OLIIHKY IIBUIKOCTI MOJIEIIOBAIIH 13
3amizHeHHsM 20 Mc 1 moxuokoro 0,05 m/c. s KOXKHOTO ClieHapiro BUKOHYBaiu 10 peamizariit
no 13 800 nukiiB; OmiHKY 3MiACHIOBAM Yepe3 MUk, nepiri 10 ¢ KokHO1 peami3allii He Bpa-
XOBYBaJIM. YCi CIOCOOM OTPUMYBAJIM OJHAKOBI peaii3allii KaHajiB, reHepaTopiB i BTpaAT Mo-
BiJIOMJICHB, TOMY TIOPIBHSIHHS € TIAPHHUM.

Tabmums 1
[TapameTpu ciieHapiiB MOICTFOBAHHS
IMapameTtp S1 S2 S3
Pyxowmi By3nu (Tpaextopii DeepSense 6G) 0 16 32

OmnopHi rereparopu OCXO / TCXO/XO | 20/10/2 12/1416 8/16/8
IMOBipHICTB BTpaTH CIIy’k00BOTO 10~

, 0,01-0,10 0,02-0,20 0,05-0,30
BiZIOMJICHHS

[opusont nporuosy Ty, Mc 48,8 48,8 97,7

Jlns Beix cueHapiiB ogHakoBuME Oyiu: o, (1c), mo nopiBHioe 5 - 1(]_12, 5-1074 i
2- 1071 g kimacie OCXO, TCXO i XO; IMOBIpHICTB panTOBOi 3MiHU (Pa3H OMOPHOTO Te-
neparopa kracy XO 2 - 1072 3a mukm; €p = 30° N = 4; L = 1024 6it; E, /Ny = 10
nb ansa igeanmpHOro Kiactepa Bcix BysmiB; Baru (16) 0,35; 0,15; 0,15; 0,15; 0,10; 0,10;
Barn 21) A; = 1, A5 = 0,2, A5 = 0,02. Baru 3adikcyBanu 10 IPOBEICHHS CKCIIEPUMEHTY.

[TopiBHtoBanm HactymHi ciocoou: BO — nmepenava gqanux 6e3 cuHxponizarii; Bl — cun-
XpOHi3allisl Ha OCHOBI OCTaHHBOTO BUMIpIOBaHHS; B2 — nmporHo3Ha cMHXpOHI3allisl HA OCHOBI
¢ipTpa Kanmana (7)—(11) 3 koMmeHcali€o AOIUIEPIBCHKOIO 3CyBY 32 OOPTOBOIO OILIIHKOIO
mBUAKOCTI (35) U1t BCiX BY37iB; P — mporHo3Ha cMHXpoHi3alis 3 BUOOPOM BY3IIiB Ha OCHOBI
uinboBoi ¢yHkuii (21) 3 mokasHukoMm npuaatHocti (16); Pz — BuGip By3iB Ha OCHOBI OYiKY-
BaHOI pHUIHATOI mOTYXHOCTI (19) 6e3 nmokasuuka npuaatHocti (Ag = 0); Py — BubGip By3miB
3 ymMoOBoI0 HafiitHocTi (24) 3a Pop '+ = 0,8 (tabm. 2).

Jlnis aHaui3y BIUIMBY OKPEMHUX CKJIQJOBUX IUISIXOM iX OYEproBOro BUKIIOUEHHS Bapia-
HTU P BIApI3HAIMCA ONHUM €JIEMEHTOM: 0€3 eHTpOmiiHOoI cki1anoBoi (wy = 0), 3 nokasHu-

KOM IIPUJATHOCTI Ha OCHOBI MMOBipHOCTI momycky (R; = Pjcor), 3 NOKa3HMKOM Ha OCHOBI

aucnepcii nporuosy (R; = exp [—sz- )), 3 dixcoBarum micna 10 ¢ cknagoM KTacTepa Ta 3

agantuBHUM iHTepBasioM (38). HoBipui iHTepBaym 95 % moOymoBaHi HA OCHOBI METONIY TO-
BTOpPHUX 0JI0KOBUX BHOIpOK [21] 3a 6mokamu TpuBamicTio 4,9 ¢ 1 peanizaliissMu.

OcHoBHMII Burpai 3a0e3neynia NporHo3Ha CUHXpoHi3alis B2, ska BITHOCHO peakTHB-
HOI CHMHXpPOHI3allii MiABUIIWIA PUHHATY MOTYXHICTh 1H(popMaliiiHoro curuany Ha 0,88 a1b
[0,71; 1,10] y S1, na 3,14 nb [2,93; 3,34] y S2 ta na 9,43 nb [9,18; 9,66] y S3 (tabmn. 2,
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puc. 4). Koedimient xkorepentnocti y S3 3pic Bix 0,134 mo 0,730, a iiMOBIpHICTh HOCTaBKU

nakera Big 0,014 mo 0,861. Otpumanuii pe3ynbrar 00yMOBICHUN KOMIICHCAIIEIO BTPATH aK-
TYaJbHOCTI OIIIHOK CHHXPOHI3aIlii Ha OCHOBI MPOTHO3Y, e(eKT sKOi 3pocTae 31 30UIbIICHHIM
KUTBKOCTI PYXOMHX PaJiOBY3IiB.

Tabnmig 2
PesynpraTu nopiBHSHHS crioco0iB CHHXPOHI3aIlii Ta BUOOPY BY3IIB,
10 pearnizaniii Ha cueHapii
Cuenapiii | Meton G, nb A1 95 %] Neon RMSEW’ ° Four Pgep N¢
S1 BO —12,21 [-12,42; —12,00] 0,106 98,1 1,000 0,007 32,0
Bl —-1,10 [-1,29; —0,94] 0,790 31,6 1,000 0,929 32,0
B2 -0,21 [-0,24; —0,19] 0,959 14,7 0,707 0,989 32,0
P -0,20 [-0,23; —0,18] 0,960 14,7 0,707 0,989 31,9
Pg -0,21 [-0,23; —0,19] 0,960 13,6 0,602 0,989 26,4
Pp -1,17 [-1,32; —1,01] 0,980 9,1 0,162 0,900 17,6
S2 BO —12,21 [-12,44; -11,97] 0,105 98,1 1,000 0,007 32,0
Bl —3,65 [-3,86; —3,47] 0,485 63,0 1,000 0,437 32,0
B2 —0,51 [-0,54; —0,48] 0,901 23,7 0,979 0,972 32,0
P —0,50 [—0,53; —0,47] 0,908 23,0 0,976 0,973 31,7
Pg =0,51 [—0,54; —0,48] 0,909 20,1 0,878 0,973 24.8
Pq —13,89 [-14,47; —13,37] 1,000 0,0 0,000 0,001 1,0
S3 BO —12,24 [-12,44; —12,00] 0,105 98,2 1,000 0,007 32,0
B1 —10,93 [-11,17; —10,70] 0,134 94,0 1,000 0,014 32,0
B2 -1,50 [-1,57; —1,45] 0,730 41,2 1,000 0,861 32,0
P —1,49 [-1,56; —1,44] 0,751 39,4 1,000 0,865 30,8
Pg —1,51 [-1,58; —1,46] 0,757 34,7 0,997 0,862 22,3
Pp —-11,26 [-11,80; —10,79] 0,994 2,5 0,018 0,002 15
a MpUiAHATa NOTYXXHICTb [+ KorepeHTHIiCTb B AKTUBHI BY31Kn
o -
o 30 A
-2
0.8 - 25
—4 -
w 0.6 - 20
T - g S
HG) < 15 -
0.4 4
-8 - 10 4
~10 4 0.2 A s |
T T T 0.0 - o0 -
S1 S2 S3 S1 s2 S3 S1 52 S3

N Ha ocHOBI oCcTaHHbOro BUMiptoBaHHA (B1)
B nporHosHa Ha ocHoBi ineTpa KanmaHa (B2)

BN sKbip BY3niB Ha ocHoei (21) (P)

mmm Bwbip By3niB Ha ocHoBi (19) (Pg)

Pucynok 4 — Pe3ynpTaTi MOPiBHSUIBHOTO aHAIi3y CIIOCO0IB CUHXPOHI3aMii

Ta BUOOPY PallOBY3IiB 3a MOKa3HUKAMU HOPMOBAHOI MPUIHATOI oTykHOCTI 3 {1 95 % (a),
KoedillieHTa KOTePEHTHOCTI (0) Ta KITbKOCTI aKTUBHUX PaJlioBY3iB (B) A ciieHapiiB S1-S3
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Bubip By3niB Ha ocHOBI 1iITKOBOI (yHKIT (21) 3 moka3HUKOM mpuaatHocTi (P) 3MiHUB

NOTYXHicTh BigHOocHO B2 Ha 0,009-0,015 nb. 3a3HaueHa pi3HHIS CTATUCTUYHO MiATBEPIKE-
Ha, OJTHAK CTAHOBUTH COTI YaCTKH AennoOena i He BAKOPUCTOBYETHCS SIK CAMOCTIHHUIN BUCHO-
BOK. Bapiant F; 30epir notyxHicTe nNoBHOTo Kiacrepa: pizHuus 3 B2 cranosuts 0,003 nb
[—0,003; 0,011] y S1, —0,002 xb [-0,008; 0,005] y S2 i —0,008 nb [—0,016; 0,001] y S3 i cra-
TUCTUYHO HE IiITBEPKECHA.

Bomnouac < functionPat0x000001F110188EA0 =, CKOPOTHUB KiJbKICTh aK-

TUBHHUX BY3JiB 10 26,4, 24,8 Tta 22,3 i3 32, Tobt0 Ha 17,5, 22,4 Ta 30,4 %. Jlo xnactepa He
BKJTIOUYAJIMCS BY3JIH, BHECOK SKHX Y (19) HEe mepeBHIyBaB BUTPAT KOOPAUHAILIT, IO 3MEHIIIYE

CHEeProCIOKMBAHHSI Ta CIIy)KOOBHIA 0OMiH 3a Ti€i camoi mpuitHsTol moTyxHocti. Ckinagosa 4 g

niIp0B01 (hyHKIIT (21) mpu3BOaMIA 10 BKIFOYCHHS TaKMX PaIiOBY3IiB J0 KJIacTepa, TOMY y
BapiaHTi P KiNbKICTh aKTUBHUX pa/ioBy3:miB cranoBuia Bia 30,8 mo 31,9.
Tabmuns 3
[TapHi pi3HMILII BapiaHTIB 13 MOYEPrOBUM BUKIIOUEHHIM ckianoBux, 1 95 %

IHopiBHsaHHS S1: ﬂG, nb S2: ﬂf;, nb S3: ﬁG, ab S3: AN,

P — P Ge3 enrpomiiinoi 0,001 [0,000; —0,001 [—0,002; —0,002 [—0,004; 037

CKJIaI0BOT 0,003] 0,000] 0,000] ’

R, = pieon — P 0,000 [-0,003; 0,005 [0,000; 0,000 [—0,004; 0.25
0,003] 0,010] 0,004]

R, = e _p 0,000 [—0,004; 0,005 [0,000; —0,002 [—0,006; 041
0,003] 0,010] 0,002]

dbikcoBaHuUi KIacTep — —0,012 [-0,021; —0,043 [-0,103; —0,208 [—0,323; 153

P —0,005] —=0,010] —-0,102] ’

amantuBHUi inTepBan — | —0,034 [-0,041; 0,000 [0,000; 0,000 [0,000; 0.00

P —=0,027] 0,000] 0,000] ’

AHai3 BIUTUBY OKpEMHX CKJIaJoBuX (Tabi. 3) mokasaB, 110 BUKJIFOUEHHS €HTPOIIHHOI

CKJIa/I0BOT 3MIHMJIO MOTYXHICTh Y Mexax Big —0,002 go 0,001 ab, noBipui iHTEpBaIU 0XO-

IUTIOIOTh HYJIb 200 MAlOTh IIMPUHY THUCSYHUX YacTOK jaenubena. 3amiHa R; Ha Peoh 200 Ha
exp(—o2) takox He 3MiHmna pesynsrary. OTPHMAHHMIT pe3ynbTaT 0GYMOBICHHH HaIUTHII-
KOBICTIO 03HaK: KoedilieHT Kopesii Pyesr Ta H; cranoButs Bix —0,87 mo —0,82 (puc. 6, 6).

OTxe, caMOCTIITHOTO BHECKY EHTpOIIi HE BCTAHOBIIEHO, TOAl1 K (izuuHuil kputepii (19)
BHU3HAYae CKjaj kiactepa. DikcoBaHMI CKJaj KiacTepa 3HH3UB MOTYxHICTh Ha 0,208 nb
[—0,323; —0,102] y S3, mo miaTBepKye noTpedy B MOBTOPHOMY BHOOpPI 3a 3MIHH CTaHy
BY3JiB.

AnanTtuBHU iHTepBai (38) CKOPOTUB KUIBKICTh LIMKIIIB CUHXpOoHi3auii y S1 Ha 6,8 % 3a
3HMKeHHS noTykHOocTi Ha 0,034 nb. V S2 1 S3 inTepBain He 3011bIIyBaBCs, OCKIIBKA MIHIMYM
(38) 3a kmacTepoM BU3HAYAETHCS BY3JIOM 13 MIHIMAJIBHOK WMOBIPHICTIO AomycKy. ['imoTe3a
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PO 3MEHIICHHS CIY)KOOBHX BUTpAT aJalTHBHUM IHTEPBAJIOM y JAMHAMIYHUX CIICHApPisX HE

MATBCPKCHA.
a BTpaTa akTyanbHOCTI ouiHoOK, S1 (4] KOMMpPOMIC «HaAINHICTb - MOTYXHICTb», S1
] =
—0.25 4 0,00
-2 4 bes (24)
—0.50 -
-4 —0.75
o Ha BCHOBI 0CTaHHLOro BUMiploBaHHA (B1) 0 1.00
f -6 —8— nporHe3Ha Ha ocHoBi ¢insTpa Kanmaxa (B2) [= ]
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Fopu30HT NporHo3sy Ty, MC YacToTa nopyweHHsA Aonycky Poy:

Pucynok 5 — 3anexxHicTh HOPMOBAHOT IPUIHATOI MOTYKHOCTI BiJl TOPH30HTY MPOTHO3Y
y cueHapii S1 (a) Ta 3aj1ekHiCTh HOPMOBAHOI MPUHHATOI TOTYKHOCTI

Bi,[[ YaCTOTH ITOPYHICHHSA (I)aSOBOFO JOIIYCKY I pi3HI/IX ;T[Hn (6)

30ipmeHHs] TOpU30HTY TIporHo3y y S1 Bixg 48,8 mo 293 Mc 3HH3WIO MOTYXHICTH B2
Bix —0,22 mo —3,59 nb, a B1 — Big —1,23 mo —12,59 nb (puc. 5, a). lns ropusonty 293 mc
BUOIp BY3IIiB 3HU3UB MOTYXHICTh BiqHOCHO B2 Ha 0,12 nb, TOMy 3a 1OBrux ropu3oHTiB BUOIp
3a IPOTHO30BAaHOO KOBapiamieo noTpedye MmonepeaHboi nepeBipku KaaiopyBaHHs.

YmoBa HagiiftHOCTI (24) 3MeHIIMIA YacTOTy IMOPYLICHHS JOMYCKY, OIHAK 3HU3MIA

MPUHHATY NOTYKHICTH (puc. 5, 6): 3a ;}!m = 0,9 y S1 yacrora nopymenns cranosuia 0,104

3a motyxHocti —1,55 1b 1 14,3 By3na, Toxi sik 6e3 ymosu (24) — 0,707 3a —0,20 nb. ¥ S2 1 S3

min . .
ymoBa (24) 3a Py = 0,8 3aimmana qonycTHMHAMHE JIMIIE TIOOAMHOKI BY3JH, 1 cUCTeMa Te-

pexonuia 10 pe3epBHOro pexxumy. Otxke, ymoBa (24) nouisibHa A1 KBa3iCTalllOHAPHUX Clie-
HapiiB, a B JUHAMIYHMX CLIEHaPIAX ii Ci1iJ1 3aMiHIOBATH BUMOTOIO /IO IPUIHHATOT OTYXHOCTI.

a KanibpyBaHHA NmoeipHOCTI (12) 6 3B'A30K pf”" Ta H;
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Pucynok 6 — 3anexHIcTh paKTUYHOT YACTOTH BUKOHAHHS (Da30BOro AOMYCKY BiJl IPOrHO30-
BaHOT1 iiMoBipHOCTI (12) st cuenapiiB S1-S3 (a) Ta 3a1eKHICTh IMOBIPHOCTI TOMYCKY Bif
HOPMOBAHOI eHTpoIIii, 00’eqHaHa BUOipKa (0)
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KaniOpyBanus imosipHoctTi (12) mepeBipsiin Ha 429,632 mporHo3ax Ha cleHapii

(puc. 6, a). Cepennst abcomoTHa nmoxuOka kamopyBanns cranoBuia 0,018 y S1, 0,194 y S2 i
0,062 y S3, mokasuuk bpiepa [22] — 0,048, 0,139 ta 0,211. [dus S2 mporHo3 HEAOOIIHIOE
HMOBIpHICTH AonycKy B aiama3zoHi 0,6—0,9; iMOBIpHOIO MPUYHHOIO € HEOJHOPITHICTD BY3IIB,
3a sIKO1 HEPYXOMi BY3JIM MalOTh MEHIIY (aKTHUHY MOXHOKY, HIXK nependadae eauHa Uit BCiX
pamioBy3JIiB MOJIENb ITyMY HPOIleCy. 3a3HaueHe MOSICHEHHS OKPEMO HE MepEBipsIIOCs..

HaykoBa HOBM3HA pOOOTH TOJISTae y nmodynoBi €AMHOT y3TroKEHOT MOJIEINI POTHO30-
BaHOTO ()a30BOTO CTaHy paaioBYy3Ja, HMOBIPHOCTI BUKOHAHHS (Da30BOTO JOMYCKY Ta OYiKyBa-
HOI MPUHHATOI MOTYKHOCTI KJlacTepa 31 3HAKOBUMH TMApHUMHU CKJIAJOBUMH, KA, Ha BIAMIHY
BiJl ICHYIOYHX, JO3BOJISI€ KUTbKICHO PO3JMUIUTH BHECKH MPOTHO3HOI CHMHXPOHI3aIlii, BUOOPY
pamioBy3IiB, CHTPOIIMHOI OIIHKY Ta YMOBU HAJAIHHOCTI 32 OJIHAKOBUX PECYPCHUX OOMEKEHb.

BucHoBku. Po3po0iieH0 MaTeMaTHYHy MOJETh MPOTHO3HOI CHHXPOHI3aIlii Ta BUOOPY
CKJIaIy KJIacTepa PO3MOAUICHOI aHTEHHOI CUCTEMH, y SIKii reoMeTpudHa (asza pagiokaHairy
BPaxOBYETHCS OMH pa3, 3HAaK MapHOTO iHTep(dhepeHiHHOro BHECKY 30epiraeTbes Il 4ac po-
3paxyHKy OYiKyBaHOI MPUUHATOI MOTY>KHOCTI, a KoBapiamii MoXuOOK KOHCEHCYCHOTO Y3TO/I-
JKEHHS BPaxXxOBYIOTBCS TIiJ] 9ac TMPOTHO3Y (ha30BOTO CTaHy pajioBy3JiB. Baru y3roikeHHS
BHU3HAYAIOTHCS HA OCHOBI OOCPHEHUX JTUCIIEPCiii BUMIPIOBAHbB.

3a pe3ynbTaTaMy MPOBEIEHOI OLIHKKA €(EKTHBHOCTI 13 BUKOPUCTAHHSIM BHUMIPSHHUX Xa-
pakrepuctuk pamiokananis DICHASUS i Tpaekropiii pyxy briJIA DeepSense 6G BcraHoBIIC-
HO, 110 3aCTOCYBaHHS IPOTHO3HOI CHHXPOHI3aIli] 03BOJISIE 30UTBIINTH MPHUIHATY MOTYKHICTh
iHpopmamiitnoro curnamy Ha 0,88, 3,14 Ta 9,43 nb mOpiBHSAHO 3 pPEAKTUBHOIO CHH-
XpoHi3aieto i cueHapiiB S1-S3. Bubip ckiaay kiacrepa Ha OCHOBI O4iKyBaHOI MPUIHHATOL
MOTYXKHOCT1 JI03BOJIUB 3MEHIIIUTH KIJIbKICTh aKTUBHUX pajiioBy3miB Ha 17,5-30,4 % Ge3 cyT-
TEBOTO 3MEHIICHHS MOTYXHOCTI, OTPUMAHOI Ui MOBHOTO CKJIaly cucTeMHu. 3a (hiIKCOBAHOTO
CKJIaJy KJIacTepa y ClIeHapli 3 HAMOUIBIIO JUHAMIKOIO MPUUHATA MOTY>KHICTh 3MEHIITHIIACS
Ha 0,21 nb, mo miaTBEepAXKye MOLUIBHICTH MMOBTOPHOTO BUOOPY pa/ioBY3MIIB HpPH 3MiHI iX
CTaHy.

AHai3 BHECKY OKPEMHUX CKJIaJIOBUX IMOKa3aB, 110 EHTPOIMIMHUN NMOKa3HUK He 3a0e3re-
Yy€ OKPEMOro MPHUPOCTYy MPHUNHATOI MOTYKHOCTI, OCKUIBKM Ma€ BUCOKHUM KOPENSAIIHHUI
3B’S130K 3 IMOBIPHICTIO BUKOHAHHS (pa30BOro JOIMYCKYy. YMOBa HaIIIHOCTI Ha OCHOBI MeEXI1
00’€eIHaHHA NOJIN J03BOJISIE 3MEHILIUTH YacTOTYy MOPYIIEHHS ()a30BOr0 JONYCKY y KBazicTa-
L[IOHAPHOMY CLI€Hapii, OJHaK 3a 30UIbIIEHHS JWHAMIKM HAJAMIPHO CKOPOYYE KUIbKICTh
pamioBy3iB, JOMYCTUMHUX ISl JOPMYBaHHS Ki1acTepa. 3aCTOCYBAHHS aIalITHBHOTO 1HTEPBATY
CHHXPOHI3AIli JO3BOJIMIIO 3MEHIIUTH KUTBKICTh CIIYKOOBHUX ITUKIIIB TUTBKH JUISI CIIEHAPIIO 3
HHU3LKOIO JUHAMIKOIO.

[Tomanpmri gOCHiKEHHST JOUUIBHO COPSIMYBAaTH Ha €KCIEPUMEHTAIBHY TEPEeBIPKY 3a-
MIPOMOHOBAHOI MpOILEIypy 3a KOPOTIIMX ILMKIIB KOOpAWHAII, PO3pOOKYy KaimiOpoBaHOI
OILIIHKM BHECKY KOXXHOTO PaJioBy3Jia Y MPHUHHATY MOTYXHICTh 1H(QOpPMAIIITHOIO CUTHALY Ta
JIOCJTIDKEHHS TIPOCTOPOBOTO (POKYCYBaHHS ISl PI3HUX KOH(ITypalii po3no/IieH0T aHTEHHO1

CHCTCMHU.
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Comparative analysis of predictive synchronization and node selection processes
for a distributed antenna system on measured data

Abstract. This paper presents a comparative analysis of predictive time, frequency, and
phase synchronization and adaptive node selection in a distributed antenna system with peer-
to-peer coordination. The system under consideration comprises 32 radio nodes that coher-
ently form an information-bearing signal for a mobile receiver under conditions where syn-
chronization estimates become outdated due to the motion of both the radio nodes and the re-
ceiver, instability of the radio-node reference oscillators, and delays in control information
exchange. The study employs measured DICHASUS radio-channel characteristics for 32 an-
tenna elements at a carrier frequency of 1.272 GHz, UAV trajectories from the DeepSense 6G
dataset, and a model of frequency and phase instability of the radio-node reference oscilla-
tors, whose parameters are determined based on Allan deviation. To compare the considered
methods, a mathematical model is developed that enables prediction of the phase state of
each radio node, estimation of the probability of satisfying the prescribed phase tolerance,
and calculation of the expected received power while accounting for the sign of the pairwise
interference contribution between radio nodes. The obtained values are then used to select the
cluster of radio nodes involved in coherent formation of the information-bearing signal at the
receiver location. The performance evaluation shows that predictive synchronization increas-
es the received information-signal power by 0.88-9.43 dB compared with reactive synchroni-
zation. Selecting the radio-node cluster based on the expected received power makes it possi-
ble to preserve the power level achieved by the full system while reducing the number of ac-
tive radio nodes by 17.5-30.4%. The analysis further demonstrates that the entropy-based
metric does not provide an additional increase in received power, whereas the reliability con-
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straint based on the union bound leads to an excessive reduction in cluster size under dynam-
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K.IO. Ocrposebka, O./1. CamycpkoB
AHAJII3 CYYACHHUX MIAXOAIB 10 MOHITOPHUHI'Y
TA YIIPABJIIHHSI HABAHTAKEHHSIM B IT-IHOPACTPYKTYPAX

Anomayin. Y cmammi nposedeno ananiz cyyacnux nioxo0ie 00 MOHIMOPUHSY Ma YNPAaeiliHHS.
Hasanmasicenuam 6 IT-inghpacmpyxkmypax. [ocnioxrceno mpaouyitini memoou MOHIMOPUHEY
pecypcie, konyenyito Observability, 6anancysanus HA8AHMANCEHHA, ABMOMAMUYHE MACUIMA-
0y6aHHs, KOHMelHepu3ayito ma 3acmocy8aHHs Memooié MAUUHHO20 HABYAHHA Ol NPOSHO-
3Y8AHHA HABAHMAIICEHHA | 8UsAGNEeHHA anomanil. IIpoananizoeano ocodoaugocmi peakmugHozo,
NPOAKMUBHO20 MA THMENEeKMYAIbHO20 YRPABIIHHA pecypcamu. 3anponoHO8AHO V3A2AbHEHY
KOHYENnmyanbHy MoO0elb IHMeNeKmyaibHo20 YNPAGIIHHA HABAHMANCEHHAM, KA nepeddbadac
inmezpayiio 300py meiemempusHux OaHux, ix nonepeoHboi 0OPoOOKU, NPOCHO3YEAHHS HABAH-
MAHCEHHs, BUAGNEHHS AHOMAIU MA A8MOMAMUYHO20 NPUUHAMMSA PileHb Wo0o macumaoy-
eanmus pecypcis. Ilposedeno nopieHanbHull aHANi3 OCHOBHUX NIOX00i6 3 KpUmepiamu asmo-
mamuszayii, adanmueHocmi, NPOSHO3HUX Modxcaugocmei i eumoz 00 oanux. OOIPYHMOBAHO
O0oyinbHicmb ~ nepexody  8i0  peakmueHo2o 00  Npoakmuenoz2o  ynpaeininHsa — IT-
IHppacmpykmypamu ma 6U3HAYeHO NePCNeKMUSU GUKOPUCMAHHA MEXHONO02I MAWUHHO20
nasuanns i AIOps.

Knwuoei  cnosa: IT-ingppacmpykmypa, MOHIMOpuUHe,  YNPAGNIHHA — HABAHMANCEHHSM,
Observability, xmapui mexnonozii, asmomamuyne mMacumaby8anHs, MAWUHHe HABYAHHS,

npocHo3yeanHs, eusaeienns anomaniu, AIOps.

Beryn. CyuacHuii etan nugpoBoi TpaHcdopMarii XapakTepu3yeTbCsl aKTUBHUM BUKO-
PHUCTaHHAM PO3NOJUIEHUX 1HQOPMAIIHUX CHCTEM, XMapHUX OOUYUCIIEHb, MIKPOCEPBICHOI ap-
XITEKTYpU Ta KOHTeHHEpHUX TexHojorii. IT-iIHppacTpyKTypu cTaroTh Aenali CKIaIHIIINMHU,
a KUIbKICTh B3a€MOIOB’s13aHUX KOMIIOHEHTIB MOCTitHO 3pocTtae. Jlo ckiany cydacHoi iH¢pa-
CTPYKTYpPU MOXYTbh BXOAUTH (D13MUHI Ta BIPTyallbHI CEpPBEPHU, MEpEKeBE O0IaHAHHS, CUCTE-
MU 30epiraHHs JaHUX, KOHTEIHepH, MIKpocepBicH, 0a3M JaHUX, CUCTEMH OaJaHCYBAaHHS Ta
XMapHI PeCypcH.

31 301IbIIEHHAM KIUJIBKOCTI KOPHCTYBauiB, 1H(OPMAILIMHUX IMOTOKIB 1 OOCATIB JaHUX
3pOCTal0Th BUMOTH JI0 TTPOJIYKTUBHOCTI, MacIITabOBaHOCTI Ta HAAIMHOCTI Takux cuctem. He-
PIBHOMIpHHI PO3IIO/IiT HABAHTAXKEHHS MOYKE CIIPUYHMHSATH TIEPEBAHTAXCHHS OKPEMUX KOMITO-
HEHTIB, 30UIBIIICHHS Yacy BiAMOBIII, 3HWKEHHS JOCTYITHOCTI CEPBICiB 1 BAHUKHEHHSI BiJIMOB.

Boanowac mocTiiiHe pe3epByBaHHS HAJIMIIKOBUX PECYPCIB TaKOX € Hee(EeKTHBHHM,
OCKUTBKM TIPU3BOJUTH JI0 301IBINIEHHSI BUTPAT Ha ekciuryaramito [T-indpactpykrypu. Ocob-
JIMBO aKTYaJIbHOIO 1 IpobJieMa € Il XMapHHUX CEPeNIOBUIL, Y SIKUX BApPTICTh OOYUCIIIOBAIb-
HUX pecypciB 0e3mocepeHbO 3alIeKUTh Bl 00CSTIB IX BUKOPUCTaHHS.
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TpaauuiitHi cucTeMH MOHITOPUHTY MEPEBAXXHO OPIEHTOBAaHI HA KOHTPOJIb MOTOYHOTO

CTaHy PEeCypCiB Ta pearyBaHHs Ha B)Ke BUsBIICHI poOyiemu. Takuii miaxia € eeKTUBHUM IS
0a30BOr0 KOHTPOIIIO, ajieé Ma€ OOMEXEHI MOXKJIMBOCTI III0JI0 MPOTHO3YBAaHHS MaiOyTHHOTO
HABaHTA)XCHHS Ta TIOTIEPEHKEHHS MOTEHI[IHHUX BiJIMOB.

VY 3B’53Ky 3 UM aKTYaJIbHUM € PO3BUTOK IHTENEKTyaIbHHUX MiIXOIIB, SKi MOEIHYIOTH
MOHITOPHUHT, aHaJi3 TEJIEMETPUYHUX JaHUX, IPOTHO3YBAaHH:, BUSBICHHS aHOMAJiil Ta aBTO-
MaTUYHE yIPaBIiHHS pecypcamu.

IMocranoBka npodgemu. OCHOBHOIO TpoOIEeMOI0 yrpaBiiHHA cydacHumu [T-
iHppacTpyKTypaMu € 3a0e3meyeHHss HeoOX1IHOTo PiBHS MPOXYKTHBHOCTI Ta JOCTYIHOCTI 3a
OJTHOYACHOTO PalioHAIbHOTO BUKOPUCTAHHS OOUHCITIOBAIBHUX PECYpPCiB.

HaBanrtaxeHHs Ha iHPPACTPYKTypy HE € MOCTIHHUM 1 MOKE 3MIHIOBATHUCS 3aJIKHO Bij
qacy 100U, THS THOKHS, KIJTBKOCTI KOPUCTYBAYiB, XapakTepy iH(popMariifHiX mporecisB Ta 30-
BHIIIHIX (pakTopiB. Y pe3yibTaTi BAKOPUCTAHHS CTATHYHUX MPABHI YIIPABIIHHI pecypcaMu
MO>K€ OYTH HEIOCTATHHO JJIsl 320€311€YEHHS ONTUMAaJIbHOT pOOOTH CUCTEMHU.

[Tpobnema yCKIIaIHIOETHCS TIEPEX0I0M JI0 MIKPOCEPBICHOT Ta XMapHOI apXiTEKTypH, y
AKii OJTHA OTeparlisi KOPUCTyBa4a MOKE IPOXOIUTH Yepe3 JeKiTbKa B3a€MOIIOB’ I3aHUX KOM-
MMOHCHTIB. BUsBIEHHS Kepena aerpaalii mpoJyKTUBHOCTI B TAKOMY CEPEIOBUIII MOTpeOye
aHaJTI3y BEJIMKOTO 00CSTY PI3HOPIAHOI TeleMeTpuyHOi iH(opMmarii.

Takum YMHOM, BUHUKAE HEOOX1THICTh PO3POOIICHHS i IXOMIB, SKi JO3BOJISIOTh:

— OIepaTHBHO KOHTPOJIOBATH MOTOYHUH cTaH IT-iHppacTpyKTypH;

— BH3HAYaTH B3a€MO3B’SI3KH MK 11 KOMIIOHEHTAMHU;

— TPOTHO3YBAaTH Mall0yTHE HaBaHTAKEHHS,

— BUSBJISTH QHOMAJIbHI PEXUMH POOOTH;

— aBTOMAaTHYHO 3MIHIOBATHU 00CAT TOCTYITHUX PECYPCIB;

— MiHIMI3yBaTu BUTPATH 0€3 MOTIpIIEHHS SIKOCTI 00CTyrOBYBaHHS.

3. AHaqi3 octaHHIX AocjaiakeHsb i myoaikauniii. [Ipo6nemu HaniiHOCTI Ta €(EKTUBHO-
ro ynpasiinHs [T-cucteMamu MIMPOKO JOCTIIKYIOThCS B Mekax kouremniii Site Reliability
Engineering (SRE). ¥ pobotax B. Beyer Ta cniiBaBTOpiB 3Ha4Ha yBara MpuIiIsSETHCS MOHITO-
PUHTY, YIPaBIIHHIO MPOJYKTUBHICTIO, aBTOMAaTH3allii Ta 3a0€3M€YeHHI0 HaIIHHOCTI Mporpa-
MHHX cucteM [1, 2].

Oco06mrBOro 3HA4YeHHS B CYYaCHMX pO3MOJUIEHHUX CHCTeMaxX HaOyBa€ KOHIICTIIIIsS
Observability, sxka mepeanbauae BHKOPHCTaHHS METPHK, JIOTiB i TpacyBaHb ISl OTPUMAHHSI
KOMILJIEKCHOTO YSIBJIEHHS MO BHYTPILIHIM cTaH cucremu. Ha BigMiHy BiJ TpaauuiiiHoro mMo-
HiTopuHry, Observability opieHTOBaHa He JuIlle HAa BUSBJICHHS (QakTy npodiieMu, a il Ha BU-
3HAYEHHS 11 MOKIIMBUX IIPUYHH.

Po3BuTok kKoHTelHepu3alii Ta Kubernetes cripusB MomMpeHHIO aBTOMaTHYHOTO MacIil-
tabyBaHHs. Y Kubernetes peanizoBaHi MexaHi3MH TOPU30HTAIBHOTO Ta BEPTUKAIBHOTO Mac-
mTadyBaHHs, SKI JO3BOJIAIOTH aJIaliTYBaTH KIJILKICTh 00 pecypcHi XapaKTepUCTUKU KOHTEH-
HEpiB BIAMOBIIHO 10 IOTOYHOTO HaBaHTaxeHH [3].

[TutanHs 0OpOOKM BENMKHMX OOCSTIB JaHUX Ta MOOYJOBHM MAacIITaOOBAaHMX PO3MOJIisie-
HUX cucTeM posrisigaiorbes y mpausx M. Kleppmann [4] ta K. Hwang, G. Fox, J.
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Dongarra [7]. ABTOpH HaroJouIyloTh Ha BaKJIMBOCTI MacTabOBaHOCTI, BIIMOBOCTIMKOCTI Ta

e(EKTUBHOTO YIPABIIHHS PO3MOAIICHUMU PECYPCAMHU.

BukopucranHs MeTOJiB MAalIMHHOTO HABYaHHA JUIsl TIPOTHO3YBAHHS Ta aHANI3y JaHUX
po3TIsAaeThes, 30kpeMa, y npainsx J. Han, M. Kamber, J. Pei [5] ta A. Géron [6]. 3a3HaueHi
MiIX0AW MOXYTh OYTH agamnToOBaHi JO 3a/lad MMPOTHO3YBAHHS HAaBaHTAXKEHHS, Kiacudikarii
CTaHiB iIH()PACTPYKTYPH Ta BUSABJICHHS aHOMAJIbHOI TTOBEIHKH.

[Tonpy 3HAYHY KITBKICTh ICHYFOUUX JOCIHIKCHb, aKTYaJIbHUM 3aJUIIA€THCS MUTAHHS
iHTerpamii pi3HUX METO/IB Y €IMHY CUCTEMY IHTEJIEKTYaJIbHOTO YIPABIiHHA, SKa 3/aTHA HE
JIMIIE CIIOCTEPIraTé 3a CTAaHOM 1H(PPACTPYKTYpPH, a i MPOrHO3yBATH HOTO 3MIHM Ta aBTOMATH-
9HO ()OpPMYBATH BiJIIOBITHI KEPYIOUi BIUIUBH.

Mertoro poboTH € aHalli3 Cy4acHUX MiAXOJiB 10 MOHITOPUHTY Ta YIpaBIiHHA HaBaHTa-
xeHHaM B IT-inppacTpykTypax, BU3Ha4eHHs X mepeBar i 0OMeXeHb, a TaKOX OOIPyHTYBaH-
HS TICPCIIEKTHUB IHTETpamii MEeTO/iB MalIMHHOTO HaBuaHHs, Observability Ta aBTOMaTHYHOTO
MacmTaOyBaHHS JJIsl TOOY/I0OBU MPOAKTUBHUX CUCTEM YIIPABIIiHHS PECYypPCaMHU.

Jist mocsiTHEHHSI TOCTaBICHOT METH HEOOX1THO PO3B’A3aTH TaKi 3aBAaHHS:

1. mpoanamizyBaTu Tpaauiiitai Metoau Monitopunry IT-indpacTpykrypu;

2. nmocmigutu cydacHi migxoau Observability;

3. pO3IIIIHYTH MEXaHi3MU OallaHCyBaHHS Ta aBTOMaTHYHOTO MacIITaOyBaHHS;

4, HpOElHaJIi?;YBaTI/I MO>KJIMBOCTI MAIIMHHOTO HaBYaHHS AJI1 MIPOrHO3yYBAaHHA HaBaHTa-

5. mocaiauTy METOOM BHUABIIEHHS aHOMAIi;

6. BU3HAUUTH NEPCIEKTUBU (POPMYBAHHSI IHTEJIEKTYaJIbHUX CUCTEM YIPaBIIIHHSL.

Metoam nocaizkeHHsi. Y poOOTI BUKOPUCTAHO METOJIM CUCTEMHOIO Ta MOPIBHSUIBHOTO
aHamizy Ui JOCTIDKEHHS CyYacHUX TIAXOMIB JI0 MOHITOpHHTY ¥ ympaBminas [IT-
1HpacTpyKTypaMu. AHalli3 JIITepaTypHUX JDKEpES 3aCTOCOBAHO JJISl BU3HAYEHHS OCHOBHHMX
teHaeHli po3BuTky SRE, Observability, XMapHHUX 1 KOHTEHHEPHUX TEXHOJIOTIH.

JUis mOCHiPKEHHST MOXKIIMBOCTEH 1HTEIEKTYaJIbHOTO YIPaBIiHHS BUKOPUCTAHO METOJU
MAaIIMHHOT'O HaBYaHHS, IPOrHO3YBaHHS YacOBUX Ps/IiB Ta BUSBJICHHS aHOMaliil. Metonu y3a-
rajJlbHEeHHs Ta CHCTeMaTH3allii 3aCTOCOBaHO A ()OPMYBaHHS KOHIENTYalbHOI MOJIENi B3ae-
MO/Ii1 MOHITOPHHTY, aHATITUKH Ta MEXaHI3MIB aBTOMATUYHOTO YIPABIIHHS.

[TopiBHSHHS MiAXOIIB 3/1IHCHIOBANOCS 32 TAKMMU KPUTEPISIMU: piBEHb aBTOMaTH3allii,
3/IaTHICTh JI0 MPOTHO3YBaHHS, aJlalITMBHICTh, CKJIAIHICTh peaji3allii, BAMOTU 10 IaHUX Ta
MO>KJIMBICTB 1HTETpAIlii 3 XMapHUMH CEPEIOBUIIIAMHU.

Cy4acuuii MmoniTopuHr IT-inppacTpykrypu. MoHITOpUHT € 6a30BUM KOMIIOHEHTOM
ynpasmiHHs [T-iHQpacTpykTypoto Ta mepeadadae Oe3mepepBHHI ab0 TepioauyHuil 30ip 1H-
dbopmMartii mpo cTaH ii anapaTHUX 1 MPOrpaMHUX KOMIIOHEHTIB.

OCHOBHUMH TTOKa3HUKAMH €:

— 3aBanTaxenus CPU;

— BUKOPHUCTaHHA ONEPATUBHOI MaM’ATi;

— JIMCKOBE HAaBaHTAXCHHS;

— o0csr MepexeBoro Tpagiky;

— KUIBKICTb 3aIlMTiB;
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— Yac BIAIMOBII;

— KUIbKICTb ITOMHUJIOK;

— KUIBKICTh aKTUBHHX KOPHUCTYBAiB;

— JOCTYIHICTH CEpPBICiB.

HaiinpocrimmM nigxoaoM € MOporoBUil MOHITOPUHT. Y IIbOMY BHIIAJKy BU3HAYAa€ThCS
JOIYCTUMMH J1alia30H 3HA4eHb MOKa3HMKA, a IPU HOro MepeBUIIEHHI I'eHEepYeEThCs IMolepe-
JPKEHHS.

Hanpuknan, sikmo 3aBantaxenns CPU nepeBulye BCTaHOBIICHUH piBeHb, cucTeMa (o-
pMy€ MOBIIOMIIEHHS anMiHicTpaTopy. [lepeBaramu Takoro migxoay € NpocToTa, HU3bKi BUMO-
T'H 10 OOYMCITIOBATBHIX PECYPCIB 1 3p03yMUTICTh TPABHIL

Bopnouac craTHuHI TOPOTM HE BPaxOBYIOTH YacOBY CTPYKTYPY HaBaHTa)XKCHHS. 3Ha-
YeHHs, SIKE € HOPMAJIBHUM Y IMepiof MiKOBOI aKTUBHOCTI, MOKe OyTH aHOMAJIbHUM y HIYHHA
gac. KpiM TOro, KOpOTKO4acHi1 KOJMBaHHS MOXKYTh IPU3BOAMTH JI0 BEITMKOI KITBKOCTI XHOHMX
CTIpAIIOBaHb.

ToMy B Cyd4acHHX pO3NOJIJICHHX CHCTEMaX BUKOPHCTOBYETHCS KOMIUICKCHUW ITiJIX1JT
Observability.

Observability sik po3BuTok Tpaauuiiinoro monitopunry. Observability mepen6auae
aHaJIi3 TPhOX OCHOBHHUX KAaTEropii TeIEMETPHUYHUX JAHUX: METPHUK, JIOTIB i TPaCyBaHb.

Metpuku BioOpa)karoTh KUIbKICHI XapaKTEPUCTUKU cucTeMH. JIoru MicTATh iH(popma-
IiI0 TIPO OKpeMi Mmoii, MOMUJIKK Ta omepamnii. TpacyBaHHS J03BOJISI€ TMPOCTEKHUTH TPOXO-
JDKEHHS] KOHKPETHOTO 3aIUTy Yepe3 JACKIIbKa CepBiCiB.

KommiekcHuii aHami3 nux JHKepes /Jae 3MOTy BCTAHOBJIIOBATH 3B’S3KH MK OKPEMHMHU
noaisimu. Hampuknan, 3011bl1eHHs Yacy BIANOBIAL MOXe OyTH OB’ A3aHe HE 3 caMHM Bebcep-
BEpOM, a 3 TIEPEBAHTAKEHHAM 0a3H TaHWX ab0 1HIIIOTO MIKPOCEPBICY.

Takum ynHOM, Observability 3a0e3nedye OIbII TTHOOKE PO3YMIHHS MOBEIIHKH PO3IIO-
JIUJIEHOT CUCTEMH Ta CTBOpPIOE 1H(OpMaIliiiHy OCHOBY Ui MOJAJIbIIOI aBTOMAaTU3allii yrmpas-
JIHHS.

YrnpapiiHHSI HABAHTAKEHHSIM Ta aBTOMAaTHYHe MacIITa0yBaHHs. MOHITOPUHT TO-
BUHEH OyTH NOB’S3aHMI 13 MeXaHi3MaMH yNpaBiiHHA pecypcamu. OHUM 13 HaMOLIbII MO-
IIMPEHUX METOJIB € OaJaHCYBaHHS HaBaHTAXXEHHs, sKe 3a0e3leuye po3MOoAll 3alUTIB MK
JeKIIbKOMa cepBepaMu abo eK3eMIUIIpaMH CEpBICIB.

Bukopucransas OamaHCyBaJIbHUKA JI03BOJISIE YHUKATH CUTYaIllild, KOJU OJWH CepBep Ie-
pEBaHTa)KEHUH, a 1HIII BUKOPUCTOBYIOTHCS HEIOCTaTHHO. HalmpocTimuM anropurMom €
Round Robin. binbu ckiaaHi anropuTMu MOXKYTh BPaXOBYBaTH MOTOYHE 3aBaHTAKEHHS BY3-
JIB, KIIBKICTh aKTUBHUX 3’ €IHAHb Ta Yac BIAMMOBIII.

BaxnuBuM MexaHi3MOM Cy4acHHUX XMapHHUX IUIATGOPM € aBTOMAaTHYHE MaclITa0yBaH-
Hs. Vloro MeToro € qMHaMiuHa ajanTaiis KiTbKocTi a60 MOTYXHOCTI pecypciB BilIOBiIHO 10
HaBaHTaXECHHS.

I'opu3oHTanbHe MaciiTabyBaHHS MOKHA MPEJICTABUTH SIK:

N()=F(L(1)), 1)
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ne N(t) - KiIbKICTh aKTUBHHUX €K3eMIUISIPIB y MOMEHT 4acy t, a L(t) - moToyHe HaBaHTa)KEHHS

Ha CHCTEMY.

Hanpuknan, sSKmo cepeaHs 3aBaHTaKEHICTh Mpolecopa MepeBUIye BCTAHOBICHUN T10-
pir IpOTATOM MEBHOTO iHTEPBATy Yacy, CHCTEMa aBTOMAaTHYHO JI0J]a€ HOB1 €K3EMIUISIpU cep-
Bicy. Konm HaBaHTa)XeHHS 3HM)KYETHCS HUKYE 33/1aHOTO TIOPOTa, 3aiiBi €K3eMIUIIpH BUAAIIS-
IOTBCSI.

['opuzoHTanpHe MacmTabyBaHHs 3a0e3Medye MiJBUINEHHS MPOIYCKHOI 3JaTHOCTI, BiJ-
MOBOCTIHKOCTi Ta THY4YKOCTi XMapHOi iH(ppacTpykrypu. HMoro edexTHBHICTb 3a1€XMTh Bix
MeXaHi3MiB OalaHCyBaHHS HAaBaHTA)KEHHS, Yacy 3aIllyCKy HOBHUX €K3EMIUIIPIB 1 KOPEKTHOTO
HaJIAIITYBaHHS MOPOTiB MacIITa0yBaHHSI.

BeprukansHe macmrabyBanHs nepeadadae 3MiHy pECYPCHUX XapaKTEPUCTUK OKPEMOTO
By3sia: 30i7bIIeHHS a00 3MEHIIEHHS KIJIBKOCTI MPOIECOPHUX saep, 00cATy OmepaTHBHOT
nam’sTi, JUCKOBOI'O MPOCTOPY Y IHIIKMX OO0YKMCIIOBaJIbHUX pecypciB (scale-up / scale-down).
Ha BigmiHy BiJl TOPH30HTAILHOTO MacIITaOyBaHHS, 3a SIKOTO 3MIHIOETHCS KIJTBKICTh €K3EMII-
JSIpiB CepBicy, BEpTHKAIbHE MacTaOyBaHHs Iepeadavyae 3MiHy MOTYKHOCTI BXX€ HasBHOTO
By3J1a:

R(®= (C(H), M), D(), )
ne C(t) - obcsar oOUMCITIOBAILHUX pecypciB mporecopa, M(t) - obcar onepaTUBHOI mam’sITi,
D(t) - nocTynHuit UCKOBUIA MPOCTIP Y MOMEHT Yacy t.

Hanpuknan, y pa3si 3poctaHHs HABaHTa)KeHHS Ha 0a3y JaHUX XMapHa IuiaThopma MOoxe
301IBIIUTH OOCST ONEPAaTUBHOI MaM’ATI Ta KUJIBKICTh MPOIECOPHUX sJep BipTyalbHOI Mallu-
HU, 320€3MeUyI0un MBU/IIIE OMPAIIOBAHHS 3aNUTIB O€3 101aBaHHs HOBUX BY3JIiB.

OCHOBHMMM IIepeBaraMu BEPTUKAJILHOTO MaclITa0yBaHHS € MPOCTOTa peai3alii Ta Bi-
JCYTHICTh HEOOX1THOCTI PO3NMOAUIATH HAaBAaHTAKEHHS MK JOJATKOBUMH eK3eMIuisipaMu. Bo-
JTHOYAaC HOTO 3aCTOCYBaHHS OOMEXKYETHCS MaKCUMAIbHO JOCTYIHHUMH XapaKTepUCTHKAMHU
oOnanHaHHA a0 BIpTyaJlbHOT MalllMHH, a 3MIHAa KOH(]Irypalii B OKpeMHUX CEpeIOBUIIIaX MOXKE
BUMaraTH Iepe3arycKy cepBicy Y THMYAaCOBOTO PUITHHEHHS HOT0 poOOTH.

OCHOBHOI0O TIPOOJIEMOI0 PEAKTUBHOTO AaBTOMACIITA0yBaHHS € 3aTPUMKa MIXK 3MIHOIO
HaBaHTAXCHHS Ta 3MIHOIO pecypciB. TOMy MepCIeKTUBHUM € BUKOPUCTAHHS IIPOTHO3YBaHHS.

IIporHo3yBaHHsl HABAHTAKEHHS] MeTOJaMU MAIIMHHOIO HaBYaHHs. HaBanTakeHHs
Ha IT-iHdpacTpykTypy HacTo Mae BHpaxeHy 4YacoBY CTPYKTYypy. MOXyTh crocTepiraTucs
000B1, TH)KHEBI Ta CE30HHI 3aKOHOMIPHOCTI. BUKOpUCTaHHSI 1CTOPUYHUX JAaHUX JO3BOJISE
noOy/ayBaTH MOJEIh MPOTHO3YBaHHS MallOyTHHOTO HABAaHTAKEHHSI.

Jl1st IpOrHO3yBaHHSI MOXYTh 3aCTOCOBYBATHCS] CTATUCTHYHI METOAM, PETPECIiHI MOJie-
71, lepeBa pillieHb, aHcaMOJIeBl aITOPUTMHU Ta HEUPOHHI MEPEXKI.

OpnHuM 13 MPOCTUX METOJIIB € KOB3HE cepeiHe. OCHOBHA 1/1€s1 METOy IOJIATaE B TOMY,
10 IPOTHO3HE 3HAYCHHS HABaHTAKEHHSI BU3HAUAETHCS K CepeTHE apuPMETHIHE 32 OCTaH-
Himu \(N\) iHTEpBaIaMu CIIOCTEPEIKEHHS.

1 n-1
X = — Z X1 ©)
N

ae X - (I)aKTI/I"IHC HAaBAHTAKCHHA B MOMCHT 4acCy t;
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X, - PO3MIp BIKHA yCEpEIHEHHS;

Xts1 - IPOrHO3 HABAHTAKEHHS HA HACTYIHUN 1HTEpBAJL.

Takuit miaxin eeKTUBHUN I 3TTa/DKYBaHHS BUTIAJAKOBUX KOJHMBAaHb, alie HE 3aBXKIH
3aTHUN BpaxyBaTH CKJIAJIHI HENIHIAHI 3aJI€)KHOCTI.

JUnst CKIaiHIMIMX YacOBUX Ps/IiB MOXKYTh 3aCTOCOBYBATHCS PEKYpEHTHI HEWPOHHI Me-
pexi, 3okpema LSTM, a Takox cyyacHi MoJielli TTMOOKOTO HaBYaHHS.

OCHOBHOIO TIEpPEeBarol0 MPOTHO3YBAHHS € MOXKJIMBICTH 3a34ajerifb MiAroTyBaTH HE0O-
XimHI pecypcH. SIKIIo MoJens MporHo3ye 30UIbIICHHS HAaBAaHTAXKCHHS 4yepe3 MEeBHUM MpoMi-
KOK 9acy, CUCTeMa MOX€ BUKOHATH MacITaOyBaHHA 10 (aKTHYHOTO BUHUKHEHHS ITIKY.

BusiBjiennss anomaJtiii. BusiBjeHHs1 aHoMatiid € BOXKJIMBOIO CKJIAJIOBOKO 1HTEIEKTYallb-
HOT'O MOHITOPUHTY. AHOMAJII€I0 MOXE BBaKATHCS CIOCTEPEKEHHs a00 MOCIiIOBHICTh CIIOC-
TEPEXKEHb, SIKi ICTOTHO BIAPI3HAIOTHCS BiJl HOPMAIBHOTO PEKUMY (PYHKIIOHYBAHHS CUCTEMHU.

Jlnisi BUSIBNICHHS aHOMAJIiii MOXKYTh BUKOPHCTOBYBATHCS CTaTUCTUYHI METOIH, KJacTe-
pu3ariis, Isolation Forest, Meronu anamizy 4acoBUX psiiB Ta HEHPOHHI MEPEXi.

[IpocTHM CTaTUCTHYHUM MTOKA3HUKOM € CTAaHJIapPTU30BaHE BiIXUIICHHS:

z=x-pulo, 4
7€ X - IOTOYHE 3HAUCHHs TIOKAa3HUKA; [l - cepe/lHe 3HAUeHHS NOKa3HUKa 3a BUOpAHUIA 1epiof;
C - CTaH/JApPTHE BIAXUIICHHS.

[Ipu 3HaYHOMY BiIXWJICHHI BiJi HOPMAJBHOTO Jiara3oHy cHCTeMa Moxe chopMmyBatu
MOB1IOMJICHHSI ITPO TMOTEHLIHHY aHOMAJTIIO.

Binbm cknagHi MoJe T03BOJISIOTh OJHOYACHO aHATI3yBaTH JIeKUIbKa mapamerpis. Ha-
npukian, ogHouacHe 30uteinennass CPU, mepeskeBoro tpadiky Ta 4acy BiIIOBiAI MOXe OyTH
OB 1HPOPMATUBHUM, HIXK aHaJI13 KO’KHOTO ITapamMeTpa OKpeMO.

KonuenryanbHa mMoaeab iHTel1eKTyaJbHOro ynpaJjinusa. Ha ocHOBI mpoBeneHOTo
aHaJIi3y JOUIIBHO PO3TJISAATH MOHITOPHHT 1 YIIPABIIHHS SIK 3aMKHEHUH KOHTYD (puc. 1).

Ha nepmomy etani 371iicHIOETBCS 301p METPHK, JIOTIB 1 TpacyBaHb. Jlanmi naHl ouyuIny-
IOTBCS, arPETYIOThCS Ta MPUBOIATHCS 10 (hopMaTy, MPUIATHOTO JUIS aHATITHYHUX MOJICIICH.

Ha eramni ananizy BU3Ha4aeThCsl MOTOYHUN cTaH iH(pacTpykTypu. [lapanensHo Moaens
MIPOTHO3YBaHHS OIIHIOE MalOYTHIO 3MiIHY HaBaHTaXXEHHsS, a MOJYJIb BUSBJICHHS aHOMaJii
BHU3HAYa€ HETUIIOBI PEKUMU POOOTH.

Ha ocHoBI oTpumaHuX pe3yabpTaTiB (GOpMyeTbcs Kepyroue pimieHHd. BoHo Moxke me-
pendavaty 301UTBIICHHS KUIBKOCT1 €K3EMILISIPIB CEPBICY, 3MIHY PECYPCHUX MapaMeTpiB, mepe-
PO3M0/111 3anUTiB a00, HaBIAaKH, 3MEHILIEHHS KIJIBKOCT1 peCypciB.

[Ticns BUKOHAHHS KEpyIOUoi Ail CHCTEMa MMOBTOPHO aHATI3Y€E TEIEMETPIIO Ta OLIHIOE pe-
3ynbTaT. TakuMm 4YrHOM (OPMYETHCS 3aMKHEHUHN aJanTUBHUM KOHTYp yIpaBiiHHA. be3nepep-
BHUI IUKJ 3a0e3nedye cTabuIbHy poOOTYy, BUCOKY MPOIYKTUBHICTh Ta €(PEKTUBHE BUKOpPHUC-
TaHHS PeCypciB XMapHOi IIaTHOPMH.
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Pucynox 1 — 3aMKHEHUI KOHTYp MOHITOPHUTY 1 YIIPaBIiHHS B XMapHHUH iHQpacTpyKTypi

[NopiBHsIBHMI aHATI3 MIXO/IB MEPACTABICHOB TadIUI 1.

Tabmums 1
[TopiBHSHHS CydaCHHX MiIXOIB 10 MOHITOPUHTY Ta YIPaBIiHHSI
[Migxin [punmn IlepeBaru OOmexeHHs
IToporosuit KonTposs 3aganux [IpocroTa PeakTuBHICTH
MOHITOPUHT 3HAYeHb
Observability AHaiiz METpHK, KommiekcHe Benukwuii o0csr

JIOT1B 1 TpacyBaHb

OaueHHs CUCTEMH

IaHuX

banancyBanus Posnonin 3anutiB [TinBumeHHs He nporno3sye
JIOCTYITHOCTI HaBaHTaKECHHS
ABtomacmitabyBanus | JlnHamiuHa 3MiHa Enactuunicts MoxnuBa 3aTpuMKa
pecypciB
[Iporno3yBanns OuiHoBaHHS [IpoakTHUBHICTb [Totpeba B

MailOyTHBOTO CTaHy

iCTOpI/I‘-IHI/IX JaHUX

Bussienns anomalii

[Tomryk HETUITOBOL

Panue BUsBIIEHHSA

XuOHI crpalfoBaHHS

MMOBEIIHKHA npooiem
AlOps [aTenexkTyanbHa Bucoka CkiagHICTh
aBTOMAaTH3allis aJlanTUBHICTD peanizarii

[TopiBHSHHS MOKa3ye, MO 3a3HAYCHI MiAXOAU HE CIIJI PO3TIIAIATH K B3a€MOBUKIFOYHI.

Haii6inpmr nepcrneKTUBHUM € 1X MOETHAHHS B €IMHINA CUCTEMI YIpaBIiHHS.

AIOps Ta mnepcneKTHBM PO3BUTKY.

[onmanemmii  po3sutok IT-iHdpacTpykTyp

OB’ s13aHUH 13 IEPEX0J0M BiJl aBTOMAaTH30BAHOTO MOHITOPUHTY JI0 1HTEIEKTYaJILHOTO YIPaB-

aiHHsS. OJHUM 13 epcrneKTUBHUX HarpsmiB € AIOps, o nepeadayae BUKOPUCTaAHHS METOIIB

ITYYHOTO iHTeHCKTy Ta MAallIMHHOI'O HAaBYaHHA JJIA aBTOMaTI/ISaI_Iﬁ onepauiﬁHHx HpOI_ICCiB.

AIlOps-cucreMa MOXe aHaTi3yBaTH BEIUKI 00CATH TEIEMETPUYHUX JAHUX, aBTOMATHY-

HO BUSIBJIATH aHOMaJii, Ki1acu(iKyBaTH HIMJIEHTH, IPOrHO3YBaTH HaBaHTaKEHHs Ta (HopMy-

BaTH pillleHHS 1100 3MiHU KOH(Iryparii iHppacTpyKTypH.
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[lepcneKTUBHUM € BUKOPHCTAHHS IMiJKPIIUTIOBATLHOTO HAaBYAaHHS JJIs1 BUOOpY ONTHUMA-

JBHOI cTpaterii ynpapniHHA. Y Takiii CHCTEMI alTOpPUTM MOKE HABYATUCS HA OCHOBI pE3yiib-
TaTiB MONEPEAHIX PIICHb.

LinpoBa (hyHKIIIST MOXKE OJJHOYACHO BPaXOBYBATH MPOIYKTUBHICTh, BAPTICTh PECYPCIB i
PH3UK Jerpajaalii cepsicy:

J=aP+BC+9R, (5)
ne P - moka3HMK NpOoAYKTUBHOCTI iHGpacTpykTypu, C - BapTiCThb BUKOPUCTAHHS OOYHCIIIO-
BaJIbHUX pecypciB, R - pu3Mk zxerpajauii cepsicy, a,f3,Y - BaroBi Koe]illi€HTH, 110 BU3Ha-
Yal0Th BIJHOCHY BXJIMBICTH BiJIIOBITHUX KPUTEPIiB.

OTxe, 3aBAaHHS IHTEJIEKTYaIbHOTO YIPABIIHHS MOJATa€ HE MPOCTO Y MaKCHMi3aii 10-
CTYIHHX PECypciB, a B MOILIYKY ONTHMAaJIbHOrO OajJaHCy MIX SIKICTIO 0OCIyroByBaHHS, MPO-
IOYKTHBHICTIO Ta BapTICTIO.

Bopanouac aBromaru3aiiisi MOpOIKye 10AaTKOBI pu3uku. [loMHIKK POTrHO3HOT MOIei
a00 HEKOPEKTHI Kepyroui PIillIeHHS MOXXYTb MPHU3BECTH O HEOOIPYHTOBAHOTO 301IBIICHHS
BuTpat abo merpananii cepBiciB. ToMy MepCIeKTHBHI CUCTEMHU MOBHHHI MICTUTH MEXaHI3MHU
KOHTPOJII0, OOMEXEHHS JOMyCTUMHUX JIiid, OL[IHIOBaHHS BIIEBHEHOCTI MIPOTHO3Y Ta MOKJIMBICTD
BTPY4YaHHS OIepaTopa.

Oxpemoro 3HaueHHs! HaOyBa€ MOSCHIOBAHICTh MOZENeH. AMIHICTpaTOp MOBUHEH MaTH
MOJKJIMBICTh BCTAHOBHUTH, YOMY IE€BHUU CTaH OyJ0 KJIACH(]PIKOBAHO SK aHOMAJIBHHUHA 1 4OMY
crcTeMa MpHUHSAJIA PIlIeHHs PO MacIITaOyBaHHS.

OO6roBopenHsi pe3yJbTaTiB. [IpoBeieHni aHAITI3 MTOKA3ye, MO KOXKEH 13 PO3TIISTHYTUX
MiAXO0JIB BUPIIIYE OKpeMy YacTHHY 3anaui ynpasmiaasa [T-inppactpykrypoto. Tpanumiitamii
MOHITOPHUHT 3a0e3nedye KOHTpoJb 0a30BUX mapamerpiB, Observability po3immproe MOXKINBO-
CTi JIlarHOCTUKH, OalaHCYBaHHs 3a0e3nedye piBHOMIPHUN pO3MOJUT 3alUTIB, a aBTOMAcUITa-
OyBaHHSI aJanTye pecypcH 10 MOTOYHUX NOTPEO.

BopnHouac BUKOPUCTAaHHS MPOTHO3YBaHHS J03BOJISIE YCYHYTH OJIMH 13 OCHOBHHX HEJO-
JIKIB pEaKTUBHOI'O YIPABIIIHHSA - 3aTPUMKY MK 3MIHOIO HaBaHTa)KEHHS Ta BIANOBIIHOIO pea-
KIII€I0 CUCTEMH.

InTerpariisi nporHo3yBaHHs Ta BUSBICHHS aHOMaJi CTBOPIOE MOXKIIUBICTh MEPEXOY J10
OUTBII aJaTMBHOI MOJIENI YIpaBIiHHA. Y I[bOMY BHUIAJKYy CUCTEMa MOXKE BPaxOBYBaTH SIK
MOTOYHUH cTaH 1HQPACTPYKTYpH, TaK 1 MPOTHO30BaHy AWHAMIKY ii mapameTpis.

BaxuBuM pe3yiabTaToM aHaii3y € BUCHOBOK PO JOLUIBHICTh TOOYI0BU OaraTtopiBHe-
BOI1 CUCTEMH YIPAaBIiHHA, y SKil 6a30BI MEXaHI3MH MOHITOPUHTY JONMOBHIOIOTHCS METOAAMHU
IHTENEeKTyaIbHOTO aHami3y. Takui migxiJ A03BoJisse 30€eperTu MpoCTOTy Ta HAJiHICTh Tpa-
JULIAHUX MEXaHi3MiB, OJJHOYACHO PO3LIMPIOIOYM iX NMPOTHO3HUMH Ta aJalTUBHUMHU MOXJIHU-
BOCTSIMHU.

BuchoBku. B poOoTi npoBesieHO aHali3 cydyaCHUX MiAXO/iB O MOHITOPUHTY Ta yIpaB-
JiHHS HaBaHTaxeHHsM B IT-iHppacTpykTypax. BeraHOBIEHO, IO TpaauLiitHUNA MOPOroBuit
MOHITOPUHT € €(pEeKTHMBHUM 0a30BUM 3aCOO0OM KOHTPOJIIO, ajleé Mae OOMEKEHI MOXIMBOCTI
1010 MPOTHO3YBAHHSI Ta aJlanTallii 0 IWHAMIYHOI 3MIHU HaBaHTaKEHHS.
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Hocnimxeno xonuentiro Observability, sika 3a0e3neuye KOMIUIEKCHUI aHali3 METPHK,

JOTiB 1 TpacyBaHb Ta JO3BOJISE€ MiJABUIINTH €(PEKTUBHICTh TIarHOCTUKU PO3MOAUICHUX CHC-
teM. [IpoananizoBaHo OasiaHCyBaHHS HaBaHTAXXCHHS Ta MEXaHI3MHU T'OPU3OHTAJIBHOTO 1 Bep-
TUKAJILHOTO MacINTaOyBaHHS, SIKi 3a0€3MeYyI0Th JUHAMIYHY aJIallTaIlil0 PECYpPCiB.
BcranoBieHo, 1m0 3acTOCYBaHHSI METO/IiB MAITMHHOTO HABYAHHS JIO3BOJISIE TIEPEUTH Bif
PEaKTUBHOTO J0 MPOAKTUBHOIO YIPABIIHHS UIIXOM IPOTHO3YBaHHS MaliOyTHHOI'O HaBaHTa-
’K€HHS Ta BUSBIIEHHSI aHOMAJIbHOIL HOBel[iHKI/I.
3arponoHOBaHO KOHIIETITYaJbHY IMOCIIAOBHICTh 1HTENEKTYaIbHOTO YIPABIIHHA: 30ip
Te.]'[eMeTpﬁ — IonmepeaHsa oﬁpoﬁlca — a”HaAJI3 — NMPOTHO3YBAHHA — BUSABJICHHSI aHOMAa-
JIiii — NPUIHATTA pillleHHs1 — MacIITa0yBaHHS — KOHTPOJIb pe3yJbTary.
[lepcneKTHBHUM HaNPSIMOM TMOAAJIBIINX JTOCITIIKEHb € PO3POOJICHHS Ta eKCIIepUMEHTa-
JbHA TIepeBipKa IHTEJIEKTYaJbHOI CHCTEMH YIPABIIHHA HABAHTAXCHHSAM 13 BHKOPHCTAaHHIM
MOJIeNIell TIPOTHO3YBAaHHS YaCOBUX PSAIB, alTOPUTMIB BHSIBICHHS aHOMAJIH Ta MeXaHi3MiB
aBTOMaTHYHOTO MacmradyBaHHSI. OcoONMMBY yBary MOUIIBHO MPHIUIMTH OIIHIOBAHHIO TOY-
HOCTI TIPOTHO31B, 3MEHILICHHIO XUOHUX CIIPALIOBAaHb, OSICHIOBAHOCTI MPUUHATHX PIlICHb Ta
ONITHMI3aIlil CITiBBITHOMICHHS MK MTPOYKTHBHICTIO 1 BAPTICTIO BUKOPUCTAHHS PECYPCIB.
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Analysis of modern approaches to monitoring
and load management in IT infrastructures

Abstract. The article analyzes modern approaches to monitoring and load management
in IT infrastructures. Traditional resource monitoring methods, Observability, load
balancing, autoscaling, containerization, and machine learning methods for workload
forecasting and anomaly detection are considered. The features of reactive, proactive, and
intelligent resource management are analyzed. A conceptual model of intelligent load
management is proposed, integrating telemetry data collection, preprocessing, workload
forecasting, anomaly detection, and automated resource scaling. A comparative analysis of
the main approaches is performed according to the level of automation, adaptability,
forecasting capabilities, and data requirements. The feasibility of transitioning from reactive
to proactive IT infrastructure management is substantiated, and the prospects of using
machine learning and AlOps technologies are identified.

It has been established that the application of machine learning methods enables a
transition from reactive to proactive management by forecasting future load and detecting
anomalous behavior.

A conceptual sequence for intelligent management is proposed: telemetry collection —

preprocessing — analysis — forecasting — anomaly detection — decision-making —
scaling — outcome monitoring.

A promising avenue for future research involves the development and experimental
validation of an intelligent load management system utilizing time-series forecasting models,
anomaly detection algorithms, and automated scaling mechanisms. Particular attention
should be paid to evaluating forecast accuracy, reducing false positives, ensuring the
explainability of decisions, and optimizing the balance between performance and resource
Costs.

Keywords: IT infrastructure, monitoring, load management, Observability, cloud
technologies, autoscaling, machine learning, forecasting, anomaly detection, AlOps.
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ABTOMATU3ALIA TEXHOJOI'TYHOI'O OBJIAAHAHHSA
JJIsI BAPOBHULTBA JEKOPATUBHUX EJIEMEHTIB MOLIEHHS

Anomayia. Y cmammi po3enaHymo cyuacHi mexHono2ii eupoOHUymea 0eKopamueHux eie-
MeHmi6 MOWeHHs Mma NPOAHANI308AHO 0COOIUBOCMIT ABMOMAMU3AYIL MEXHON02IUH020 001A0-
HAaHH3, WO 3aCMOCco8yeEmMbcsa 0Jis iX eueomosienus. 1lposedeno amaniz mexuonozii gibponpe-
CYBaHHA, AK HAUOLIbUL eheKmusHo20 cnocoby hopmysanHs OpiOHOUMYUHUX OEMOHHUX BUDO-
0i8. OOIPYHMOBAHO CIPYKMYPY ABMOMAMU308AHOT MEXHON02IYHOI NiHII, KA OXONIIOE Npoye-
CU MPAHCNOPMYBAHHS CUPOBUHU, 003VB8AHHSA KOMNOHEHMIB, NpUeomy8aHus 6emonHoi cymiui,
8ibponpecyeanusa, MpaHCNOPMy8anHs 20MOBUX 8UPODI& I KOHMPOIIO MEXHOJO02IUHUX napa-
mempig. Posenanymo 3acmocysants npoepamosanux 102iyHux KOHmpoepis, yugposux oam-
YUKIB, YACMOMHO-pe2ybosanux erekmponpusodie i SCADA-cucmem 0nsa KepysauHs 8upoo-
HUuumu npoyecamu. Busnaueno nepesazu komniekcrhoi aemomamusayii, 30kpema niosuuyet-
HSL NPOOYKMUBHOCMI, NOKPAWEHHS AKOCMI OemOHHUX 8UpO0O0I8, 3HUJCEHHS eHepeosumpan,
MIHIMI3aYilo 8NAU8Y H0OCbKO20 (hakmopy ma 3a0e3neueHHss MONCIUBOCMI IHme2payii 6upoo-
Huymaea 0o yugposux cucmem 6ionosiono 0o konuyenyii Industry 4.0. Oxkpecieno nepcnekmu-
8U NOOANLULO2O PO3BUMKY ABMOMAMUZ0BAHUX CUCTNEM KepYB8AHHS i3 3ACOCYBAHHAM MEXHO-
noeiu Industrial Internet of Things (IloT), yugposux 0sitinukie ma NPocHO3HO20 MEXHIUHO20
00C1Y208)8aHHS.

Knrouosi cnosa: dexopamugni enemenmu mMoweHHs, 8ibponpecysants, O6emonHi upoou, as-

momamu3ayis 8UPoOHUYMEA, MEXHON02INHA NIHISA, NPOSPAMOSANHUL JIO2IYHULL KOHMPOep,

PLC; SCADA; Industry 4.0; Industrial Internet of Things (1loT).

IMocranoBka mnpodjemu. OAHUM 13 TPIOPUTETHUX HAMPAMIB PO3BUTKY CydacHOI
OyniBenbHOI 1HAYCTPil € MIABUIICHHS €(PEeKTUBHOCTI BHPOOHUIITBA OCTOHHUX BUPOOIB, IO
HIMPOKO 3aCTOCOBYIOTHCS MiJ 4Yac OJaroycTporo TepUTOPii, OyJIBHUIITBA TPAHCIIOPTHOI 1H-
bpacTpykTypu Ta 0O0'€KTIB MiCbKOro rocmojapctBa. Jlo HaiOUIbII HOHMIMPEHUX BHUPOOIB
HaJIe)KaTh TPOTyapHa IUIMTKA, OyTOBMI KaMiHb, AEKOPATUBHI €JIEMEHTH MOIIEHHS Ta i1HIII
OyZiBenbHI KOHCTPYKIIii, SKi MOBUHHI BIAMOBIAATH BUCOKMM BHUMOTAaM IIOAO MIIHOCTI, JIOB-
TOBIYHOCTI, MOPO30CTIHKOCTI, TEOMETPUYHOI TOYHOCTI Ta IEKOPATUBHHUX BIacTUBOCTEH [1-6].

3poctanHsa 00csTiB OyIIBHHIITBA, MiJBUIICHHS BHUMOT JI0 SIKOCTI MPOMYKIIi Ta HEOO-
X1HICTh CKOPOYEHHSI BUPOOHUYUX BUTPAT 3yMOBIIOIOTH MOTPeOy Y BIPOBAIKEHHI CY4aCHUX
ABTOMATHU30BAHUX TEXHOJIOTTYHUX KOMIUTEKCIB [ 1, 8]. BukopucTanHs TpaauliitHUX BUPOOHU-
YHX CXEM 13 BUCOKOIO YaCTKOKO PYYHOI Mpalli He J03BOJIsi€ 3a0€3MeUUuTH CTabUTBbHICTh TEXHO-
JIOTIYHUX MapaMeTpiB, 1[0 HETaTUBHO BIUIMBAE HA SIKICTh OETOHHOI CyMiIlli, MPOAYKTHBHICTD
o0JnaIHaHHA Ta eKOHOMIYHI MOKA3HUKH MiAMPUEMCTBA.
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OpanM 13 HANOUTBII e(heKTHBHUX CIIOCOOIB BUTOTOBJICHHSI OETOHHUX BUPOOIB € TEXHO-

Jorist BiOponpecyBaHHS, SKa MO€IHYE MEeXaHIuHe YIIIJIbHEHHsI O€TOHHOI cymini 13 BiOpariii-
HuM BIumBOM [1-5]. Takuit Mmeton 3a0e3nedye GopMyBaHHS HIUIBHOI CTPYKTYpPH Martepiaiy,
3MEHIICHHS TOPUCTOCTI BUPOOIB, MiABUIIECHHS X MEXaHIYHOI MII[THOCTI Ta JOBrOBiYyHOCTI. Pa-
30M 13 TUM €(DEeKTHBHICTH MPOIIECY 3HAYHOIO MIpOI0 BU3HAYAETHCS PIBHEM aBTOMATH3allii BU-
pOOHMUOT JTiHIT, TOYHICTIO JO3YBAaHHS KOMIIOHEHTIB, CTAOUIbHICTIO PEKUMIB 3MILTyBaHHS Ta
KEpYBaHHS TEXHOJIOTTYHUM oOsagHanHsM [7—10].

VY cydacHux ymoBax po3BUTKY Konuenmii Industry 4.0 aBTomaTm3amiss BUpOOHUIITBA
BXE HE OOMEXYETbCs JIHMILIE BUKOPUCTAHHSIM OKpeMHX 3aco0iB kepyBanHs [11-15]. Bce
OUTBIIOTO MOIIMPEHHS HAOyBarOTh IHTETPOBaHI aBTOMATH30BaHI CHCTEMH, IO IMOEIHYIOTh
nporpamoBati soriuydi koHtposiepu (PLC), mudpoBi AaT4MKM TEXHOJOTIYHUX MapaMeTpiB,
9aCcTOTHI eNeKTpOonpuBoau, cuctemu nucrnerdepusanii SCADA Ta 3acobu AUCTaHIIHHOTO
MOHITOpPUHTY BUpOOHMYHX mporieciB [11-15]. Lle mo3Bosisie 3abe3neunTu Oe3nepepBHUN KOH-
TpOJIb poOOTH 00aTHAHHSA, CBOEUYACHE BUSBJICHHS BIAXWICHb TEXHOJIOTIYHHUX MAapaMeTpiB Ta
MABUIIUTH HAAIWHICTh (PYHKI[IOHYBaHHS BUPOOHUYNX KOMIUIECKCIB.

Takum 9rHOM, PO3pOOIJIEHHSI AaBTOMATH30BAHOTO TEXHOJIOTIYHOTO OO HAHHS IS BU-
pPOOHMIITBA JIEKOPATHBHUX EJIEMEHTIB MOIICHHS € aKTyaJIbHUM HAyKOBO-TIPAKTHYHUM 3aB-
JaHHSM, BUPIMICHHS SIKOTO CHPUATUME ITiIBUIICHHIO MPOAYKTUBHOCTI MiANPUEMCTB, MOKpa-
[ICHHIO SKOCTiI TOTOBOI MPOJYKIii, 3HMKEHHIO €HEPrOBUTPAT Ta BIPOBAIKEHHIO CYYaCHHX
U(POBUX TEXHOJIOTIH Yy BUPOOHHUIITBO Oy/IiBEIIEHUX MaTepiaiB.

AHaJi3 octanHix my0aikauiii i mocainxkenb. [IutaHHs BIOCKOHAICHHS TEXHOJIOT1] BU-
poOHMIITBa OETOHHUX BHUPOOIB IIMPOKO BHCBITICHI y MPALsX CyYaCHHX BITYM3HAHHUX 1 3a-
pPYOLKHHUX JOCIHIIHUKIB, IPUCBSIUYEHUX YJIOCKOHAJIEHHIO CKJaay OCTOHHHX CyMillled, TeXHO-
Jorii BiOporpecyBaHHs Ta 3a0€3MEUEHHIO JIOBIOBIYHOCTI O€TOHHUX BHPOOiB [1-6].

CyyacHi OCHTIDKEHHsI CB1IYaTh, 10 HAMOUIBII €PEKTUBHOI TEXHOJOTIE0 BUTOTOB-
JIEHHS TPOTYapHOI IJIUTKH, OyTOBOTO KaMEHIO Ta 1HIIMX JAPIOHOMTYYHUX OETOHHMX BHUPOOIB
€ METOJ HaIlIBCYyXOro BiOpompecyBaHHs. 3aCTOCYBaHHS KOMOIHOBAHOI /i1 CTATUYHOTO HAaBaH-
TaXEHHs Ta BIOpalii JO3BOJIsi€E OTpUMATH OETOH 13 MIHIMAJIbHOIO TMOPHUCTICTIO, BHCOKOIO
MIIHICTIO Ta TOYHUMHU T€OMETPHUYHUMHU mapamerpamu [ 1-6].

BaxmBuM HampsiMOM pPO3BUTKY TEXHOJIOTIYHOTO OOJaJHAHHS € aBTOMATH3alis Mpo-
LIECIB J0O3YBaHHS CUPOBUHHUX KOMIIOHEHTIB, IPUTOTYBAaHHS OETOHHOI CyMIllll, TPAHCIOPTY-
BaHHS MarepiaiiB, popMyBaHHs BUPOOIB Ta KOHTPOJIO TEXHOJOTTYHHUX mapametpiB [7 — 13].
JIJ1st IbOTO MIMPOKO 3aCTOCOBYIOTHCS MPOTPAMOBaHI JIOTIYHI KOHTPOJIEPH, E€IEKTPOHHI Barosi
7103aTOPH, YACTOTHO-KEPOBAHI1 €IEKTPONPUBOIH, JATYUKU PIBHS, TEMIIEPATypH, BOJIOTOCTI Ta
CHCTEMH JIUCIIETYEPCHKOrO KEpyBaHHS BUPOOHUIITBOM [7—15].

HesBaxaroun Ha 3HaYHy KUTBKICTH JOCIIIKEHb, TUTAHHS KOMIUICKCHOI aBTOMaTH3aIlii
TEXHOJIOTIYHMX JIIHIH BUPOOHUITBA JEKOPATHUBHUX EJIEMEHTIB MOILIEHHS NOTPeOyIOTh MO-
TANBIIOr0 PO3BUTKY. OCOONMBO aKTyaJIbHUMH 3alUINAIOTHCS 3a7advi 1HTerparli CyJacHUX
U(POBUX CUCTEM KEPYBAHHS 13 TEXHOJIOTTYHUM OOJaJHAHHSM, MiJABUIIEHHSA €Heproegex-
TUBHOCTI BUPOOHUYHX TMPOIIECIB, ONTUMI3Allil PEKUMIB POOOTH BIOPOMpPECIB Ta BIIPOBAIKEH-

HS IHTEJNEKTYaIbHUX CHCTEM MOHITOPUHIY TEXHIYHOT'O CTaHy O0JIaJHaHHS.
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Meta cratTti. MeTo10 CcTaTTi € aHalli3 Cy4acHHUX TEXHOJIOTiH BUPOOHHIITBA JEKOPATHB-

HUX €JIEMEHTIB MOILIEHHS Ta OOIPYHTYBaHHS 3aCTOCYBAaHHS aBTOMAaTH30BAHOTO TEXHOJOTiY-
HOTO OOJIaIHAHHS JJIS MMiBUIIICHHS MPOAYKTUBHOCTI BUPOOHUIITBA, 3a0e3MeueHHs CTab1IbHOT
SKOCTI OETOHHUX BHPOOIB, 3HWKEHHS €HEPrOBUTPAT 1 MiHIMI3allii BIUTUBY JIIOJICBKOTO (PaKTo-
pa. [y nocsArHEHHS TOCTAaBJICHOI METH BHKOHAHO aHANi3 TEXHOJIOrii BiOpompecyBaHHs, J0-
CIIIJDKEHO CTPYKTYPY aBTOMAaTHU30BaHOI BUPOOHUYOI JiHII, pO3TIISHYTO Cy4acHi 3aCO0M aBTO-
MaTH3amii TEXHOJOTIYHUX MPOIECiB Ta BU3HAUYEHO NEPCHEKTHBHI HAPSAMHU X BUKOPHCTAHHS
y BUPOOHHIITBI OETOHHUX BHPOOIB.

Bukiaa ocHoBHOro marepiaiay. OgHuM i3 HalOUIbII e(heKTUBHUX CIIOCOOIB BUTOTOB-
JIeHHS JPiOHOIITYYHUX OCTOHHUX BUPOOIB € TEXHOJIOTIs BIOPONPECYBaHHS, SIKA MMOETHYE JTIF0
BiOpaliiiHuX KOJHMBaHb 1 ctaTMyHOTrO mpecyBaHHsS (puc. 1). Takmii cnocid 3a0e3nedye pis-
HOMIpHE YIIIJIbHEHHS HaliBCyX0i OETOHHOI CyMillli, 3MEHIIEHHS 1 HOPUCTOCTI Ta (hOpMyBaH-
HSl BUPOOIB 13 BUCOKMMH (Pi3UKO-MEXaHIYHUMHU XapaKTEPUCTHKAMHU. Y TOPIBHSIHHI 3 TEXHO-
Jori€r0 BIOPONMUTTS BIOpPONpPECYBaHHS XapaKTEPHU3YETHCS OUIBIIOI MPOTYKTUBHICTIO, MEH-
[IOI0 TPUBAIICTIO BUPOOHUYOTO LUKy, CTAOUTBHOIO SAKICTIO TOTOBOI MPOIYKIIi Ta MOX-
JMBICTIO KOMIUTIEKCHOT aBTOMATH3AaIli1 TEXHOJIOTIYHOTO mporiecy [1-6].

1 — ycraTkyBaHHS JJI IPUHMaHHS PO3MOUICHHS OETOHHOT CyMIIIIi;

2 — mocT BiOpompecyBaHHs OETOHY; 3 — aBTOMAaT-TIAKeTYBAJIbHUK; 4 — aBTOMAT JIJIsl TIepeKia-
JIaHHS MaKeTIB; 5 — KoHBelep kamepu nepinoi cranii TBO; 6 — kamepa niepmioi craaii TBO;
7 — aBTO3aKBaT; 8 — KOHBeWep kamepu Apyroi crafii TBO; 9 — kamepa apyroi craaii TBO
Pucynox 1 — TexHosoriuna cxema BUpOOHUIITBA

AHai3 cyyacHUX BUPOOHMIITB MOKAa3aB, 1110 aBTOMAaTHU3allis MPOIIECy TOBUHHA OXOILTIO-
BaTU BCl CTaJIii TEXHOJOTIYHOTO IUKJY: TPUIMaHHS 1 TPAaHCTIOPTYBAHHS CUPOBHHH, J03yBaH-
HSl KOMIIOHEHTIB, IPUTOTYBaHHS OETOHHOI cyMillli, (hOpMyBaHHSI BUPOOIB, TPaHCIOPTYBAHHS
M1J/I0HIB, TBEPIHEHHS IPOAYKIIIi Ta KOHTPOJIb MapaMeTpiB poOoTH obsiagHanHs. KommiekcHa
aBTOMAaTH3allisl J03BOJSE MIHIMI3YBaTH BIUIMB JIFOJCHKOIO (DakTOpy, MIABUIIMTU IMPOIYK-
TUBHICTh ~ TEXHOJIOTIYHOI  JiHII Ta  3a0e3neyuTH  CTaOUIBHICTh  TEXHOJOTIYHHX
pexumis [8, 11-14].

3anporoHoBaHa TEXHOJIOTIYHA CXeMa BUPOOHHUIITBA IEKOPATUBHUX €JIEMEHTIB MOIIICHHS
nependavae aBTOMaTU30BaHE BUKOHAHHS BCIX OCHOBHMX BUpPOOHMYMX omepartliil. CTpyKTypy
TEXHOJIOTIYHOI JiHIT HaBeJIeHO Ha puc. 2. BoHa BKJIIOYae cUCTEMHU MPUIIMAaHHS Ta HAKONUYEH-
HSl CUPOBUHH, TPAHCIIOPTHE O0JIaJJHAHHS, BY3JIM J03YBaHHS KOMIIOHEHTIB, O€TOHO3MIIIyBaY,
BiOpormpec, o0nagHaHHs [UIsl TPAHCIIOPTYBaHHS C(POPMOBAHUX BHPOOIB 1 AUISHKY iX TBep.-
HeHHs. Taka moOyaoBa BHpOOHUIITBA 3a0e31euye O0e3nmepepBHICTh TEXHOJIOTIYHOTO MPOIECY
Ta e(peKTUBHE BUKOPUCTAaHHS 00JIa/IHaHHS.
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o Cxnagy inepTHmux e Hoaysanus 9 3MilyBanHa o Mopava cymiwi e n‘ o< il e YBaHHA o tesirs: 0 n

Marepianis KOMNOHEHTIB 6eToHHOI Cymiwi y si6ponpec nigaoHie Ta BiABAHTAXEHHA

1 — cknajx iIHEpTHUX MaTepialiB; 2 — J03yBaHHS KOMITIOHEHTIB; 3 — 3MilllyBaHHS O€TOHHOT

cywminri; 4 — momava cymini y BiOpomnpec; 5 — BiOporpecyBaHHs Ta GOpMyBaHHS BUPOOIB;
6 — TpaHCTIOPTYBaHHS MIOHIB; 7 — TBEpiHHS BUPOOiB; 8§ — MaKeTyBaHHS Ta BiABAaHTAKEHHS
PucyHok 2 — ABTOMaTH30BaHa JIiHis BAPOOHUIITBA JCKOPATUBHUX EIEMEHTIB MOIIICHHS
METOJIOM BiOMpompecyBaHHs

Ha nepmomy eramni BUpoOHUIITBA 3/1IHCHIOETHCS aBTOMATU30BaHE MPUIHMaHHS 1HEPTHUX
MmatepianiB. Ilicok Ta rpaHBiJICiB HAAXOAATH 0 MpUMalbHUX OYHKEPIiB, 3BIAKHU 32 JOMOMO-
rOI0 CTPIYKOBUX KMBHUIBHUKIB 1 KOHBEEPIB TPAHCHOPTYIOTHCS 10 BUTpATHUX OyHKepiB. Lle-
MEHT HOJIA€EThCS B CHIIOC, a TMOTIM Yepe3 HTHEKOBUH TPaHCIOPTEP HAIXOIUTh 10 BaroBOTO J0-
3aTopa. ABTOMaTH3AaIlisl TPAaHCIIOPTHUX OMepalliid 3a0e3neuye piBHOMIPHY MMOady MaTepiaiis,
CKOpOUYY€ BTPAaTH CUPOBUHHU Ta JO3BOJSE MiATPUMYBATH HEOOXITHUN PEKUM POOOTH TEXHO-
JorivHoi minii [7, 8, 11].

Opniero 3 HallBaXUIMBIIIKX OMepalliid € J03yBaHHS KOMIOHEHTIB 0eToHHOi cyMimi. Ca-
M€ TOYHICTh J03YBaHHs BHU3Hauae (Hi3MKO-MEXaHIYHI BJIACTUBOCTI TOTOBOI MpoAyKiii. J{is
peastizaliii 1aHOTO MPOIIECY BUKOPUCTOBYIOTHCS €JIEKTPOHHI BaroBi J03aTopH, siKi 3abe3me-
9yIOTh aBTOMAaTHYHUN KOHTPOJIb MAacH IIEMEHTY, 3aIIOBHIOBAYiB 1 BOJIH.

Cucrema kepyBaHHS 3/11HCHIOE Oe3nepepBHE MOPIBHAHHSA (PaKTUYHUX [apaMeTpiB 13 3a-
JTaHUMH 3HAUYECHHSIMH Ta aBTOMAaTHYHO KOPHUTY€e pOOOTY J03yBalibHOTO 00maaHanHs [5—8].

[Ticns 3aBepieHHS JO3yBaHHS BCI KOMIIOHEHTH HAIXOMISTH 10 OJHOBAILHOTO OCTOHO3-
MmimryBada. Ha 1miboMy erami ocoOivMBe 3HAUYE€HHS Ma€ aBTOMATHYHE KEPYBAHHS IMPOIECOM
3MimyBaHHs. [IporpamoBanuii KoHTposiep 3a0e3nedye MiATPUMaHHS HEOOX1JHOI TPUBAJIOCTI
[UKITY, TTOCTIAOBHOCTI MO/a4l KOMITIOHEHTIB 1 KUTBKOCTI BOJW BIATMOBIAHO JO BCTAaHOBJIEHOI
perientypu. BUKOpPHCTaHHS aBTOMAaTUYHOTO PETYITIOBAHHS JIO3BOJISIE OTPUMYBATH OCTOHHY
CYMIII 31 CTaOIIbHUMHU TEXHOJIOTIUHUMHU XapaKTEPUCTHUKAMU HE3aJeKHO BIJl YMOB €KCIUTya-
tarii oonaananus [2-4, 7, 8].

[Ticns 3aBepieHHs 3MillyBaHHS OETOHHA CyMIIl aBTOMAaTH4YHO TPAHCHOPTYETHCS [0
OyHkepa BiOpomnpeca. DopmyBaHHs BUPOOIB 3MIMCHIOETHECS METOIOM BIOpOIIpECYBaHHS, SIKUIA
MOEHYE 0 CTATUYHOTO HABAaHTAXKEHHS Ta BUCOKOYACTOTHHMX BiOpariil. Y mporieci yIIiib-
HEHHSl YaCTMHKM OETOHHOI CyMilll 3aiiMaroTh OUIbII KOMIIAKTHE IOJIOKEHHS, IO CIPUSE
3MEHIICHHIO TIOPUCTOCTI Ta IMIJABUIICHHIO IIUIBHOCTI BUPOOIB. 3aB/ISIKA I[bOMY TOTOBA MPO-
IYKIisT XapaKTepU3YEThCSl BHCOKOIO MIIHICTIO, MOPO30CTIHKICTIO, BOJOHENPOHUKHICTIO Ta
3HOCOCTIHKiCTIO [1-6].

OpHi€r0 3 TOJIOBHUX IEepeBar 3alpollOHOBAHOI TEXHOJIOTI] € BUKOPUCTAHHS aBTOMATH-
30BaHOI CHCTeMH KepyBaHHS BiOporpecom (puc. 3).
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AATLMKM. SFAED BUKOHABYI MEXAHI3MU
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Pucynok 3 — @yHKIIiOHaIbHA CX€Ma aBTOMATH3allli BUPOOHUIITBA JEKOPATHBHUX
€JIEMEHTIB MOIIICHHS

Po6ota npecoBoro o0i1agHaHHS KOOPAMHYETHCS MPOrpaMOBaHUM JIOTTUHUM KOHTpOJIE-
poM, sIKHii 3a0e3meuye CUHXPOHI3allil0 poOOTH eNeKTPOIIPUBO/IiB, BAKOHABYUX MEXaHI3MiB 1
TPAHCIIOPTHOTrO oOJasHaHHA. Y Tporeci poOOTH KOHTPOIOITHCS TPUBATICTh HUKITY (GoOp-
MYBaHH$, ITapaMeTpu BiOpallii, NOJ0XKEHHs MMyaHCOHA, CTaH Mpec-popMU Ta TPAHCIOPTYBaH-
Hs1 c(hOpMOBaHUX BUPOOIB HA HACTYITHI TeXHOJIOTi4HI omnepariii [7—10].

[Ticns 3aBepuieHHs: popMyBaHHA BUPOOM aBTOMATHYHO MEPEMIIIYIOTHCS Ha MiJAOHAX
710 TUISIHKM TBepAHEHHs. TpaHCIOPTHI MeXaHi3MH 3a0e3MeuyloTh Oe3nepepBHE MepeMilieHHs
npoayKILii 6e3 ydacTi onepaTopa, 10 A03BOJII€ CKOPOTUTH TPUBAIICTh BUPOOHUYOTO LIUKITY
Ta 3MEHIIUTH HMOBIPHICTh MEXaHIYHUX MOIIKO/KEHb CBDXKO(GOpMOBaHUX BUpoOiB. Ilicns
Ha0opy HEOOX1HOT MIIIHOCTI FOTOBA MPOIYKIlis aBTOMAaTUYHO MEPeAA€ThCS Ha CKIIaJl FOTOBOI
MPOIYKIIiT JIJIs TOJANIBIIIOTO BiIBAHTAXXEHHS criokuBadaM [ 1, 8].

BaxnBoro CKi1a0BOI0 aBTOMAaTH30BaHOI BUPOOHMYOI JIiHIT € cHUCTeMa MOHITOPUHTY
TEXHOJIOTIYHUX napameTpiB (puc. 4). s KOHTposto poOOTH 00JIaHAHHS 3aCTOCOBYIOTHCS
JMaTYMKKM PIBHS MaTepialiB, BaroBi NaTYMKH, JATYUKHU TOJOKEHHS BUKOHABYMUX MEXaHI3MIB,
TeMIepaTypu, TUCKY Ta €JIeKTpPUYHUX napamerpiB npuBofiB [7-10]. Otpumana indopmariis
HaJIXOJUTh JI0 MPOTrPaMOBAHOTO JIOTIYHOIO KOHTpoJiepa, A€ 3AIMCHIOETbCA 1 00poOIeHHS,
aHaJi3 1 opMyBaHHs KOMaH[ KepyBaHHs. Takuil miaxij 103BOJIsIE ONEPATUBHO pearyBaTH Ha
BIIXWJICHHS TEXHOJOTIYHMX MapaMeTpiB 1 MIATPUMYBaTH ONTUMAJIbHI PEXUMHU PpoOOTH
obmagHanHs [7-10].

MEPEBAMM ABTOMATU3ALLII
AATHUKMU TA BUKOHABYI MEXAHI3MA NJK (PLC) MAHE/b OMNEPATOPA (HMI)

@ [aTumku pisna maTepianis Q MigBvWeHHs NPOAYKTUBHOCTI Nikil
@ Barosi gaTunku (R03yBaHHs) |
Cra6inbHa aKicTs npoayKuil
JlaTunKm BONOFOCTi Cymiwi
R '{“ JIaT4nK THCKY Ta NONOXEHHA 0 3MeHLIeHHN BNAMBY MOACLKOrO daxTopa
riapounninapie OYHKUII KEPYBAHHA
= = m————P + [103yBaHHR KOMNOHEHTIB APXIBALIA TA NEPEJAYA AAHUX /"' OnTumisauis BuTparT matepianie Ta eHeprii
RaTunKe Bibpauii Ta Temneparypn P ey HTl
2 = XKypHan nogii
X ENeXTPOABUryHM, Knanawu, * Kepysaiaia sioponpecom 3HUKeHHA NPOCTOiB Ta BUTpaT
8i6po3byaxyBai, KOHBEEDH :("5""‘"' pecysanm) 36epexenHn fannx Ha 06CnyrosyBaHHs
* Kepysanns TpaHcnopTepamm
* KonTpons Ta glarwoctuxa = B'uuunem_qﬁ Aoctyn s
g s s @ (Mepexa/inTepHer) Exonoriusa 6e3neka supobHuLTEa

Pucynok 4 — Cxema aBTOMaTH3allii Ta KEPyBaHHA
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CyuacHi aBTOMAaTHM30BaHi BHPOOHWYI KOMIUIEKCH JE€Aaji 4YacTille OCHAIIyIOThCs

SCADA-cucremamu, siki 3a0€3Me4yIOTh JUCTIETYEPCHKUIT KOHTPOJIb TEXHOJIOTIYHOTO MIPOIIECY
B pekuMi peanbHOro uacy [9-11]. Onepatop orpumye iHpoOpMaIli0 PO CTaH YCiX TEXHO-
JIOT1YHUX BY3JiB, IPOAYKTHUBHICT OOJIaJIHAHHS, BUTPATH MaTepiaiiB, KUIbKICTb BHPOOIEHOT
MPOAYKIIT Ta MOXIIMBI aBapiiiHi cuTyallii. ApXiByBaHHSI TEXHOJIOTIYHUX IapaMeTpiB J03BO-
Jsi€ IPOBOJUTH aHali3 POOOTH 0ONaJHAHHS, OLIHIOBATH HOTro €(EeKTHBHICTh Ta CBOE€YACHO
IUIaHYBATH TeXHiIYHE 0OcimyroByBanHs [9-11].

[IpoBenenuii anaiiz cy4acHOro oOJiaJHaHHS MTOKa3aB, IO BIIPOBAHKEHHS KOMIUIEKCHOT
aBTOMaTH3amlii 3abe3mneuye MiIBUINEHHS MPOAYKTHBHOCTI BUPOOHWYMX JiHIH, MOKPAIICHHS
CTaOUIBHOCTI TEXHOJOTIYHUX MPOLECIB, CKOPOUECHHSI CHEPrOBUTPAT 1 3MEHUICHHS KiJIBKOCTI
Opaky. ABTOMAaTH30BaHI CHCTEMH KepyBaHHS 3a0€3Me4yloTh TOYHE BHUKOHAHHS TEXHO-
JIOTIYHUX OTepaliid, MiHIMI3yIOTh BIUIUB JIFOJICBKOTO (PaKTOpa Ta CTBOPIOIOTH YMOBH ISl 1H-
Terpanii BUPOOHHIITBA B CyYacHI MUQPPOBI BUPOOHHWUI CHCTEMHU BIAMOBITHO O KOHIEHIIT
Industry 4.0 [11-15].

[IpoBenenuit anami3 cy4acHOro OOJIQAHAHHS IS BUPOOHUITBA JIEKOPATHBHHX elle-
MEHTIB MOIIICHHS ITOKAa3aB, M0 OUTBIIICTh BUPOOHHUKIB 3aCTOCOBYE aBTOMATH30BaH1 BiOpompe-
CH 3 TIPOTPaMOBAHMMH CHCTEMaMH KEepyBaHHS, SIKi 3a0e3MeuyloTh CTaOlIbHICTh TEXHOJIOT1Y-
HOTO TPOIECY Ta BUCOKY SIKICTh TOTOBOI mpoaykKiii. Hai6inemoro mommpenns HaOynu BiO-
poripecu, oOjaJHaHI CIEKTPOTIAPABIIYHAME a00 EJIEKTPOMEXaHIYHHUMH TPUBOJAMH, CIICK-
TPOHHHMH CHCTEMaMH JIO3yBaHHS Ta NH(PPOBHUMU 3aco0aMH KOHTPOIIO MapaMeTpiB
po6otu [1, 7-11].

OnxHUM i3 MEePCHEeKTUBHUX HANpPSAMIB PO3BHTKY TaKOro OOJaTHAHHA € BUKOPUCTAHHS
IporpaMoBaHuX JoriyHux KoHTposiepiB (PLC), siki 3a0e3neuyroTh LIEeHTpali30BaHe KepyBaHHS
BCIMa TE€XHOJIOTTYHUMHU omepauisMu BUpoOHuYoi JdiHil [7-10]. Ha BinMiHy Bif TpagumiitHux
peneiHO-KOHTaKTOpHUX cxeM, PLC-cucremu XapakTepHu3ylOTbCs BHUCOKOKO LIBHUAKOJIEIO,
MO>KJIUBICTIO 3MIHM aJITOPUTMIB KepyBaHHs 0€3 MOJepHi3allil anapaTHOi YaCTUHHU, IPOCTOTOIO
iHTerpaiii 3 MGPOBUMH JTaTUMKAMHK Ta iIHOPMAIITHUME cUcTeMaMu mianpremctsa [7—10].

Buxopuctanus PLC-koHTponiepa 103BoJIsl€ peai3yBaTd aBTOMaTUYHE KEPYBaHHS BCIMa
OCHOBHUMH €TanamMH BUPOOHMIITBA: JI03yBaHHSIM KOMIIOHEHTIB OETOHHOI CyMIIll, IPOLECOM
3MilllyBaHHs, TPAaHCIOPTYBAaHHAM MarepiaiB, poOOTO0 BiOpompeca, mojayero MiJA0HIB, Ie-
pEMIIIIEHHAM TOTOBOI MPOYKIIii Ta KOHTPOJIEM aBapiitHux pexxumiB (puc. 5). Kpim toro, mpo-
rpamHe 3a0e3rnedyeHHs 3a0e3mevye MOXKIUBICTh ONEPAaTUBHOTO KOPUTYBaHHS MapaMeTPiB TEX-
HOJIOTIYHOT'O MPOLECY BIANOBIIHO O PELENTypu OETOHHOI CyMmillll Ta TUIY MPOAYKIIi, 1110
BUTOTOBIIsETHCS [7-11].
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Pucynok 5 — Anroputm po6otu PLC (TeXHONIOTIYHMIA ITHKIT)

BaxnuBuM el1eMEHTOM aBTOMATHU30BAHOI CUCTEMHM € BHUKOPUCTAaHHS YaCTOTHO-
PETYJIbOBAHUX EJICKTPOIPUBOIIB. PerynroBaHHS IIBUAKOCTI OOEPTAaHHS EJICKTPOIBUTYHIB
JI03BOJISIE ONTHMI3YBaTH PEXHMH pOOOTH TPAHCHOPTHOTO OONaTHAHHA, 3MillyBaya Ta JO-
NOMDKHHX MEXaHi3MiB, 3MEHIIUTH ITyCKOBI CTPYMH, 3HU3UTH TUHAMIYHI HAaBaHTAKEHHS Ta
HIJBUIIUTHA €HEepProeeKTUBHICT, BUpOOHUIITBA. KpiM ekoHOMIi elleKTpoeHeprii 1e 3abe3mne-
yye 30UIbIIEHHS pecypcy poOOTH MEXaHIYHOIro oOJa/JHaHHS Ta CKOPOUEHHS BUTpAT Ha HOro
TexHiuHe oO0ciyroByBanHs [8, 11, 13].

[Tix wac qocmimKeHHs BCTAHOBJICHO, [0 aBTOMATH3allisl MPOIECY I03YBAHHS € OJTHUM 13
HalBaXJIMBIIIUX (akTOpiB 3a0e3MneueHHsl SKOCTI OeTOHHOI cyMilli. 3aCTOCYBaHHsS BaroBUX
J103aTOPIB 13 IU(PPOBUMU TEH30OMETPUYHHUMHU JATYMKAMHU JI03BOJISIE MIATPUMYBATH BHCOKY
TOYHICTh JI03YBaHHs LIEMEHTY, 3allOBHIOBAYiB Ta BOJM, 110 O€3MOCepeHbO BIUIMBAE Ha OJ-
HOPIHICTB CYMillli, MIiIIHICTh BUPOOIB Ta 3MEHIIICHHS KiTbKOCTI Opaky [2—8].

OcoOnuBy yBary npuauIeHO aBTOMaTH3alli npolecy BiOponpecyBaHHs. AHal3 TEXHO-
JIOTIYHOTO LIMKJIYy TOKa3aB, 10 MiJATPUMAHHS MOCTIMHUX MapaMeTpiB YaCTOTHU Ta aMILTITYIU
KOJIMBaHb, YaCy VIIUIbHEHHS 1 BEJIMUMHU MPECOBOTO 3yCHILIS 3a0e3reuye (opMyBaHHS BUPO-
01B 13 MIHIMQJIbHOIO TIOPHUCTICTIO Ta BUCOKOIO HIUIBHICTIO CTPYKTYpH OeToHy. Bukopucranus
ABTOMATUYHOTO KepyBaHHS peXMMaMM BiOpOIpecyBaHHS J103BOJISE CTAOUII3yBaTH SKICTh T'O-
TOBOI MPOIYKIIT HE3aJAEKHO BiJ 3MiHH 30BHIIIHIX YMOB ab0 Jirochkoro ¢dakropa [1-8].

Bukonanuii aHaii3 TakoX IMOKa3aB JOLUIBHICTh 1HTErpallii aBTOMaTH30BaHOI CUCTEMU
kepyBaHHA 13 cydacHuMu SCADA-cuctemamu nucneruepusanii (puc. 6). Takuit miaxin 3a-
Oe3neuye [EeHTPaNII30BaHUN KOHTPOJIb YCIX TEXHOJIOTTYHUX MPOIECIB, HAKOTMUEHHS apXiBHUX
JaHUX, B110OpakeHHs mapaMeTpiB poOOTH 00NaHAHHS Y pealbHOMY 4acl Ta ONepaTuBHE 1H-
dbopMyBaHHS MEpCOHATY MTPO BUHUKHEHHS aBapiiHUX cuTyamii. lle 3Hauno migBumiye edek-
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TUBHICTh €KCIUTyaTallii TEXHOJIOTIYHOI JIiHIT Ta CTBOPIOE MEPEIYMOBH JJIS IEPEXOLy 10 U (-

poBoro BupoOHHITBa [9—-13].
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Pucynoxk 6 — Ctpykrypa cuctemu kepyBanus (PLC-SCADA)

OxpeMuM HampsMOM pO3BUTKY aBTOMATH3allli € BUKOPUCTAaHHA TEXHOJIOTIH [u-
CTaHIIHHOTO MOHITOPUHTY Ta mpomMucioBoro IaTepHery peueit (Industrial Internet of Things,
IIoT). IlepenaBanust iHdopmarii Bix AaT4YMKIB 1O cepBepiB 300py HaHUX JI03BOJISIE
3MIACHIOBATH Oe3MepepBHUI aHaNi3 TEXHIYHOTO CTaHy OOJaJHAHHS, MPOrHO3YBATH MOXIINBI
BIIMOBH OKPEMHUX BY3JIB Ta CBOEYAaCHO BUKOHYBATH MPO(DITAKTHUHE TEXHIYHE O0OCIyro-
ByBaHHA. Peamizamis xonnenmii Predictive Maintenance 3a0e3nedye CKOpPOYEHHS MPOCTOIB
o0JiaJIHAaHHS Ta MiIBUIIEHHS HOro eKcIuTyaTaniiHoi HaaiiHocrTi [11-15].

BucnoBku. Ha OCHOBI aHai3y CydacHHX TEXHOJIOTIH BHTOTOBJICHHS JEKOPATHBHUX
€JIEMEHTIB MOILEHHS OOTPYHTOBAHO JOIUIBHICTh 3aCTOCYBaHHS BIOpOIIPEeCyBaHHs SIK CIIOCO0y
¢dbopmyBaHHS OETOHHUX BHPOOIB, IO MOEIHYE BUCOKY MPOAYKTUBHICTD, TOUHICTh T€OMETPUY-
HUX HapaMeTpiB 1 3a0e3neueHHs] HeoOX1AHUX (PI3UKO-MEXaHIYHUX BJIACTUBOCTEW MPOIYKIII.
OOrpyHTOBAaHO CTPYKTYPY aBTOMATH30BAHO1 TEXHOJIOTIYHOI JIiHI1, sIKa OXOIUIIOE TPAHCIOPTY-
BaHHSA Ta JIO3yBaHHS CHUPOBHHM, NPUTOTYBaHHS OETOHHOI cywilli, (QOpMyBaHHS U Iie-
peMmilieHHs BUPOOiB, a TaK0X KOHTPOJIb TEXHOJIOTTYHUX MapaMeTpiB 13 BUKOPUCTAHHSAM IpO-
IpaMOBaHMX JIOTTYHUX KOHTPOJEPiB, HU(PPOBUX JATUHUKIB, YACTOTHO-PETYIbOBAHUX EJIEKTPO-
npuBofiB 1 SCADA-cucrem. BuznaueHo, mo iHTerparisi 3a3Ha4eHuX 3ac001B aBTOMAaTH3aIlli
CTBOPIOE TEPEAYMOBH Ul MIABUILIEHHS TOYHOCTI KEepyBaHHS BHPOOHUYMMH IpOLECaMH,
cTalii3anii SKOCTI MPOAYKLIi, 3HIKEHHS MaTepiano- i eHeproeMHOCTI BUPOOHUIITBA Ta CKO-
pOUYeHHsI TPOCTOiB oOnanHanHs. [lomanbin AOCTIHKEHHS JOLUIBHO CIPSMYBAaTH Ha poO3po0-
JICHHS Ta €KCIIEPUMEHTAIIbHY BEpU(IKaLliI0 IHTEIEKTYaIbHOI CUCTEMU KEpyBaHHS 13 3aCTOCY-
BaHHSAM IPOMMCIOBOro IHTEpHeTy peuell, HUPPOBUX ABIMHUKIB 1 aJrOPUTMIB MAIIMHHOIO
HABYaHHS JJIs ONTHUMI3allil TEXHOJIOTTUHUX PEXHUMIB Ta MPOTHO3YBAaHHS TEXHIYHOTO CTaHY
oOJIaTHAHHS.
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Automation of technological equipment for the production
of decorative paving elements

The paper examines modern technologies for manufacturing decorative paving elements
and analyzes the automation of technological equipment used in their production. Vibropress-
ing technology is considered as the most efficient method for manufacturing small-sized con-
crete products. The structure of an automated production line, including raw material han-
dling, component dosing, concrete mixing, vibropressing, product transportation, curing, and
process monitoring, is substantiated. The application of programmable logic controllers
(PLC), digital sensors, variable frequency drives, and SCADA systems for process control is
analyzed. The advantages of integrated automation are identified, including increased
productivity, improved product quality, reduced energy consumption, minimized human influ-
ence, and integration into digital manufacturing systems in accordance with the Industry 4.0
concept. Prospects for further development are associated with the implementation of Indus-
trial Internet of Things (11oT) technologies, digital twins, and predictive maintenance systems.

Keywords: decorative paving elements; vibropressing; concrete products; production
automation; technological line; programmable logic controller; PLC; SCADA; Industry 4.0;
Industrial Internet of Things (I10T).
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C.b. bypuenko
EKCIIEPUMEHTAJIbHA ATEHTHA CUCTEMA KIBEP3AXUCTY
HA IA®POBOMY JIBIMHUKY EHEPTETUYHOI'O OB’€EKTA TA KUIBKICHUAM
METO/ BUSHAYEHHS JOITYCTUMOI'O PIBHSA ABTOHOMHOCTI

Anomayis. [locunenusn 63aemo38 13Ky MidC iHOpMayitiHuMU mepexcamu ma cCucmemamu yn-
PABNIHHA HA eHepeemUYHUX 00 ekmax niosuwye eumoau 00 WeUOKOCMI 8UABLEHHS Kibep3a-
2p0o3, B00HOYAC CMBOPIOIOYU PUSUK TO20, WO ABMOMAMUZ08AHI 3AX00U pea2y8aHHs MOJICYMb
He2amueHo GNIUHYMU HA MEeXHOJI02IYHULL npoyec. Y cmammi 3anponoHo8aHO KOHYENMyaibHy
apximexkmypy azeHmHoi cucmemu Kibepzaxucmy, wo QyHKyioHye Ha 6asi yugpoeozo 08itiHu-
Ka eHepeemuyHo2o 00 '€Kma, ad MaxKoxc KilbKICHUN Memoo BU3HAYEHHS OONYCMUMO20 Di6HS
ABMOHOMHOCMI 3axXUcHUX Oitl. 3anpononoeana apximekmypa 00 '€OHye niocucmemu 300py ma
Hopmanizayii menemempii, epag akmusie, aceHmie MOHIMOPUH2Y Ul NIAHYBAHHS, A MAKONC
OemepMIiHOBAHULL MeXAHI3M NepesipKu ma 6UKOHAHHA noaimuk oesnexu. L{ugposuii 08itiHuK
ClIy2y€e KOHMPONbOBAHUM i301b0BAHUM Cepedosulyem OJisi MOOEN08AHHS CIMAHIé cucmemu ma
cyenapiie amax, a maxkodic 015 8anioayii piuieHb nepeo ix 3acmocy8aHHAM ) peanvHill (one-
payitiniti) mepesici. Memoo épaxogye Kpumuunicms akmugis, macumab nomeHyiuHux Kioep-
@i3uunUx HACTIOKIB, 2PAHUYHI 3HAYEHHSA NOXUOOK (Ha emanax 6usigleHHs, ampuoyyii, niauy-
BAHHS MA BUKOHAHHS), AKICMb melemempii, & maKoic po30idicHICmb Midc YUDposum O8itiHU-
KoM i @izuunoo cucmemoro. /s 003601eHux Oiti po3paxo8yemucs 6e3pO3MIpHULL «IHOeKC pu-
3UKOB020 MUCKY», HA OCHOBI SIKO20 BU3HAYAEMbCA piseHb asmoHomHocmi — 610 A0 0o A4.
Lemepminosani obmediceHts be3neku Maroms npiopumem. KOMaHOU, 3a00POHeHT NOIMUKOIO
abo 6i0cymui y «0inomy Cnucky», O10KyI0mMbCsa He3ANEeHCHO 8i0 3HAYEHHS IHOEeKCY, KPIM mo2o,
ABMOHOMHE BUKOHAHHS Oill 3A00POHAEMbCA Y pa3i KpUMU4Hoi empamu mejemempii abo 6u-
A6nenHs neioenmugikosanoi amaxu. Cucmema nepedbauae niomeepodicenns Oill onepamo-
POM, CY8Ope DO3MENCYBAHHS ONEPaAyiliHO20 Mma Mmecmogo20 cepeoosul, BUKOPUCMAHHS 2ic-
mepe3ucy ma 6edeHHs JcypHany ayoumy. Haykoea Hosuzna nioxody nonseae 8 NOEOHAHHI
Gopmanizoeanux npasun dene2y8ants Oill azeHmy 3 nepesipKoio obmedceHb be3neku ma 6pa-
XY8aHHAM NOXUOOK YUPpo8o2o O08IUHUKA — ) Medcax €OuHoi cucmemu nonimux. Hasedeno
imrocmpamueHi cyeHapii ma niaH nooanbuwlol eanioayii, wjo 6KIUAE NOPIGHAHHS 3 PYUHUM
Peazy8anuam i cucmemamu, sKi 6a3yromsvcs HA HCOPCMKUX NPABUNAX, A MAKONC NePesipKY
MOXMHCIUBOCMI CKACY8aHHA Oe3neunux Oill ma oyinoeanHs Hesuznauenocmi. Cmamms mae
KOHYenmyauibHO-MemoO00N02IYHUL XapaKkmep: HA8edeHi napamempu ma nopo2o8i 3HA4eHHs €
IMIOCMPamuHUMU,; eKCnepumMenmanvHi pe3yibmamu He poseaaoaromscs. [lumanns npaxmu-
yHOI doyinbHOCMI, Oe3neku ma 6NIUGy HA YAC peacy8anHs Nompebdyiomb YMOYHEeHHs Nicis
BNPOBAOIICEHHS YUPPOBO2O OBIUHUKA MA NPOBEOEHH HE3ANEHCHO20 MEeCMYBAHHSA 8 i30/1b08a-
HOMY cepedosuili.
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1. Beryn. Eneprernuna indpacTpykTypa nenani vacrime o0’ eanye kopropatuHi IT
Mepexi, JUCIETYEPChKI CHUCTEMH Ta IOJIbOBI KOHTPOJIEPH. Y TaKOMY CEpEelOBHINI IIBHJIKE
BUSIBIICHHSI aHOMAJiil € HEeOoOXiIHMM, ajie aBTOHOMHA JIisi MITYYHOTO I1HTEJIEKTY MOXKE cama
CTBOPHUTHU HEOE3MEYHU TEXHOJIOTIUYHUM cTaH. ToMy MpakTUYHE MUTAHHS MOJArae He JIUIIE y
TOYHOCTI MOJIEN, a i y TOMY, SIKUH KJIac Jlii BOHA Ma€ IPaBO BUKOHYBATH 1100 KOHKPETHOTO
aktuBy [1-3, 17, 18].

Meta poOOTH — 3aIPONOHYBATH APXITEKTYPY areHTHOTO KiOep3axucTy il BiITBOPIOBA-
HE TpaBWIO 0OMEXEHHS! aBTOHOMHOCTI 32 KPUTUYHICTIO aKTHUBY, TIOMHJIKaMH aréHTHOTO KOH-
Typy, HacliIKaMu Ta MOXUOKO0 Iu(poBoro nBidHUKA. CTAaTTS € METOAOJIOTIYHOIO MPOTIO3H-
II€I0: eKCIIEPUMEHT 1 BaNiJAIliio Ie He MPOBEJCHO; YMCIIOBI CICHApii € JUIIe yMOBHHUMH
npukiagamu [7, 11, 12].

2. [Tow’s13aHi cTaHAapTH Ta 00MeKeHHs. APXITEKTYpY y3TOJDKEHO 3 TPUHIUIIOM CeT-
MmeHTaii 30H 1 kanamiB [EC 62443 ta 3 migxogom NIST no BusBieHHs, pearyBaHHs 1 BiTHOB-
neHHa. Mojens He OTpUMY€E MPSMOTO MPHUBUICHOBAHOTO KaHAIY JI0 MPHUCTPOIB Oe3nmeku. 3a-
xucHi SIS, aBapiiiHe BIAKITIOUEHHS, peNeHHUN 3aXHCT i OyAb-sKi KOMaHIH, IO 3MiHIOIOTH
yCcTaBKH a00 CTaH CHJIOBOTO 00JIaJIHaHHS, BUKIIIOYCHO 3 aBTOHOMHOTO KOHTYpY. [1-3, 7, 10]

[lepenbaueHo BUKOPUCTAHHS IU(PPOBOTO IBIHHHUKA SIK 130JIbOBAHOTO CEPEJOBHUINA IS
nepeBipKu MOJITHK. [manyeThCst MOJENIOBATH TOIIOJIOTI0, TEJIEMETPII0 Ta 3B A3KU MiX Ki0e-
PIOJISIMU 1 TEXHOJIOTIYHAMHE CTaHAMHM; BIMOBITHICTh MOJENI (Pi3MIHOMY Ipoiiecy moTpedye
Bamiganii [11, 17].

3. Orasaa cydacHUX JocaizkeHb i HaykoBa nporanuna. Ormsgun 2024-2025 pokis
MIATBEPKYIOTh, 1110 HU(PPOBI ABIMHUKU JAeall YacTillle BUKOPUCTOBYIOTh SIK CEPEIOBHILE
JUIS. MOJIETIIOBAHHS aTak, IPOrHO3YBAaHHS CTaHy Ta NMEpPEeBIPKU 3axXUcHUX nomituk [11, 12]. [ns
€HEepreTUKH 11€ MOEHAHHSA 0COOIMBO BAXKIMBE: KIOSPIHIMIEHT MOXE BIUIMBATH HE JIMIIE Ha
KOH(1IeHIIHICTh a00 TOCTYIHICTh JaHUX, @ i Ha OE3MEeYHICTh TEXHOJOTIYHOr'O IMpPOLECY,
0e3IepepBHICTD €JIEKTPONOCTavYaHHs Ta pecypc odnagHanus [17, 18].

[TapanensHo QopmyeThcs Hampsim agentic Al s omepauiiiHOl MIATPUMKH 3aXHCTY.
[Ipami 3 KpUTHYHOT 1H(PACTPYKTYPH HAroJIOMYIOTh Ha moTeHuiani LLM-areHTiB ans Kopens-
1ii J0Ka3iB, aBTOMATHU30BaHOI aHATITUKU Ta OIliHIOBaHHS ciieHapiiB [12]. OxHak HOB1 OTJIs N
3arpo3 10 Al-areHTiB JeMOHCTPYIOTh, II0 AaBTOHOMHHH KOHTYpP CaM pPO3IIMPIOE TUIOIIUHY
aTaku: prompt injection 4epe3 HEOUMIIEHI >KypHaJd, KOMIPOMETallisl 1HCTPYMEHTIB, tool
abuse, BUTIK CEKPETIB, OTPYEHHS KOHTEKCTY Ta MOMUJIKOBA B3aeMo/Iis areHTis [ 13, 19, 20].

PoGotu 3 human-in-the-loop HaB4anHs Ta nosicHroBanoro Al y mpomucioBux kidepdi-
3UYHUX CHCTeMax MIATPUMYIOTh IPUHLUII JAeJeryBaHHs il 32 YMOB IepeBipIOBAHOCTI, 3pO-
3yMUJIOTO OOTPYHTYBaHHS M MOKJIIMBOCTI ckacyBaHHs [14, 15]. Oxpemi 10OCiIPKEHHS 9acOBUX
aHOMaJIiil CTBOPIOIOTh METOMYHY OCHOBY JIJISl OL[IHIOBAHHS MOMUJIKH JAETEKIII] y TEXHOJOT14-
Hii Tememetpii [16]. Pa3zoM 111 mparii MOSCHIOIOTh, YOMY TOYHICTh JETEKTOpa HE MOXE OyTH
€IMHOIO M1JCTAaBOIO /ISl aBBTOHOMHOTI'O pearyBaHHsL.
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AHati3 BUKOPUCTAHUX JUKEPEI BUABISE MOTPeOy B MOAAIBIIOMY JOCHIPKEHH] MTpaBuiia
JieNieryBaHHA [JiH, sIKe OJHOYACHO BPaxOBYE KPUTHUYHICTh aKTHBY, KiOep(i3MYHUN HACIHIJIOK,
MOMWJIKH ar€HTHOTO KOHTYpPY Ta po301kKHICTh HU(POBOro ABIMHMKA 31 CTEHIOM. 3aIpOIOHO-
BaHUH 1HICKC € JTOCIITHUIIPKOIO TIMOTE3010; MOBHY HOBU3HY BIHOCHO BCI€l JIiTEpaTypu He-
00X1HO MIATBEPIUTH CUCTEMATHYHUM OTJISIIOM.

4. ExcnepuMeHTaIbHA apXiTeKTypa. 3amporNOHOBaHA apXITEKTypa CKIIATAETHCS 3
II’SITU JIOT1YHUX [IapiB: 30upaHHs TeneMeTpii, rpada akTHUBIB, areHTa CIIOCTEPEKEHHS, areHTa
IUTaHYBaHHS Ta BUKOHABI MOJITHKY. [lnanyeTbest BukopuctoByBatu xypHanu HMI it imke-
HepHoi ctaniii, NetFlow, monii aBrentudikarii, o3naku OPC UA ta Modbus TCP i1 Texnomno-
riuni teru. BukoHaBeup nepeBipsie TUIaH J0 3aCTOCYBAaHHSA [ii. ApXiTeKTypa € MPOEKTOM, ii

Mpare3aaTHICTh TOTPedye eKCIepUMEHTAIBHOT IepeBipku. [3, 11, 12]

3anponoHoBaHa eKCIIEPUMEHTAIbHA apXITEKTypa onrcaHa B Tabmauns 1.

Tabmums 1

lap DyHKUiA IIpukaag KOHTPOJIBLHOIO 00MeKeHHSI

. . .., | HacoBa cHHXpOHI3alisl Ta KOHTPOJIb
Tenemerpis Hopwmamnizauis IT ta OT noxii p . p

IIOBHOTH

I'pad akTuBiB

3B 30K 1JIEHTHUYHOCTI,
30HU Ta MPOIIECy

BY3Ia,

BepcionyBanus koHgiryparii

AreHnr crocre-
pEKCHHS

Kopemnsiis anomantiii i rimores

He iHiniroe X0IHUX KOMAaH/I

AreHT miIaHy-
BaHHS

Bubip oboponHnoi aii Ta o6rpy-
HTYBaHHS

[Inan OIiHIOETBCS JIETEPMIHOBAHOIO
IMOJIITUKOXO

Bukonasenp [3omsamis, OnokyBaHHA, eckana- | 3abopona 3amucy 1o SIS ta PLC y A0
MOJIITUKHY s A3
EkcnepumeHTanbHa Agentic Al cuctema Kibepsaxucty
e I
) s ~ AreHTHWH KOHTYp - ~
Tenemetpin KoHTekcTHMi wap KoHTpOnkL BUKOHaHHA
HMI Ta historian Mpadb akTueis ATEHT CNOCTEPEXEHHA Policy enforcement point
NetFlow i sypHanu 30HM Ta KaHanu AD-A4 Ta xopeTii Mexi
OPC UA 1a Modbus KpuTuunicTs C
Mogii ineHTHYHOCTEM —> Hacnigok S ,_’ ATeHT nnanysaHHs . Oneparop | ckacyBaHHa
-—_ Kypuan ayauty
Hopmanisauis Ta PO
YaCcoBa CHHXPOHIZaLIR xoudirypau 3abopona 3anucy Ao
Pospaxyrok R* SIS Ta kpuTHuHUX PLC
C, e_eff, S, nonituka
- o J . J

3BOPOTHUA 38 A30K LWPOBOTO ABIAKKMKA T8 PErPECIAHE TECTYBAHKA

Pucynok 1 - ApxiTekTypa ekcriepuMeHTanbHoi Agentic Al cuctemu kiGep3axucry

5. KinbkicHuii MeTo1 BUBHAYEHHSI aBTOHOMHOCTI. JIJ11 KOXKHOT 3aITpONOHOBaHO1 Ail a

110710 aKTUBY 1 BU3HAUUMO HOpMOBaHi napamerpu: C 1 — KpUTHUYHICTh aKTHBY, € M — OIIli-
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HEHa IMOBIPHICTh IOMWJIKM MOJEJ B PEJIeBaHTHOMY KJaci cueHapiiB, S i(a) — macmrad

Halripmoro npaBaonoAioHOro KibephiznyHOro HACHiAKY. Y Ci BEIMYMHU JIeKaTh y Jiana3oHi
Bix 0 1o 1. Kputnunicts C 1 3a/1a€ BIACHHUK MPOIIECY 3 ypaXyBaHHSM pPOJIi aKTUBY, PE3EPBY-
BaHHS Ta Yacy BiJJHOBJICHHS. 3HAUYEHHS € M OOYMCIIIOIOTH Ha BiAKIIAACHIN BaligaunidHii BU-
Oipii i 30UIBIIYIOTH KaiOpyBaJbHUM 3amacoM. S i(a) OLiHIOE MyJIbTHAMCIHMILIIHApHA TpyIa
3a MIKaJI00 JII0JICH, TOBKLLISA, Oe3MepepBHOCTI MOCTavyaHHs Ta obnaananns [7, 14, 15].
Ri(a)=1—-[1-C.i]-[1—-em]:-[1—-S i(a)] 1)
R_i(a) — 6e3po3mipHHii eBPUCTUYHUI 1HJCKC, @ HE IMOBIpHICTH 30MTKY. [Toporu Ta mkamm €
MPOEKTHUMH MPHUITYILIEHHSAMH. /)i yXBaJeHHs pillIeHHS BUKOPUCTOBYETHCS JIUIIIE Y3TOKEHA
nporenypa po3aiay 11: sxopcTki 3a00poHH, TepeBipka SKOCTI naHuX, obouucieHHs R_safe,
oporu, 00MeXeHHS 30HU Ta TicTepe3Hnc.
[Tepemnik 3amponOHOBAaHUX Aii Ta KOHTPOJIS HAaBeIEHO y TaOIHIIs 2.

Tabmurs 2

PiBennb Jo3BoJieHunii T aii JIroacbKkuil KOHTPOJIb
Jlumie crHocTepeKeHHs, >KypHATIOBaHHS .

A0 p > P > | He nmotpiben amst 360py maHux
30ara4eHHs KOHTEKCTY
Pexomenpmariisi omeparo CTBOPCHHS 1H- .

Al Aat patopy:; p [lixTBEpIKEHHS NIEpe] BIUIMBOM
HUCHTY

A2 3BopotHi IT nii: OJ0KyBaHHS TOKEHA, Ka- | ABTOMAaTHYHO B MEKax IOJIITH-
paHTHH poO0YO0i cTaHIil KU, TOBIJOMJICHHS ONIEPaToOpy

A3 O6mexena mepexna 13omsmis OT 3 mome- | Yeprosuii omepaTop Mae mpaBo
PEAHBO CXBaJIEHOTO0 HA0Opy HEraifHOTO CKacyBaHHS

Ad ABTOHOMHE BHKOHaHHS HU3bKOpU3MKOBUX | [locTiliHuil aymut; 3a00poHEHO
3BOPOTHUX JII y TECTOBI1H 30H1 JUIsl BAPOOHUYMX KPUTUYHUX 30H

6. [Tpo€eKT ekcriepuMeHTy Ta LITIOCTPATUBHI CIIeHapii. 3aMpONOHOBAHO CTBOPUTH MO-
JIeTb YMOBHOI TiACTaHIIiHOI auistaku 3 DMZ, HMI, imkenepHoro craniiero, nsoma PLC,
historian i TexHoMOriYHUMHU Teramu. IlmaHyroThcs pydyHa Oa3zoBa mporieaypa, rule-based
SOAR Ta 3anpornoHoBaHa MOJIITUKA 3 OJJTHAKOBUMHU BXITHUMHU JaHUMHU. HaBeneHi Hux4e ma-
pamMeTpu — YMOBHI MpPUKJIAJAM; BHUMIPIOBaHHS Yacy, peaji3allilo Ta MpPOTOHH Ile He
BHKOHaHO [3, 17, 18].
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MNopsapok BU3HAYeHHA AONYCTUMOI aBTOHOMHOCTI

~
LifA, akTUB, TenemeTpiA Ta OUiHKK
C, S, U, F, 30Ha i Y¥HHI fo3B0NK
.
~
TaK XopcTka 3a6opoHa a6o gia noza cnuckom?
BrknioyHo 3 komaHgamu go SIS ta amiHamu PLC
S
AOD: gis 3a6nokoBaHa ( i . h
LJE TaK [aHi KpUTUYHO HenoBHi abo aTaka HoBa?
CnosileHHs Ta ayauT
ABTOHOMHE BUKOHaHHA He AOoNycKaeTbLCA
\ J
£
P ™
A1: pekomeHaauUin nAWHI IHAEKC PU3UKOBOrO TUCKY
Bea asToHOMHOT AT e_eff =min(1, ZU + &_cal + 5_obs)
R* =1 - (1-C)(1-e_eff)(1-8)

R_safe = max(R", F)
Moporoea Tabnuus A0-A4

\ 4

OGMexeHHA 30HU Ta ricTepesunc
A4 nWLwe y TECTOBIA 30HI; iHaKWe Makcumym A3

\ J

AyauT | BUKOHAHHA JO3BONEHOT 3BOPOTHOT Al
AO: cnocTepexeHHn; Al pilleHHa onepaTtopa

IHAEKC | Nopory € AOCNIAHULLKMMK NPUMYLLEHHAMK Ta noTpebyioTb Baniaauii

Pucynok 2 - [Topsiok BUBHaYSHHS TOIYCTUMOI aBTOHOMHOCTI

3anponoHoBaHi CleHapii sl eKCIIEPUMEHTY HaBelleH1 y Ta0uuis 3

Tabmuus 3
Cuenapiii C e S R* YMoBHHUIi piBeHb
®immnr imxenepHoi cranmii | 0,65 | 0,08 | 0,35 | 0,791 Al
ITigmina xomang go PLC 0,90 | 0,122 | 0,85 | 0,987 AOQ: 3a60poHa
Kommpowmerariiss HMI cecii 0,70 | 0,10 | 0,45 | 0,852 Al
CkanyBanus OT cermenTa 0,35 0,06 | 0,20 | 0,511 A2*

* 3a ymoeu F < R", éiocymnocmi wumpaghis, 0o3eonenoi 36opomnoi IT 0ii ma euxounanms 6cix

safety gates. [Ipuknaou He € pesynbmamamu eKCHePUMEHMY.

VY MailOyTHbOMY €KCIIEPUMEHTI JUIsl KO)KHOTO CIIEHapiro ciiJl 3adikCyBaTH MMOYaTKOBUI
CTaH, IOJiI0, YaCOBI MITKH, IO MOJIITUKH, MiATBEP/KEHHS ONepaTopa, HACHIJOK 1 MOXJIHU-
BICTh cKacyBaHHs. Yac jokamizallii Ta 4acTKy KOPEKTHHX ecKajalliil Oy/e BU3HAYEHO JIUIIe
icJIs IPOBEIEHHS BUMIPIOBaHb.

7. O6roBopeHHsi. MeToa KOpUCHUH THM, IO POOUTH MEXY aBTOHOMHOCTI IepeBipio-
BAHOIO: KOKHA /I Ma€ MPOCTEXKyBaHUI HaOIp BXITHUX OI[IHOK, PO3PaxXyHOK 1 MPaBHJIO BijACi-
kaHHSA. OZJHaK € m He € CTaJOI0 XapaKTepUCTUKOK Mojeii. Bona 3anexurts Bij apeidy na-
HUX, 3MIHU KOH(Irypallii, HeMOBHOTH >KypHaJIiB Ta MOBEAIHKH CYIPOTUBHUKA. TOMY 3Ha4YeH-
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HSl Ma€ MeperyigaaTics Miciast ICTOTHUX 3MiH y Mepexi, Mozeni abo mporieci, a TaKoX MpH Mo-

TipIIEHHI SKOCTI criocTepexens [7, 14, 15].

3anponoHoBaHa (opMylia He 3aMiHIOE aHalli3 Hebe3nek. BoHa € moTiTHYHUM IHCTpyMe-
HTOM JIJIs BHOOPY OOCSTY JieNieryBaHHsI il areHTy. Y pealbHOMY pO3rOpTaHHI HEOOXiIHI He-
3ajie)xHa Bajijauis mudposoro AsiiiHuka, Red Team mepeBipka, JBOKaHAIBHUN KypHAI ay-
IWMTY, aBapiiiHe CKacyBaHHA Ail Ta MOTOPKEHHS 3 BiANOBIJAIBHUMHE 33 (QYHKIIOHAJIBHY O€3-
neky [1-3, 7, 10].

8. HeBn3Ha4eHicTh, KaTiOpyBaHHS Ta aHAJI3 Yy TJIHBOCTI

Oninky MOXUOOK CITiJl BU3HAYATH OKPEMO JJIsi KOKHOTO eTanmy i yMOBHOTO Habopy aa-
Hux. Hampuknan, ans yacrotu mpomyckiB atak p_FN 3a He3anexHHx OiHApHUX CIIOCTEpe-
’KeHb 1 anpiopHoro posnoairy Beta(1,1), micns FN mpomyckiB Ta TP npaBuibHUX BUSBICHD
anocrepiopauii posmozin nopisHioe Beta(FN+1, TP+1). s false positive 3HAMEHHHUKOM €
FP+TN; mist moMuiiok aTpuOyIii, MjIaHyBaHHS Ta BUKOHAHHS MOTPiOHI BIAacHI BU3HAUCHHS 1
BHUOIpPKH. 3a KJIACTEPHUX a00 3aJISKHUX JAHUX MPHUITYIIICHHS HE3aJeKHOCTI HEOOXITHO TIepe-
Bipstu [7, 16].

JIJIs 1TFOCTPAaTUBHOTO aHAITI3Y YYTJIMBOCTI BUKOPHCTOBYEMO 0a3oBuiA iHIEKC R™..

KanibpyBaHHs MpOrHO3HUX IMOBIpHOCTEH MOKHA OIiHIOBaTH 3a Brier score Ta ECE Ha
OKpeMOMy HaOopi, BKa3ylO4H IpaBwia rpymyBaHHS 1 po3mipu BuOipku. [lapamerpu & cal,
d_obs Ta 0 _twin € 3ampONOHOBAHUMH 3arlacaMy, a HE CTaHIapTU30BAHUMH HMOBIPHOCTSIMU;
X 3HaUEHHS ¥ croci0 KaiOpyBaHHS CINiJl BA3HAYUTH 10 €KCIIEPUMEHTY. 32 KDUTHYHOI BTPATH
TeeMeTpii 03B Ha Jit0 He BuaaeThes [7, 11].

Jlxepena HEBU3HAYEHOCTI, ONEpalliiiHi IHAMKATOPU Ta BIUB HA DPIMICHHS HABEIEHO Yy

Tabaug 4.
Tabmuis 4
xepeJio VIV .
. Onepauiiinuii inanKaTop BniuB Ha pimenHs
HEBH3HAYEHOCTI

Cratuctnuna noxuOka | Bepxus 95%  kBanTwib

. . 3amina e m Ha Eo.os(e_m)
MoJIeIi Beta po3noainy - -

HexkaniGpoBaHi OIiHKH ECE >1 ECE Honasanns & _cal

Yactka BiJICYTHIX KpuTH4- | lonaBaHHs 6 obs abo MOHMXKEHHS

IIpomrycku Tenemerpil .
pory P HUX O 1o Al

. . 3miHa rpada akTUBIB abo . .
Hpeiid koHpiryparii Bepeii PLC [IpumycoBa nepeoninka C 1 S

[Tomunka 1mdpoBoro | Po3xomKkeHHS 3 TECTOBUM | 3MEHIIIEHHS MaKCHMAaJbHOTO PiBHS
JBIMHHKA CTEHIOM ABTOHOMHOCTI

Huxde HaBesieHO aHAMITUYHI TPUKIIAIU YyTJIMBOCTI 1HAEKCY; 1Ie He pe3ynbTatu MoHTe-
Kapo. 3a C=0,60, e=0,12, S=0,40 maemo R™=0,7888 ~ 0,789. Axmio F < 0,789 1 »xoanHa x0p-
cTKa 3abopoHa He crpamtoBana, R safe=0,789 1 monepenniii pisenp — Al. Po3paxyHku
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OKPYIJIEHO 0 TPbOX 3HaKiB; MOBHUH aHaTi3 PO3MOIUIIB 3aIUIAHOBAHO SIK OKPEMHUHN eKCIepH-

MCHT.

AHaIITHYHI TPUKIAIW 9yTIUBOCTI 1HIEKCY HABEICHO Y TaOIUIIs 5.

Tabmmra 5
Bapiauis napamerpa R* Hacainoxk pis moJiTuku

C: 0,60 — 0,80 mpu 0,789 — JKopcerkuit mopir: MmakcumyMm Al
E=0,12, S=0,40 0,894 p pIr: Y
E: 0,12 — 0,25 npu 0,789 — [TonmxkenHs a00 30epeKeHHsT HU3bKOTO
C=0,60, S=0,40 0,820 piBHS
$:0,40 — 0,70 npu 0,789 — JKopcerkuii nopir: MmakcumyM Al
C=0,60, E=0,12 0,894 p P ™
§ obs: 0,00 — 0,15 0,789 — Al 3a HaBeIeHUX YMOB; KPHTH'HA BTpaTa

- 0,825 TeseMeTpii OJIOKYE Jito

9. IIporokoa Bajigauii Ta kputepii npuiiMmanus. Banigaris Mae IpOBOJAUTHCS TIOC-
Ji0BHO Yy 4oTUphOX cepepoBuiax: offline Habip monaii, uudpoBuil IBIHHUK, 130JIbOBAHUIN
hardware in the loop cTeHn 1 MIOTHUI peXUM CIIOCTEpEKEHHs O¢3 BUKOHAHHS Mik. Ilepexin
MK eTaraMy MOMJIMBHUM TIJIBbKU MICJS JOKYMEHTOBAHOT'O BUKOHAHHS KPUTEPIiB MpUMMaHHS.
KoneH nmo3uTuBHUMN pe3ynbTaT CUMYJISALIT caM 1o co0l He Hajae mpaBa Ha Jil0 Y BUPOOHUYO-
My cepenoBuii[3, 7, 11, 14].

[lepenik eramiB Banifaiii, MiHIMAJIBHUX JOKa3iB Ta KPUTEPIiB MEPEXOAy MK eTarnaMu
HaBEICHO y TaOmuIs 6.

Tabmurs 6
Eran MinimMaJbHUI 10Ka3 Kpurepiit nepexony
Offline Martpuliis TOMUJIOK 3a KJIacaMu aTak, | BepxHs Mexa MOMHIKHA B MeXax
BaJigais ECE, Brier score MMOJIITUKH
. . . .. .| Hynp cnocrepexenux 3abopo-
[Mudposuii BiaTrBoproBaHi aTtaku Ta perpeciiiti o . .
2 HEHUX JIid y BCIX TecTax; 3BIT
NBIMHAK creHapii )
PO O00CSAT 1 CTATUCTUYHY MEXKY
IIepeBipka uyacoBux 3aTpuMOK 1 Oe3- | CkacyBaHHs il HE MOPYIIYE Te-
HIL ctenn PEBIP p y A pyuty

IMEYHOr'o CKaCyBaHHA

XHOJIOTIYHHUM 1HBapiaHT

Shadow mode

PimeHHs areHta mOpiBHIOIOTHCS 3 pi-
meHHsM SOC

IToromxeHa TOYHICTH ecKajaril
Ta MOBHUM ayauT

OOMexene
BIIPOBAKEHHS

JInme Al A2 nyigd HU3BKOPU3MKOBUX
aKTHBIB

[lepioguuHuii meperyiay pUsnKy
Ta )KypHaJl BUHATKIB

TexHoOT1uHI 1HBapiaHTH BU3HAYAIOTHCS /10 TECTY Pa3oM 3 BIACHUKOM IPOIIECY: Ha-

MpUKIIaJl, 3a00poHa 3MIHM KOMaHAHOTO KaHainy 1o PLC, HenepeBUIlleHHS 3aTPUMKHU TEIEMET-
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pii Ta 30epexxeHHs aBapiiiHoro mapuipyty onepartopa. KoxeH miaaH arenrta 30epiraeTbes 3 Be-

pciero moneni, 3HaueHHsaMu C, e eff, S, R*, oOpanum piBHeM A, qoKa3aMu BXITHHX TOJIH 1
pe3ynbraToM BUKOHAHHS. L[e 3a0e3meuye BiITBOPIOBAHICTh 1 MOXKJIMBICTh HE3AICIKHOTO AYIH-
1y. [1, 3, 7]

10. O0MmeskeHHs1 Mo/esli Ta yNpaBJIiHHS pU3MKOM. MysbTHIITiKaTHBHA (hOopMa € eB-
PHUCTHKOIO, a He omiHKor WMoBipHOCTI mkoau. st C, e, S € [0,1] inmekc R* He MeHmuii 3a
C a6o S, Tomy max(R", C, S, F) maremarnuno exBiBaieHTHUN max(R*, F). [{nsa yHuKHEHHS
noABiHOTO 00Ky y 0a3oBiii momituili fidelity gap BpaxoByeThcst okpeMo uepe3 F; & twin y
¢ eff me momaerncs [7, 11].

OxpemuMm kitacoMm € adversarial Ta novel attacks, st SKuX iCTOpHYHA TOMIJIKA MO
He € pernpe3eHTatuBHOO. [ Hux nie default deny: arenT moxke BukonyBatu AQ abo Al, go-
KM HOBHH KJIac HE IpOii/ie MOBHUM IUKJI Bajijailii. PekoMeH10BaHO MOKBapTaIbHUIN Meper-
757 KamiOpyBaHHs, TOBTOPHE MOJICIIOBAHHS MICIsl 3MIHU TOMOJIOTIT Ta HE3aJIekKHY MEPEBIPKY
policy enforcement point [12, 13, 19, 20].

11. Pu3uk-o0Me:xxeHa aBTOHOMHICTD i safety gates. IlomiTika 3acTocoByeThCs B Ta-
komy nopsaaky. (1) s nii, 3a6oponeHoi abo BincyTHboi y Outomy cnucky, G(a)=0: Buko-
HaHHS OJIOKY€EThCS, cUCcTeMa MmepexoauTh 10 AQ 1 CTBOPIOE MOBIAOMIIEHHS oneparopy. (2) ¥V
pa3i BTpaTu KPUTHUYHOI TelIeMeTpii ab0 HEB1IOMOTo Kjlacy aTakd aBTOHOMHE BUKOHaHHS 0J10-
KyeThCsi; MoiuBa pekoMenaris Al. (3) Jlume s 1o3BojeHuX il po3paxoByeTbes R _safe
1 3acTocoByeThes Tabnuus noporis. Joctyn go SIS, peneitHoro 3axucty, aBapiiiHOro BUMK-
HCHHS Ta 3MiHH yCTaBOK abo nporpamu PLC 3a60poHeHO aBTOHOMHOMY KOHTYpY [1-3, 7, 13]

Busznauumo e _det, e _attr, e plan Ta e _exec ik 4aCTOTH OMUIIOK BUSIBJICHHS, aTPUOYII1,
TUTAaHYBaHHS 1 BUKOHAHHS Ha OKPEMUX pelieBaHTHUX BUOIpKax. 3a MPUITYIIEHHS He3aJeKHOC-
Ti popmyna 1-[[(1—e j) omucye WMOBIpHICTh PUHANMHI O/IHIET TOMMIIKH; HE3aJEKHICTh HE
rapaHTye KOHCEPBATUBHOCTI MPU 3aJIKHUX eTanax. be3 Takoro mpUITylIeHHs MOXe 3aCTOCO-
BYBaTHCS BEpXHs Mexa 00’ enHaHHsa min(l, X e j), KO € j OLIHIOITh IMOBIPHOCTI BiJINOBI-
JTHUX TOJiil B OMHOMY BH3HAYEHOMY OlepaliifHoMy po3noaiii. s HeBU3HAYEHUX MapaMeT-
piB  BUKOPUCTOBYIOTH ~ OJHOYACHI  BEpXHI MeXi 3  JIOKYMEHTOBAaHUM  pIBHEM
nokpurts [7, 13, 16].

e eff=min(1, U det+ U attr + U plan + U exec + 06 cal +d obs) (2)

TyT U_j — 0JIHOYAaCHI BEpXHi MeXI1 4acTOT MOMMUJIOK 32 BU3HAUYECHUX NMPUMYIIEHB 1 CIIJIBHOIO
piBHsa mokputTs; F_i(a) — HOpMoOBaHa po30DXKHICTH IBIMHMKA 31 CTEHJIOM, OIliHEHa IS Bif-
noBiHOT Aii. Mexi, IKaIu Ta MOPOTU € MPOEKTHUMHU I moTpeOyroTh KamiopyBanus. s OT
niit BukopucroByeTbesa R_safe = max(R*, F_i(a)); ne iHaexc ams BUOOpPY MONITHKH, a HE KiJIb-
KicHa rapanTis Oe3neku [7, 11].

R*=1—-(1-C_i)(1—e_eff)(1-S i(a)); R_safe =max(R", F_i(a)) (3)

YMOBH BUKOHaHHS a00 OJIOKYBaHHSI aBTOHOMHUX il HaBeAeHO y Tabnuis 7.
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Ta6mums 7
03BOJICHU I
YMmoBa A . IIpaBuji0 BHUKOHAHHA
piBeHb
G(a)=0 a6o R_safe > 0,90 A0 AQ: BUKOHAHHS 3a0JI0KOBAHO; ITOB1IOMIICHHS
- -7 omnepaTopy
0.55 <R safe < 0.90 Al Pexomenpariisi; BIUIMB TICHS IiATBEPHKCHHS
S ’ omneparopa
ABtomarnuHa 3BopotHa IT nist y 3aTBepKe-
0,30 <R safe <0,55 A2 o .
- H1M 30H1
Jluiie momepenHbO CXBaJeHA CETMEHTAIlis 3
0,15 <R safe <0,30 A3 N
- HEeraifHUM CKacyBaHHSIM
R safe < 0,15 i recroBa 30Ha Ad A4 y TecToBili 30H1; 1032 HEIO MAKCUMYM A3

Jns migBuieHHs aBTOHOMHOCT1 R _safe mae 3anumatucst HUK4e BiJIOBIHOTO MOpOTa
njoHaiimeniie Ha h=0,05 npoTsrom BU3HAUEHOTO ONMEPATOPOM BiKHA; 3HIKEHHS PIBHS 3aCTO-
COBYeThCS HeraitHo. TpuBanicTh BikHA miasArae kajaiopyBaHHio. SIKio piBeHb A4 HEIOCTYII-
HUH 1032 TECTOBOIO 30HOIO, i€ BepXHA Mexka A3; /Uid KpUTUYHUX BUPOOHUYUX 30H 3aCTOCO-
BYIOTBCSI JIOZATKOBI 3aTBepKeHi 3a0oponu [13, 14].

12. IocuiieHuii eKcepuMeHTAJbHUI MPOTOKOJ. OIIHIOBATH CJIiJl TOBHUH areHTHUI
IUKJI, a HE JIUIIE TOYHICTh JIETEKTOpa: SIKICTh CIOCTEPEKEHHS, TOUHICTh KOHTEKCTY, Oe3mned-
HICTh TUIaHy, Pe3ylbTaT BUKOHAHHS, MOXJIMBICTh CKaCyBaHHS Ta MOBHOTY ayauTy. KoskeH
IpOTiH MOBUHEH (hikcyBaTH ieHTU(IKATOp CleHapito, seed, Bepcii Mozeni il rpada akTHBIB,
3HaueHHs C, S, F, e _eff, R safe, cpanpoBani safety gates, aii omepatopa Ta Hacmigok. Lle
3a0e3nevye BiATBOPIOBAHICTh, MOPIBHIOBAHICTD 1 He3aleXHUH po306ip iHnuaeHTis [7, 12-16].

[Tepenik rpyn nepeBipokK, CLIEHAPiiB Ta METPUK OLIHKH JIii Ta X HAC/IJKIB HABEAEHO Y
Tabnuus 8.

KinbkicTh MpOroHiB BU3HAYAIOTH J0 TECTY 32 LLILOBOI TOYHICTIO, YACTOTOIO MOJIN Ta
MPUITYIICHHSAMU PO HE3aNekKHICTh; 30 MPOTOHIB HE € IOCTATHHOIO YHIBEPCAIBbHOIO TapaHTIi-
€10. [t mopiBHAHHSA NOTPiOHO (ikcyBaTH MiIaH BUOIpKH, seed, 6a30Bi JiHIi, KpUTEPIl BUKIIO-
YEeHHsI, MeJ[laHy, MDKKBapTUJIBHUN po3Max, 1HTepBajl HEBU3HAYEHOCTI Ta BETUYHUHY €(EKTY.
3a HyJs MOPYIICHb Y N HE3AJIEKHUX OJJHAKOBO PO3MOAUIEHUX TECTaX HaOMMKEeHA BEPXHS OJ-
HOCTOPOHHS 95% Mexa nopiBHIOE 3/n; 11e HE TIOBOJUTH HYIBOBHM pusuK. [7, 11, 14]

Safety case Mae OyTH OKpeMHM JIOJATKOM a0o MiIPO3JALTIOM: TBEPKCHHS PO JOMYC-
TUMICTh KOHKPETHOI aBTOHOMHOI J1ii, I0Ka3u 3 TEeCTiB, NPHUITYIIEHHS, TEXHOJIOTUHI 1HBapiaH-
TH, 3aJTUIIKOBI PU3UKHU W BIACHUK KOKHOTO KOHTpOIt0. [IpakTH4HI paBmiia y3roKytOThCs 3
IEC 62443, NIST CSF 2.0, NIST SP 800-82 Rev. 3 ta NIST AI RMF; ix He cnig TpakTyBaTH
SK 3aMiHYy BUMOT (DYHKIIIOHAJIbHOT O€3MeKH a00 IOPUINYHOT OLIHKHU JJIs1 KOHKPETHOI IOpHCIU-
kuii. [1-3, 7, 10, 15]

VY Takuii croci® eKcriepuMEeHTabHUIN AU3aiiH OB’ A3y€e YOTUPU CY4acCHI HalpsMU: uQ-
POBHI1 JIBIMHUK SIK KOHTpOJIbOBaHe cepenouile [11], 3axuct KpuTHuuHOI 1HPPACTPYKTYpH 13
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3acrocyBaHHsM LLM Ta arenriB [12], cTilikicTh caMUX areHTIB 10 BOPOXXHUX BILTUBIB [13, 20]

1 JIIOJMHOIICHTPUYHE TMOSICHIOBaHE yxBasleHHs pimiens [14, 15]. Li mxepena oOrpyHTOBYIOTh

BUOIp creHapiiB, safety gates, METpHK MOMIIIKK Ta 000B’I3KOBOTO ayAMTY.

Tabauus 8

I'pyna nepesipok

MinimajbHi cueHapii

Metpuxku

KiGep3axucr

®imunr, lateral movement, mia-
mina komana, OT scanning

TTD, TTContain, precision, recall,
false-negative rate

Besneunicte areu-
Ta

HebGe3meunnii 1man, tool abuse,
prompt injection yepe3 Jior

Yactka 3a0ii0koBaHUX 3a00poHEe-
HMX Jiii, TOBHOTA JOKa3iB

CTifiKICTh JaHUX

[Ipomycku, JIECUHXPOHI3aIlis,
telemetry poisoning, apeid TO-
MOJIOT1{

3mina e _eff, ctabuIbHICTD piBHSA A,
vac fail-safe

Kibepdiznunuit
KOHTYP

Kackagna BiaMoOBa, CKacyBaHHS
nii, HIL 3aTpumka

[lopymenHns iHBapiaHTiB, yCIHim-
HicTh rollback, latency

JIroncekuii  KOHT-
POJIb

[Mopieusinus 3 SOC Ta rule-based
SOAR y shadow mode

Yac miaTBepKeHHS, YacTKa IOTo-
JOKEHUX pekoMeHaaiii, workload

13. BucHoBKH. 3anrpoIIOHOBAHO KOHIICTIIIIIO PU3UK-00MEXEHOT aBTOHOMHOCTI JJIs are-
HTHOTO KiOep3axuCTy Ta IJIaH il mepeBipku Ha UPPOBOMY ABIHHUKY €HEPreTUYHOro 00’ €KTA.
OOmesxeHHs 0e3MeKH MaloTh MPIOPUTET HAJ €BPUCTUYHUM 1HJEKCOM; IIKAIU, IIOPOTH U MpHU-
MyLIEeHHs MOTpeOyOTh KadiOpyBaHHS Ta He3aslexkHO1 Baiinawii. bes peanizauii crenay i exc-
NEPpUMCHTAJIbHUX JaHUX BUCHOBOK IIPO IMPUCKOPCHHS pEaryBaHHA a00 Oe3IeUHICTh CUCTEMH
3pOoOUTH HEMOKIIHBO.
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Experimental agentic ai cyber-defense system on a digital twin of an energy facility
and a quantitative method for determining the permissible level of autonomy

Abstract. The increasing interconnection between information networks and control
systems in energy facilities raises requirements for the speed of cyber-threat detection, while
simultaneously creating a risk that automated responses may adversely affect the technologi-
cal process. This article aims to develop a conceptual architecture for an agent-based cyber-
defense system operating on a digital twin of an energy facility, along with a quantitative
method for determining the permissible level of autonomy for defensive actions. The proposed
architecture integrates telemetry collection and normalization, an asset graph, a monitoring
agent, a planning agent, and a deterministic mechanism for policy verification and execution.

ISSN 1562-9945 (Print) 207
ISSN 2707-7977 (Online)



«Cucremni TexHogorii» 5 (166) 2026 Tom 2 «System technologies»

The digital twin serves as a controlled, isolated environment for modeling system states and
attack scenarios, as well as for validating decisions before they are applied to the operational
network. The method accounts for asset criticality, the scale of potential cyber-physical con-
sequences, upper bounds on errors (in detection, attribution, planning, and execution), telem-
etry quality, and the divergence between the digital twin and the physical system. For permit-
ted actions, a dimensionless "risk pressure index" is calculated, which is then used to deter-
mine an autonomy level ranging from AO to A4. Deterministic security constraints take prece-
dence: commands prohibited by policy or absent from the allowlist are blocked, regardless of
the index value; furthermore, autonomous execution is disallowed in the event of a critical
loss of telemetry or an unidentified attack. The framework incorporates operator confirma-
tion, strict separation between operational and test environments, hysteresis, and an audit
log. The scientific novelty of the proposed approach lies in combining a formalized rule for
delegating actions to an agent with the verification of safety constraints and the consideration
of digital twin error—all within a unified policy framework. Illustrative scenarios and a plan
for future validation are presented; the latter encompasses comparisons against manual re-
sponse and rule-based systems, verification of safe action revocation, and uncertainty as-
sessment. The article is conceptual and methodological in nature: the parameters and thresh-
olds are illustrative, and no experimental results are claimed. Practical viability, safety, and
the impact on response time remain to be established following the implementation of the dig-
ital twin and independent testing in an isolated environment.

Keywords: agentic Al, digital twin, cybersecurity, operational technology security, en-
ergy infrastructure, autonomous response, cyber-physical risk, IEC 62443.
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PEDEPATHU

YK 004.4: 622.2

XKennak T.A., Bnaguko O.b. I'eHeTH4Hi aJropuTMu Ta MeTOAN ONTHMAJIBHOIO Ke-
pyBanHs nignpuemcTBoM // CuctemMHi TexHOJOTIT. PerioHanpHuil MiXKBY3iBChbKUiT 30ipHHK Ha-
YKOBHX Mpaib. — Bumyck 5(166). — Tom 2. — [Tninpo, 2026. — C.3 — 20.

[IpencraBneHo pe3ysibTaTH JOCTIKEHHS, CIPSIMOBAaHE HA ONTHUMI3AII0 PO3MOILTY Ka-
MiTAFHUX 1HBECTHLINA MIPOMHCIOBOTO MiAMPUEMCTBA 13 3aCTOCYBaHHSIM T€HETHYHOTO aIrOpH-
T™Y. PO3p0o0iieHo MaTeMaTuyHy MOJIeNb, Y SIKi YaCTKH iHBECTHUIIIH PO3MOALIEH] Ha 11’ ATh ITi-
JICHCTEM — peCypcH, OOJIaJHAHHSI, TEXHOJOT1], eKOHOMIKA Ta OpraHi3ailis, sKi BU3HAYAFOTHCS
[IISIXOM €BOJIIOIITHOTO MOUTYKY ONTHMAaJbHOIO BEKTOpY (piHaHCyBaHHSA. DYHKIIIO MPHCTO-
COBAHOCTI 33/1aHO Y BUTJISAII uncToi nmpuBeaeHoi Baprocti (NPV), mo go3Bonsie 6e3mocepen-
HBO BPaxOBYBATH BapTiCTh TPOLICH.

Bi6un. 11, in. 6, Tabm. 2.

VK 004.738.5:004.65

IongapoB O.A., ®@inonenko M.M., BacunweBa JI.B., Omenpuyk A.A., Kpirep K.O.
ApXiTeKTypa Ta OoNTHMIi3alis peKoOMeHAaliliHOro MOAYJIsl eJIeKTPOHHOI 0i0/ioTexkn 3a-
KJIaJy BHIIOI OCBiTH B YMOBaX 00Me:KeHUX 00YUCIIOBAIbHUX pecypciB // CucremHi Tex-
HoJtorii. PerionansHuii MiXkKBY31BCbKMI 30ipHUK HayKOBHX Tpaib. — Bumyck 5(166). — Tom 2. —
Huinpo, 2026. — C.21 - 32.

Po6ota mpucBsiueHa po3poOili Ta apXITEKTypHINA onTUMI3allli peKOMEHIAIHOTO MOTY-
JIsL 1711 €NIEKTPOHHMX O10JTIOTEK 3aKIIaJiB BUIIOI OCBITH, IO (YHKIIIOHYIOTH B YMOBaX oOMe-
KEHUX O0YMCITIOBAIILHUX PECYPCIB 1 HE MAIOTh MOXKJIMBOCTI BUKOPHUCTOBYBATH PECYPCOMICTKI
HEUPOMEPEkKEB1 MIAXOAN. 3aCTOCOBAHO METOJ KOJIabopaTUBHOI (PuIbTpallii 3 1HTETrpalli€ro
€KCIIOHEHIIIHOT (PYHKIIIT 4aCOBOTO 3racaHHs.

bi6m. 12.

YK 681.5:697.1

Bbonpapenko O.B., bybnikoB A.B. AHaJi3 cyyacHMX nmiaxoAiB 10 eHeproedeKTHBHO-
ro NJAHYBaHHSI BUKOPUCTAHHS NpuMileHb oyaiBesb // CucremHi TexHomorii. Perionanb-
HHUH MDKBY3iBChKUI 30IpHUK HAayKOBUX Tpaih. — Bumyck 5(166). — Tom 2. — Jlninpo, 2026. —
C.33-48.

[TinBumenns eneproeekTUBHOCTI OyAiBeIb MOTPEOYE Y3TOMKEHHS MK POOOTOIO CHC-
TEeM OIaJeHHs, BEHTWIALII Ta KoHauiionyBanHs noBitps (HVAC) 1 mpocTopoBo-uacoBoio
OpraHizaifi€r0 BUKOPUCTAHHS MPHUMIIICHb. Y I CTaTTI CHCTEMaTH30BaHO CYYacHl MiAXOIN
710 BUSIBJICHHS Ta MPOTHO3YBaHHS MPUCYTHOCTI JIFOJIEH, €HEPreTHYHOr0 MOJICITIOBaHHS Oyi-
BE€JIb, MPOTHOCTHYHOTO KepyBaHHs cuctemamu HVAC, mianyBaHHS BUKOPUCTaHHS MpPUMIi-
IIeHb 3 YPaxXyBaHHSIM €HEProCIOKMBaHHS, @ TAKOX ONTUMI3allli THyYKHUX MPOCTOPIB.

bi6mn. 27.

YK 004.043

3apomiok A.B., Jlixoy3oBa T.A. I'enepauis edekTtiB peBepOepauii ajsi komn'loTep-
Hux irop // Cucremui TexHosorii. PerioHansHUil Mi>KBY31BCBKHIA 30ipHHK HAyKOBHMX Tpallb. —
Bumyck 5(166). — Tom 2. — [qninpo, 2026. — C.49 — 59.
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Posrnsinyro mpobnemy reHeparii peamicTHYHHUX 3BYKOBUX e(eKkTiB peBepOeparii, 110

BPaxOBYIOTh JMHAMIYHI 3MiHU IrPOBOTO cepeaoBHina. MeTow Iiiel poOOTH € IiBUIICHHS
SKOCT1 irpoBOTO TpoIiecy, 30UTbIICHHS PiBHS 3aHYpEHHS IPpaBLs Ta MOKPALICHHS peaticTHy-
HOCTI BIPTYaJIbHUX NPOCTOPIB HUISXOM PO3POOKH €(PEKTUBHOI'O METOIY MPOLEAYPHOI reHe-
pauii peBepOepamiifHux edekriB, sikuil Oyae 3abe3meyyBaTH PEaTiCTUYHY aJanTaIiio 3BYKY
710 3MiH CepeIOBHILA B pealbHOMY Yaci Ta ONTHMi3yBaTH BUKOPHCTAHHS allapaTHUX PECypCiB.

bi6m. 9, in. 4, Tabm. 3.

YK 004.8

Maptunenko A.A. IHTeleKTya bHI CHCTeMM NiIATPMMKH NPUHHATTA pillleHb 1JIA
inenTugikanii KyJIbTYypHHX WiHHOCTEH: Cy4YacHi MiAX0AW Ta MePCHEKTHBH PO3BHUTKY //
CucremHi TexHonorii. PerioHanpHMII MiDXBY3IBCbKHMI 30ipHHK HAyKOBHX Mpailb. — Bumyck
5(166). — Tom 2. — [Ininpo, 2026. — C.60 — 71.

VY cTarTi TOCHiKEHO CydacHi MiIXOAH 10 TOOYAOBU IHTEIEKTYya IbHUX CUCTEM IiATPHU-
MK{ TPUHHATTS pileHb s ineHTudikamii ta kiacudikanii KynbTypHuX HiHHOCTEH. [Ipo-
aHATI30BaHO OOMEKCHHSI TPAJIUIIIMHUX METOAIB, 30kpeMa k-NN, CNN Tta ctatuuHuX Mozenei
npezncrasieHHs rpadiB 3HaHb. OOrpyHTOBaHO AOIUIBHICTH BHKOpucTanHs Graph Neural
Networks, 30kpema GAT i R-GCN, nmi1st BpaxyBaHHSI CEMaHTHYHUX 3B’ SI3KIB Ta HEMOBHUX J1a-
HUX. 3amporoOHOBAHO MYJBTUMOJAIBHY apXiTeKTypy, mo mnoegHye Vision Transformer,
BERT-nonioni moBHiI mozmeni Ta rpadoBi HeHpoHHI Mepexi y cmiapHOMY embedding-
npocropi. Posrisinyro Bukopuctanus self-supervised learning, Explainable Al ta cy4acHux
¢dbyHKIiH BTpar. Bu3HaueHO mepcrnekThBU 3acTocyBaHHsS LLM, aBTOMAaTHYHOTO IMOITOBHEHHS
Knowledge Graph, uudpposux my3erinux cuctem i federated learning.

bi6m:. 19, im. 1.

YJIK 004.85:004.932:519.246.8

®enopuyk I, Hlkypar O. YacoBo-npocTopoBe NMpPOrHo3yBaHHs HudpoBux 300pa-
JKeHb 3 HEOJHOPIIHUMHM YaCOBHMH iHTepBajJaMH: OIJIsiA IJIMOOKUX HelpoMmepeikeBHX
nixxoxiB // Cucremui TexHouorii. PerionanbHii MiKBY3IBCbKUI 30IpHHK HAayKOBUX Mpallb. —
Bunyck 5(166). — Tom 2. — [lainpo, 2026. — C.72 — 86.

VY jocnmipkeHHI OILIHEHO YOTHPH apXiTekTypu rimbokoro HaBuaHHS (ConvLSTM,
Transformer, Spatio-Temporal GAN Tta audysiiiHa MoeNb) IS MPOTHO3YBaHHS TOCITIIOB-
HOCTEH 300paskeHb Yepe3 HeperyisspHi 4acoBi iHTepBaiu. TecTyBaHHS Ha Habopax Moving
MNIST taatmochepHUX KIIMAaTHYHHAX AAHUX TOKa3ajo, IO JIETepMiHOBaHI MOJET PO3MHU-
BAaIOTh TPAEKTOPIi KOPCTKHUX 00'eKTiB, TOI siIk GAN 3a0e3mneuye BUCOKY CTPYKTYpHY TOUHICTh
Ha 000X Habopax aaHux. JudysiiftHa MOJENb Yy10BO TE€HEPYE TPAEKTOPIT KOPCTKUX O0'€KTIB,
ajie He CIPAaBJIAETHCS 3 IMJIABHUMU aTMOC(HEPHUMHU Tpaji€eHTaMu. 3alpONOHOBAHO KOHIIETIIII0
Transformer-GAN apxiTekTypu Ui 3a0€3Me4YeHHS] BHCOKOTOYHOTO MPOCTOPOBO-YACOBOTO
MPOTHO3YBaHHS MU(PPOBHUX 300paKEHB 3 HEOJHOPITHUMHU YaCOBUMU THTEPBATAMH.

bi6m. 15, . 10, Tabm. 2.

YK 004.8:37.018.43

[Tanaryra K.O., CaBon O.€. Indopmaiiiina TeXHOJIOTisI MIATPUMKH HABYAJIbLHUX
TPAEKTOPiii HA OCHOBi peKYpPeHTHMX HeHPOHHHUX Mepe:K i CHTyaliliHO-CIleHapHOro mij-
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xony // CucremHi TexHosorii. PerioHansHuit MiXKBY31BChKHI 30ipHUK HAYKOBHX Tpallb. — Bumyck
5(166). — Tom 2. — [Tninpo, 2026. — C.87 — 100.
VY cTarTi 3anponoHOBaHO iHPOPMALIHY TEXHOJIOTII0 MiATPUMKHA HaBYAJIbHUX TPAEKTO-

piif CTyIeHTIB y cucTeMax TUCTAHIIHHOTO HAaBYAHHS, 110 OEAHYE MPOTHO3YBAaHHS HA OCHOBI
PEKYpPEHTHUX HEHPOHHHUX MEPEX i3 CHTyalliifHO-ClieHapHUM minxoaoM. Po3pobiieno Garato-
piBHEBY apXIiTEKTypy TEXHOJIOTII, sika 3a0e3meuye 30ip i MArOTOBKY OCBITHIX JTaHUX, IPOTHO-
3yBaHHS HaBYAJIbHUX Pe3y/bTaTiB, CUTYalliiiHy IHTEpIpeTanito Ta (opMyBaHHS CIICHAPIiiB Ie-
naroriunoi miarpuMku. RNN-Mozxens BHKOPUCTOBYETHCS JUIsl MPOTHO3YBAHHS I11JICYyMKOBOI
OLIHKA Ta HMOBIPHOCTI YCHIIIHOTO 3aBeplieHHs Kypcy. CuTyauiiiHO-ClUEHapHUH MOIYIb
BH3HAYa€ CTaH HABYAJIBHOI TPAEKTOPIi Ta BIAMOBIAHI meaaroriui aii. Po3pobieno mporpam-
HUil nporotur, iHTerpoBanuii 3 LMS Moodle. ExcriepumenTanbHa anpoOariist miaTBepania
Mpare3aaTHICTh 3alPONOHOBAHOI TEXHOJIOTII Ta MOXKIIMBICTh 11 BUKOPUCTAHHS ISl CBOEYAC-
HOTO BUSBIICHHS PU3UKIB, aIalTHBHOI MIATPUMKH CTYJCHTIB 1 MPUHHATTS OOTPYHTOBAHUX TIe-
Jarori4HUX PillleHb.

bi6a. 10, puc. 6.

VK 004.65:502.51

Pubanpuenko O.I'., I'punierko A.M., binamenko C.B., Copokin B.C. IIpoekTyBanus
apxiTeKTypH Ta MoJeJi JaHUX iHGopMaNiliiHO-AaHATITHYHOI CHCTEeMH MOHITOPMHIY BOJ-
HUX pecypciB // CucremHi TexHOOTII. PerioHansHuil MDKBY3iBCbKHUIA 30ipHUK HAyKOBHUX TIPallb.
— Bumyck 5(166). — Tom 2. — [lninpo, 2026. — C.101 — 113.

Po3po0bieHo apXiTeKkTypy pelsiiiaoi 0a3u gaHux iHGOpMaliiHO-aHATITHYHOT CUCTEMU
€KOJIOTIYHOTO MOHITOPHHTY. 30aJTaHCOBAHO APXITEKTYPHUH KOHQIIIKT MK HEOOXiIHICTIO
30epexeHHsT 0e3MepepBHOTO ayJUTOPCHKOTO CIIY BOJOKOPHUCTYBAHHS Ta 3a0€3MEUYCHHSIM
BHUCOKOT IIBUJIKOAIT 0araTOBUMIPHUX aHAIITUYHUX 3aMUTIB. 3alpONOHOBAHO KOHUENTYAIbHY
MOJIeJIb Ha OCHOBI CTaHJAApTy OiTeMNopanbHUX TaOnuib. i 3HMKEHHST HMOBIPHOCTI TpaH-
3aKIIHUX OJIOKYBaHb 3aCTOCOBaHO apXiTekTypHuil narepH CQRS. ®di3uuHe po3aiieHHsT Mo-
JieNiell 3amucy Ta YUTaHHS peali3oBaHO 4epe3 Marepiani3oBaHi MPEJCTaBICHHS 3 BUKOPHU-
CTaHHSIM KJIACTEPHUX CTOBITYMKOBUX IHIEKCIB. 3alpONOHOBaHA CTPYKTypa 3amolirae Kpu-
TUYHIN 00unCIIOBaNbHIN Aerpanaii Ta GopMye TEXHOJIOTIYHE MIAIPYHTS ISl BUKOPUCTAHHS
CHCTEMH SIK IHCTPYMEHTY OTIEpATHBHOTO KOHTPOJIIO BOJIOKOPUCTYBAHHS.

bi6x. 10, i1. 4, Tabm. 5.

VK 004.89:528.8

VYaoBuk .M. Merogosorisi cTBOpeHHsl iHTeJleKTyaJbHUX iH(oOpMaliiHUX TexXHO-
JIOTifi po3mi3HABaHHS Ta 00POOKH 0araToCneKTPaJbHUX aePOKOCMIiYHHMX 300pakeHb //
Cucremni TexHojorii. PerioHanbHHUN MIDKBY3IBCbKUN 30IpHMK HAyKOBHMX Mpailb. — Bumyck
5(166). — Tom 2. — Tuinpo, 2026. — C.114 — 128.

Po3po0ieHo MeToomorito CTBOPEHHS IHTENEKTYalbHUX 1H(GOPMALIHHUX TEXHOJIOT1H
pO3IMi3HAaBaHHs Ta 00OpPOOKHM 0OaraToCMeKTPabHUX aePOKOCMIYHUX 300pakeHb. MeTomomoris
MOETHYE CHHEPTETUIHY 00pOOKY PIZHOPIAHUX JaHUX, IIUKII THTETpallii JaHUX, MPEJICTABICHb
1 piiernb Y—®—A, npeameTHo 3anexxHuit BUOIp KOoHDIrypanii, MyJIbTHareHTHUH 1 MyJIbTUMO-

TANbHUN aHaI3, HACKPI3HUN KOHTPOJIb SAKOCTI i HEBU3HAYEHOCTI, 30€peKEHHS MOXO[KEHHS
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Ta aJanTUBHY pekoH(irypanito. CTpyKTYpHO-(QYHKIIIOHAIBHUNA aHaNli3 MiATBEPIKYE HasB-

HICTh MEXaHi3MiB MOBHOTH, Y3TO/PKCHOCTI, MOJIYJIbHOCTI, aIallTUBHOCTI, IPOCTEKYBAHOCTI Ta
IHTEPIPETOBAHOCTI.

bi6m. 25, puc. 1, Tadmn. 3.

YJIK 004.056.5:004.738

KpaBuyk A.A., Onaii M.B. IlpoekTyBaHHsl apXiTeKTypH NPOrpaMHOI CHCTeMH BH-
siBjeHHs1 Ta 6iaokyBannss HTTP LR-DDoS arak na naardopmi Kubernetes // Cucremni
TeXHOJIOT1i. PerioHanbHuii M>KBY31BChKHIA 30ipHUK HAYKOBHUX Tpalib. — Bumyck 5(166). — Towm 2.
— HMuinpo, 2026. — C.129 — 151.

VY craTTi 3amponoHOBaHO Ta Peai30BaHO PO3MOAITICHY apXITEKTYpy 3aXHCTy MiKpocep-
BiciB Bif Hu3bkomBuakichux HTTP DDoS-atak y cepenosuiti Kubernetes 6e3 moaudikariii
KOy LiJbOBHUX 3aCTOCYHKIB. PimeHHsi Ga3yeThCsi Ha aCMHXPOHHOMY 30HMpaHHI aTpuOyTiB
Tpadiky IpUKIAIHOTO piBHS po3mupeHHsM EnvoyFilter i mepexeBoro piBHs 3acobamu eBPF
Ta ixHpOI nepenayi g0 opokepa Apache Kafka. ¥V cucremi peanizoBano Tpu crieHapii peary-
BaHHS HAa aTakd 3 ONEPAaTHMBHUM OJOKYBaHHSIM 3JIOBMHUCHOTO Tpadiky Oe3mocepeaHbo Ha
BX1IHOMY IUTIO31. EKCTIEpUMEHTH TATBEPIMIA BUCOKY MPOAYKTHUBHICTD CUCTEMHU: JJOJATKOBA
3aTpUMKa CTAaHOBHTH Jnmie 2,933 Mc, a 9ac OiokyBaHHS Ha nutro3i — 5,674 mc. [TopiBHsHO 3
Coraza WAF cucrema nemoHcTtpye y 12,3 pa3a MeHIIy 3aTpUMKy Ta BHILY IMPOIMYCKHY
3matHicTh: 1973 npotu 473 3amuTiB 3a CEKYHY.

Bi0i1. 36, i11. 3, Tadi. 3.

YK 621.396:004.89

bensiko P.O. IlopiBHsAIbHMIL aHAJII3 MpoLeciB MPOTrHO3HOI CHHXPOHI3alii Ta BU0O-
Py BY3JiB pO3MOJijieHOT AHTEHHOI CHCTEMH HAa OCHOBi BHMIpSIHMX XapaKTePHCTHK
pagiokanajiiB // CucremHi TexHojoOril. PerioHaqbHUII MDKBY3IBCHKHIA 30ipHUK HayKOBHX
npatb. — Bumyck 5(166). — Tom 2. — Ininpo, 2026. — C.152 — 174.

VY craTTi NpoBeAEHO MOPIBHAIBHUM aHalli3 MPOIECiB MPOrHO3HOI YaCOBOi, YaCTOTHOI Ta
($a30BO1 CHHXpOHI3allli 1 aJalTUBHOTO BUOOPY BY3JIIB PO3MOALJIEHOT aHTEHHOI CUCTEMH 3 OJI-
HOPAHTOBOIO KoopauHauiero. Posrisaaerscs cuctema 3 32 paaioBy3iiB, Kl GOpMYIOTh KOTre-
peHTHHUM 1H(OpMaLIiHUN CUTHAN JUIsl PyXOMOro IpHiiMaya B yMOBaX BTPaTH aKTYaJbHOCTI
OILIIHOK CHHXPOHI3alli 4epe3 pyX pa/iioBy3IiB 1 MpuiiMada, HECTaOUIbHICTh ONMOPHUX IeHepa-
TOPIB PAJIOBY3JIIB 1 3aTPUMKHU CIIY:KO00BOTO 00MiHy. [ MpoBeeHHs TOCTIIKEHHS] BUKOPH C-
TaHO BUMIpsHI Xapakrepuctuku paniokananiB DICHASUS s 32 aHTeHHHX eleMeHTiB Ha
gacroti 1,272 I'T'u, Tpaextopii pyxy brnJIA i3 nabopy DeepSense 6G Ta mMonmenp 4yacToTHO-
¢$a30B01 HECTAOLILHOCTI OMOPHUX T'€HEPATOPIB PaIOBY3JIIB, MapaMEeTPU AKOI BU3HAYAIOTHCS
Ha OCHOBI JeBianii AnaHa.

bi6:. 22.

YJIK 004.451:004.7

Octposcrka K.1O., CamycpkoB O.Jl. AHaJI3 cy4yacHMX MiJAXOAiB 10 MOHITOPUHTY Ta
ynpaiiHHs HaBaHTa:xkeHHsiM B IT-ingpacrpykrypax // CucremHi TexHosnorii. PerioHans-
HUM MDKBY31BCBKUI 30IpHUK HayKOBHUX Ipaib. — Bumyck 5(166). — Tom 2. — uinpo, 2026. —
C.175 - 185.
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VY cTarTi MpOBEACHO aHaji3 CydyaCHHUX MiAXOJIIB IO MOHITOPUHTY Ta yIpaBJIiHHS HaBaH-

taxkeHHsM B IT-iHdpacTpykTypax. JocaimkeHo TpaauuiiHi METOAM MOHITOPUHTY PEcypciB,
koHeniito Observability, OanaHcyBaHHS HaBaHTa)XCHHsI, aBTOMATUYHE MAacCIITa0yBaHHS, KO-
HTEHHEpH3allilo Ta 3aCTOCYBAaHHS METO/iB MAIIMHHOTO HaBYaHHS JJIsl IPOTHO3yBaHHS HaBaH-
Ta)XCHHS 1 BUSBICHHS aHoMmalii. [IpoananizoBaHO 0COOIIMBOCTI pEaKTUBHOTO, MPOAKTHBHOTO
Ta 1HTEJIEKTYaJbHOTO YIPABIiHHS pecypcamMu. 3arpolOHOBAHO y3arajJbHEHY KOHIENTYalbHY
MOJIeTIb 1HTEJIEKTYAIBHOTO YIIPaBIiHHS HAaBaHTAXKCHHSIM, sIKa Tepeadadae iHTerpaiito 300py
TEJIEMETPUYHUX JTAaHUX, IX TOMEPEIHbOI 00pPOOKH, TPOTHO3YBAaHHS HABAHTAKCHHS, BUSBICHHS
aHOMAaJIiii Ta aBTOMATUYHOTO MPUUHSTTS PillleHb IIOA0 MacmTadyBaHHs pecypciB. [IpoBene-
HO TIOPIBHSUTBHUM aHaJi3 OCHOBHHUX IIJXO/IB 32 KPUTEPiIMH aBTOMAaTH3allil, aJallTUBHOCTI,
MPOTHO3HHUX MOKIIUBOCTEH 1 BUMOT J10 JaHuX. OOrpyHTOBAHO JOLUILHICTh IEPEXOAY BiJ pea-
KTUBHOTO JI0 MpOoakTuBHOTrO ynpasmiHHs [T-iHdpacTpykTypamu Ta BUSHAYEHO NEPCHEKTHBH
BUKOPHUCTAHHS TEXHOJIOrM MammHHOro HaByaHHs 1 AIOps.

bi6n. 7.

YK 621.867:62-52

Amnimenko A.l, Hecrepenko M.M., braxko B.B., Hecrepenko T.M., Byrpos .1O.
ABTOMATH3allifA TEXHOJIOTiYHOr0 00J1aJHAHHS /51 BAPOOHMITBA IEKOPATUBHHUX ejleMe-
HTiB MomeHHs1 // CuctemHi TexHouorii. PerioHaipHUiI MDKBY3IBCHKHI 30IpHUK HAYKOBHX
npaip. — Bumyck 5(166). — Tom 2. — uinpo, 2026. — C.185 — 196.

[IpoBeneno aHami3 Cy4yaCHHX TEXHOJIOTIH BHPOOHHUIITBA JIEKOPATUBHHUX EJIEMEHTIB MO-
IICHHS Ta OCOOJMBOCTEW aBTOMAaTH3allil TEXHOJOriyHOro obnanHaHHs. OOTPyHTOBAHO JOIIi-
JBHICTH 3aCTOCYBaHHS BiOpPOMpPECyBaHHS W CTPYKTYPY aBTOMATH30BAHOI JIiHIi, IO OXOIUIIOE
MIJTOTOBKY Ta J03YBaHHSI CUPOBUHM, IPUTOTYBaHHs OETOHHOI cyMilli, ()OpMyBaHHS 1 TpaHC-
MOpTYBaHHs BUPOOIB. PO3INIAHYTO 3acTOCYyBaHHS NPOrpaMOBAHMX JIOTIYHHUX KOHTPOJIEPIB,
1M (pPOBUX JAaTUMKIB, YACTOTHO-PETYIbOBaHUX elekTponpuBoAiB 1 SCADA-cucreM it Kepy-
BaHHS TEXHOJOTIYHUMHM TIPOIlecaMU Ta CTabumi3aIli sIKOCTI mpoaykiii. BusnaueHo nepcnex-
THUBHU BJIOCKOHAJICHHS CHCTEM KEPYBaHHSI i3 3aCTOCYBaHHSIM IPOMHUCIIOBOTO [HTEpHETY peueid,
1M (POBUX ABIHUKIB 1 IPOrHO3HOI'O TEXHIYHOTO 0OCITYyTrOBYBaHHS.

bibn. 15, 11. 6.

VK: 004.056.5

Bypuenko C.b. ExcnepuMeHTa/IbHA areHTHA cHcTeMa Kidep3axucTy Ha HudpoBomy
ABIHHUKY eHepreTHYHoOro 00’e€Kra Ta KUIbKiCHHII MeTO/l BUSHAYEHHS /I0IyCTHMOI0 piB-
Hs aBToHOMHOCTI // CucreMHi TexHouorii. PerioHanbHU MIKBY3IBCHKUI 30IpHHK HAYKOBHX
npaie. — Bumyck 5(166). — Tom 2. — uinpo, 2026. — C.197 — 208.

VY cTaTTi 3anpONOHOBAHO KOHLENTYaJbHY apXITEKTypy areHTHOI CUCTEeMH KibOep3axuc-
Ty, 0 QYHKI[IOHYe Ha 0a3l nudpoBoro ABIHHUKA €HEPreTUYHOro 00’ €KTa, a TAKOX KIJIbKiC-
HUN METOJ| BU3HAYEHHS JOMYCTHUMOI'O PIBHS aBTOHOMHOCTI 3aXMCHHMX Miil. 3ampornoHoBaHa
apxiTeKTypa 00’ €IHy€e TiICHCTeMHU 300py Ta HOpMai3allii TeaemMeTpii, rpad akTHBIB, areHTIB
MOHITOPHHTY ¥ IUIaHYBaHHS, a TaKOX JETEPMIHOBAaHHI MeXaHi3M NEPEeBIPKH Ta BUKOHAHHS
MOJIITUK OE€3MEeKH.

bi6n. 15.
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UDK 004.4: 622.2

Zheldak T.A., Vladiko O.B. Genetic algorithms and methods of optimal enterprise
management // System technologies. Ne 5(166). — Part 2. — Dnipro, 2026.- P.3 — 20.

The results of a study aimed at optimizing the distribution of capital investments of an
industrial enterprise using a genetic algorithm are presented. A mathematical model has been
developed in which the shares of investments are distributed among five subsystems -
resources, equipment, technology, economy and organization, which are determined by
evolutionary search for the optimal financing vector. The adaptability function is given in the
form of net present value (NPV), which allows directly considering the value of money.

Bib. 11, ill. 6, tab. 2.

UDC 004.738.5:004.65

Honcharov O.A., Filonenko M.M., Vasylieva L.V., Omelchuk A.A., Kriher K.O.
Architecture and optimization of the recommendation module of a higher education in-
stitution's electronic library under limited computational resources // System
technologies. Ne 5(166). — Part 2. — Dnipro, 2026.- P.21 — 32.

This paper focuses on the development and architectural optimization of a
recommendation module for the electronic libraries of higher education institutions that
operate under limited computational resources and cannot utilize resource-intensive neural
network approaches. A collaborative filtering method is employed, incorporating an
exponential time-decay function.

Refs. 12.

UDC 681.5:697.1

Bondarenko O.V., Bublikov A.V. Analysis of modern approaches to energy-efficient
planning of building space use // System technologies. Ne 5(166). — Part 2. — Dnipro, 2026.-
P.33 —48.

Improving building energy efficiency requires coordination between HVAC operation
and the spatial-temporal organisation of room use. This paper systematises recent approaches
to occupancy sensing and prediction, building energy modelling, predictive HVAC control,
energy-aware timetabling, and flexible-space optimisation.

Refs. 27.

UDC 004.043

Zarodiuk A.V., Likhouzova T.A. Generating reverb effects for computer games //
System technologies. Ne 5(166). — Part 2. — Dnipro, 2026.- P.49 — 59.

The problem of generating realistic reverberation sound effects that take into account
dynamic changes in the game environment is considered. The aim of this work is to improve
the quality of the gameplay, increase the level of player immersion, and improve the realism
of virtual spaces by developing an effective method for procedural generation of reverberation
effects, which will provide realistic adaptation of sound to changes in the environment in real
time and optimize the use of hardware resources.

Bibl. 9, pic. 4, table 3.
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UDC 004.8

Martynenko A.A. Intelligent decision support systems for identification of cultural
values: modern approaches and development prospects // System technologies.
Ne 5(166). — Part 2. — Dnipro, 2026.- P.60 — 71.

The article examines modern approaches to developing intelligent decision support sys-
tems for the identification and classification of cultural heritage objects. The limitations of
traditional methods, including k-NN, CNN, and static knowledge graph representation mod-
els, are analyzed. The feasibility of using Graph Neural Networks, particularly GAT and R-
GCN, to account for semantic relationships and incomplete data is substantiated. A multi-
modal architecture combining Vision Transformer, BERT-based language models, and graph
neural networks within a shared embedding space is proposed. The use of self-supervised
learning, Explainable Al, and advanced loss functions is considered. Prospects for applying
LLMs, automatic Knowledge Graph enrichment, digital museum systems, and federated
learning are identified.

Ref. 19, fig. 1.

UDC 004.85:004.932:519.246.8

Fedorchuk 1., Shkurat O. Spatio-temporal forecasting of digital images with irregu-
lar time intervals: a review of deep neural network approaches // System technologies.
Ne 5(166). — Part 2. — Dnipro, 2026.- P.72 — 86.

This study evaluates four deep learning architectures — a Time-Aware ConvLSTM,
Continuous Temporal Transformer, Spatio-Temporal GAN, and Continuous Diffusion Model
— for forecasting digital image sequences at irregular time intervals. Tested on Moving
MNIST and atmospheric climate records using a stochastic continuous-time masking proto-
col, the results demonstrate that the ConvLSTM and Transformer severely blur predictions of
rigid-body trajectories. In contrast, the GAN achieves robust structural fidelity across both
datasets. The CDM excels in modeling rigid-body trajectories but struggles significantly with
smooth atmospheric gradients. A Transformer-GAN architecture is proposed to provide high-
fidelity spatio-temporal forecasting of digital images with irregular time intervals.

Ref. 15, ill. 10, tab. 2.

UDC 004.8:37.018.43

Palahuta K.O., Savon O.Ye. Information technology for supporting learning trajec-
tories based on recurrent neural networks and a situation-scenario approach // System
technologies. Ne 5(166). — Part 2. — Dnipro, 2026.- P.87 — 100.

The article proposes an information technology for supporting students' learning trajec-
tories in distance learning systems, combining forecasting based on recurrent neural networks
with a situation-scenario approach. A multi-level architecture of the technology has been de-
veloped, providing the collection and preparation of educational data, prediction of learning
outcomes, situational interpretation, and generation of pedagogical support scenarios. The
RNN model is used to predict the final grade and the probability of successful course comple-
tion. The situation-scenario module determines the state of the learning trajectory and the cor-
responding pedagogical actions. A software prototype integrated with LMS Moodle has been
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developed. Experimental validation confirmed the effectiveness of the proposed technology
and demonstrated its potential for timely risk detection, adaptive student support, and in-
formed pedagogical decision-making.

Ref.10. Fig. 6.

UDC 004.65:502.51

Rybalchenko O., Hrytsenko A., Bilashenko S., Sorokin V. Designing the architecture
and data model of an information and analytical system for water resources monitoring
/I System technologies. Ne 5(166). — Part 2. — Dnipro, 2026.- P.101 — 113.

The architecture of a relational database for an environmental monitoring information
and analytical system has been developed. An architectural trade-off between the necessity of
maintaining a continuous water usage audit trail and ensuring high performance for multidi-
mensional analytical queries has been balanced. A conceptual model based on the bitemporal
table standard is proposed. To reduce the probability of transactional locks, the CQRS archi-
tectural pattern is applied. The physical separation of the write and read models is implement-
ed via materialized views using clustered columnstore indexes. The proposed structure pre-
vents critical computational degradation and establishes the technological foundation for uti-
lizing the system as a tool for the operational control of water usage.

Ref. 10, fig. 4, tabl. 5.

UDC 004.89:528.8

Udovyk 1.M. Methodology for creating intelligent information technologies for
recognition and processing of multispectral aerospace images // System technologies.
Ne 5(166). — Part 2. — Dnipro, 2026.- P.114 — 128.

A methodology has been developed for creating intelligent information technologies for
recognition and processing of multispectral aerospace images. The methodology combines
synergistic processing of heterogeneous data, the Y—®-A cycle of data, representation, and
decision integration, task-dependent configuration selection, multiagent and multimodal anal-
ysis, end-to-end quality and uncertainty control, provenance preservation, and feedback-
driven reconfiguration. Structural-functional analysis confirms mechanisms for completeness,
consistency, modularity, adaptability, traceability, and interpretability.

Ref. 25, fig. 1, tab. 3.

UDC 004.056.5:004.738

Kravchuk A., Onai M. Designing the architecture of a software system for detecting
and blocking HTTP LR-DDoS attacks on the Kubernetes platform // System
technologies. Ne 5(166). — Part 2. — Dnipro, 2026.- P.129 — 151.

This paper proposes and implements a distributed architecture for protecting micro-
services against low-rate HTTP DDoS attacks in Kubernetes without modifying target appli-
cation code. The solution relies on asynchronous collection of application-layer attributes via
EnvoyFilter and network-layer attributes using eBPF, forwarding them to Apache Kafka. The
system implements three attack mitigation scenarios with prompt traffic blocking directly at
the ingress gateway. Experiments confirmed the system’s high performance: latency overhead
is only 2.933 ms, and gateway-level blocking takes 5.674 ms. Compared to Coraza WAF, the
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system demonstrates 12.3 times lower latency and higher throughput: 1,973 versus 473 re-
quests per second.

Ref. 36, fig. 3, tabl. 3.

UDC 621.396:004.89

Bieliakov R. Comparative analysis of predictive synchronization and node selection
processes in a distributed antenna system based on measured radio channel characteris-
tics // System technologies. Ne 5(166). — Part 2. — Dnipro, 2026.- P.152 — 174.

This paper presents a comparative analysis of predictive time, frequency, and phase
synchronization processes, as well as the adaptive selection of nodes within a distributed an-
tenna system featuring peer-to-peer coordination. The study examines a system comprising 32
radio nodes that generate a coherent information signal for a mobile receiver. This scenario
accounts for the degradation of synchronization estimates caused by the motion of both the
radio nodes and the receiver, the instability of the nodes' reference oscillators, and delays in
control signaling. The research utilizes measured radio channel characteristics (from the
DICHASUS dataset) for 32 antenna elements at a frequency of 1.272 GHz, UAV trajectory
data from the DeepSense 6G dataset, and a model of frequency-phase instability for the refer-
ence oscillators, with parameters derived from the Allan deviation.

Ref. 22.

UDC 004.451:004.7

Ostrovska K.Yu., Samuskov O. Analysis of modern approaches to monitoring and
load management in IT infrastructures // System technologies. Ne 5(166). — Part 2. —
Dnipro, 2026.- P.175 — 185.

The article analyzes modern approaches to monitoring and load management in IT in-
frastructures. Traditional resource monitoring methods, Observability, load balancing, au-
toscaling, containerization, and machine learning methods for workload forecasting and
anomaly detection are considered. The features of reactive, proactive, and intelligent resource
management are analyzed. A conceptual model of intelligent load management is proposed,
integrating telemetry data collection, preprocessing, workload forecasting, anomaly detection,
and automated resource scaling. A comparative analysis of the main approaches is performed
according to the level of automation, adaptability, forecasting capabilities, and data require-
ments. The feasibility of transitioning from reactive to proactive IT infrastructure manage-
ment is substantiated, and the prospects of using machine learning and AlOps technologies
are identified.

Ref. 7.

UDC 621.867:62-52

Anishchenko A.l., Nesterenko M.M., Blazhko V.V., Nesterenko T.M., Buhrov D.Yu.
Automation of technological equipment for the production of decorative paving ele-
ments // System technologies. Ne 5(166). — Part 2. — Dnipro, 2026.- P.185 — 196.

Modern technologies for producing decorative paving elements and approaches to au-
tomating the associated technological equipment are analyzed. The suitability of vibropress-
ing is substantiated, along with the structure of an automated production line encompassing

220 ISSN 1562-9945 (Print)

ISSN 2707-7977 (Online)



«Cucremni texHogorii» 5 (166) 2026 Towm 2 «System technologies»
raw material preparation and batching, concrete mixing, product forming, and conveying. The
application of programmable logic controllers, digital sensors, variable-frequency drives, and
SCADA systems for process control and consistent product quality is examined. Prospects for
improving control systems through the use of the Industrial Internet of Things, digital twins,
and predictive maintenance are outlined.

Ref. 15. Fig. 6.

UDCO004.056.5

Burchenko S. Experimental agentic ai cyber-defense system on a digital twin of an
energy facility and a quantitative method for determining the permissible level of auton-
omy // System technologies. Ne 5(166). — Part 2. — Dnipro, 2026.- P.197 — 208.

This article aims to develop a conceptual architecture for an agent-based cyber-defense
system operating on a digital twin of an energy facility, along with a quantitative method for
determining the permissible level of autonomy for defensive actions.

Ref. 15.
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