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JOCJIIIPKEHHSI KOMBIHOBAHOTI'O BAPIAHTY BU3HAYEHHS ATAK
3 BUKOPHVICTAHHSIM HEMPOMEPEXHHUX TEXHOJIOI'TIA

AHomauis. CyyacHull c8im HeMoXauBo yasumu 6e3 KoMn'lomepHUX Mepex: SK JOKANbHUX, MaK 1
2n106anbHUX; MOMY NUMAHHA Mepexesoi 6e3neku cmae Bce 6inbw 3710600eHHUM. Hapa3si
MemoOUKU BUABNEHHA AMAK MOXHA NIOCUAUMU BUKOPUCMAHHAM HEUPOHHUX Mepex, Wo
niomeepoxye akmyanbHicme memu. Mema 00CNIOXeHHA € NOPIBHANbHUL QHANI3 napamempis
AKOCMI BU3HAYEHHA Mepexesux amak 3 BUKOPUCMAHHAM KOMOIHOBAHO2O BapiaHmMy, WO
CKNa0aeMbCs 13 PI3HUX HEUPOHHUX Mepex. Y skocmi mMemoois 00C/NIOXeHHA BUKOPUCMAHI:
HellpoHedimKa Mepexa, 6azamowaposuli nepcenmpoH; camoopeaHizytoda kapma KoxoHeHa.
lpoepamHa peanizayis camoopeaHizyyoi kapmu KoxoHeHa 30ilicHeHa mosoto Python 3
WUPOKUM  CNeKMpPOM  CyYydCHUX CMAaHOapmHux 3acobis, CmBopeHHA 6a2amowaposo2o
nepcenmpoHy ma HelipoHe4imkoi mepexi — 3a donomozoto nakemis Neural Network Toolbox ma
Fuzzy Logic Toolbox cucmemu MatLAB. Ha cmsopeHux HelpOHHUX Mepexax OKpeMo ma Ha ix
KOM6THOBAHOMY BapiaHmMi nposedeHi AOCIOKEeHHS napamempis SKOCMI BU3HAYEHHS Mepexesux
amak. BuzHaveHo, ujo nomunka nepwo2o pooy cknana 11 %, 4 %, 10 % 1 0 %, nomunka dpy2020
pooy — 7 %, 6 %, 9 % 1 6 % Ha HelipoHedyimkili Mepexi, 6azamowaposomy nepcenmpoHi,
camoopeaHizytoyoi kapmu KoxoHeHa ma ix KombiHOBaHOMY BapiaHmi 8i0N0BIOHO, WO O0KA3YE
00YiNIbHICMb BUKOPUCMAHHS KOMOTHOBAHO20 BAPIAHMY.

Kntoyosi cnosa: amaka, kKame2opis, KAac, nepcenmpoH, HelipoHe4yimKa mMepexi, CamoopeaHisyko-
4a kapma KoxoHeHa, KombiHOBAHUL BapiaHm, napamempu AKOCMI.

ITocTaHoBKa mpo6/ieMmu. 3 PO3BUTKOM TEXHOJIOTii Ta KOMIT IOTePHUX Mepesk
30IIBIIMIINCS BUITAKM HA HMUX aTak, ajie He 3aBXKOM BCTAHOBJIEHI 3aC00M 3aXMUCTy
CTIPaBJISIIOTHCS 3 CBOEIO 3a4ayelo. [IJist TOro, o6 MBUAKO Ta TOYHO BUSIBJISITU aTaKy,
HAaBiTh SIKi 3’SIBUWINCS IOMHO, JOPEUYHO BUKOPUCTAHHS HEMPOMEPEsKHOI TeXHOJIOT].
HocnigpkeHHS MepekeBUX aTaK OOLIJIbHO MPOBOAUTYU Ha OBOX PiBHSX: BU3HAYEHHS
KaTeropii aTaku (Ha IepiiomMy piBHi) Ta BU3HAUEHHSI MepeskeBOro KJacy BiIIOBiIHO
10 KaTeropii (Ha fpyromy piBHi) [4, 13]. BizoMo, 110 aTaky NOAISIIOTHCS HA HACTYIIHI
kaTteropii: DoS (back, land, neptune, pod, smurf, teardrop); U2R (buffer overflow,
loadmodule, perl, rootkit); R2L (ftp_write, guess passwd, imap, multihop, phf, spy,
warezclient, warezmaster); Probe (ipsweep, nmap, portsweep, satan). Lli kmacu
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npencrasieHi y 6a3i manux NSL-KDD [9], sika € nosinieHoro Bepciero KDD-99. 3ara-
JIbHA CXeMa BUSIBJIEHHS MepeskeBUX aTaK 3 BUKOPUCTAHHIM HellpoHHUX Mepex (HM)
npencTaBjaeHa Ha puc. 1.

AHani3z ocraHHiX FOCTiIKeHb i myoOsikamii. BukoHaHMIT OTJIsIL HAyKOBUX
mkepen [1-8, 10-13] mokasaB MOXK/IMBICTb BUKOPUCTAHHSI HacTyrnmHux HM: 6araro-
mapoBoro nepcenTtpony (Multi Layer Perceptron, MLP); paagianbHo-6a3McHOi Mepe-
ki (Radial Basis Function Network, RBF); camoopranisytouoi kaptu KoxoHena (Self
Organizing Maps, SOM); HejipoHeuiTKoi Mepexi (Adaptive-Network-Based Fuzzy
Inference System, ANFIS) momo BusIBJIEHHS aTak Ha KOMIT'IOTEPHY Mepexy. Y J1abo-
paTopil ITYYHUX HEVIPOHHUX Mepek BpecTChbKOro Aep>kaBHOrO TEXHIYHOTO YHiBep-
CUTEeTY IPOIOHYBAIMCS Pi3Hi Migxomau g0 MoOyo0BY CUCTEM BUSIBJIEHHS aTak 3a Jio-
TIOMOTOI0 HelfpoMepeskeBUX TexHOJorTiii. Hampuknazg, kombinyioun MLP Ta perup-
Kynsguiriny HM HayKOBIIi 3MOI/IM OTPUMATU TOTY>XKHUI IHCTPYMEHT [J1S1 BUSIBJIEHHS
Ta Kiacudikailii atak [5]. Y pob6ori [2] 3ampornoHyBaaM TeXHOJIOTiI0 Helipomepeske-
BOTO MOHITOPMHTY MepexXeBUX aTak 3 BuKopuctaHHsM IDS Snort; s Helipomepe-
’KEBOTO MOHITOPMHIY BMKOPMCTOBYBAJIACs HACTyIIHA KOMOiHAIlis: pelMpKy/IsIliiiHa
HM; MLP; SOM. VY pob6ori [6] 3amporioHOBaHMIT KOMOIHOBaHMIT BapiaHT, II0 CKIaja-
BCs i3 HACTYMHUX HelipoHHUX Mepesk: MLP; mepeski RBF; SOM, a B po60Ti [7] - KoM-

6iHOBaHMIi BapiaHT, 10 cKaamaBcs i3 BukopuctanHs ANFIS ta mepexi RBF.
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PucyHok 1 — 3arajibHa cxema BUSIBJIEHHSI MepeXXeBUX aTaK
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MeTa JOCTiIKeHHSI € TOPiBHSIbHMIT aHai3 MmapaMeTpiB SKOCTi BU3HAUYEHHS
MepeXXeBMX aTaK 3 BUMKOPMUCTAHHSIM KOMOiHOBAHOTO BapiaHTY, IO CKIAJA€ThCS i3
HaCTyNHUX HeiipoHHuX Mepex: ANFIS; MLP ta SOM.

OcHOBHMII MaTepiaa JOCTiaKeHHsI. [11s1 BU3HaUeHHs CTYIeHI0 BIIeBHEHOCTI
3MiJiCHeHHS aTaKy CTBOpeHa 3a moromoroio nakeTty Fuzzy Logic Toolbox B MatLAB
ANFIS xoH@iryparrii 4-5-8-16-1, ne 4 — KilbKiCTh BXiIHMX HEMPOHIB (KiJbKiCTb
3’eJHaHb Ha XOCT B ITIOTOYHIN cecii 3a ocTaHHi 2 ¢, BiICOTOK 3’€JHaHb 3 XOCTOM 3
count 3 SYN-nmommiakammu, BiACOTOK 3’€qHaHb 3 pPi3HMMM CcepBicaMM, BiICOTOK
3’elHAHb 3 Pi3HMMM CIy>k0aMM 3a 4Jac 3’e¢gHaHb rmo IP); 5 — s3arajbHa KiJIbKiCTh
mapiB; 8 — KUIbKICTb HEVPOHIB MepIIOr0 MPUXOBAHOrO Iapy; 16 — KiJIbKICTb
HEMpPOHIB APYroro IPUXOBAHOTO 1apy; 1 — KUIBKICTh pPe3yJbTyHOUMX HENPOHiB
(Tepmu: HU3bKUI, CepenHiii, BUCOKMIA); Y SIKOCTi (PYHKIIiI IpMHAIEXKHOCTI BXiTHUX
HelipoHiB B35iTo [I'aycoBcbky @yHKIiio. Ha crBopeniit ANFIS mnpoBemeHo
OOCTimKeHHST TTOXMOKM Ha BMOipKax pisHOi moxkmum: 500; 5000; 10000 ta 15000
NPUKJIAOiB 3a pi3HMMM MeTOoJaMM OmNTuMi3allii. BusHaueHo, 10 HaliMeHIIe
3HaueHHs moxmoku ANFIS ckiaso 3a metogom Hybrid.

[lst BU3HAUEHHST KaTeropiit atak crBopeHuit B MatLAB MLP koudirypaiii 41-
1-30-5, ne 41 — KiJIbKiCTb BXiTHUX HEMPOHiB (MMapaMeTpiB MepeskeBoro Tpadiky), 1 —
KiJIbKiCTh MpUXOBaHMUX MIApiB, 30 — KiJbKiCTh IMPUXOBAHMUX HEIPOHIB, 5 — KiJIbKiCThb
pe3yabTYI0UMX HEePOHiB; y SIKOCTI (PYyHKIIii akTUBaIlii HEMPOHiB MPUXOBAHOTO APy
B3SITO TilepOoJIiuHmMii TaHTeHC, pe3y/abTyIUOro Imapy — JiHiliHy dyHkiio. Ha MLP
MPOBEIEHO MOCTiIKeHHS TTOXMOKM Ta KiJIbKOCTI erox Ha BMOipKax pi3HOi TOBXKUHU
32  pisHMMM  aJropuTMamMy  HaByaHHSI: Levenberg-Marquardt; Bayesian
Regularization; Scaled Conjugate Gradient. BusHaueHo, 110 HaliMeHIlle 3HAUEHHSI
MOXMOKM OTpUMaHe 3a MeTonoM Levenberg-Marquardt.

Ilnst BM3HAUeHHS KaTeropiii arak crBopeHa B Python mporpama «SOM» 3
BMKOPUCTAHHSM allapaTy camMoopraHi3ywudoi kapTu (map KoxoHeHa i3 m’sSTtu
HelpoHiB), Ha BXiJ $KOi IomamThcsi 41 mapameTp MepeskeBoro Ttpadiky, Ta
HacTynmHux 6i6aioTek: MiniSom, Matplotlib Ta Numpy. Ha mporpami «SOM»
MpOBeNeHI OOCTiI)KeHHSI MOMWJIKM KBAaHTYBAaHHS MNpPU pi3HUX pO3Mipax KapTu:
30x30; 50x50; 70x70; 100x100. BusHaueHo, 110 HOCUTh MaTu KapTy 70x70 (Bubipka
i3 15000 mpuknamiB), mpu SIKiii MOMMIKa KBaHTyBaHHS ckiana 0,07.

Ilpu mocnimkeHHi PO3MISIHYTUIT KombOiHOBaHMit BapiaHT ANFIS+MLP+SOM,
Mpo1eC OTPUMaHHS Pe3yJIbTYIOUOTO BEKTOpa [JISl IKOTO MpeACTaB/JIeHuii Ha puUc. 2;

KOHTpOJIbHA BUOipKa ckiagaacs i3 50 mpukiaamgis.
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HelpoHeyiTka mepexa baraTollapoBm1id NepcenTpoH Mepe:a KoxoHeHa PeaynbTyoumidi BeKTOp

PuicyHOK 2 — CripollieHe MpeacTaBaeHHs (OpMyBaHHS pe3yIbTYIOUOro BEeKTOpa:

«-» - aTaKu He OYJ/0; «+» - aTaka BigOyach

Vi MOKa3HMKM OIiHKM SIKOCTI BUSIBJIEHHSI MepeskeBUX aTak Ha ocCHOBI HM ok-
peMo Ta iX KOMOiHOBaHOTO BapiaHTy 3BefieHi 10 Tao. 1.
Tabmmus 1

[Toka3sHMKM OLIIHKM SIKOCTI pillleHb 3a PiSHUMMU ITiAX0oaMu

[TokasHUK TP | FP | FN | TN | TPR | FPR | Accuracy | Precision | Recall
ANFIS 17| 2 | 4 | 27 | 0,81 | 0,07 0,88 0,89 0,81
MLP 22| 0 | 1 |27 0,96 0,00 0,98 1,00 0,96
SOM 21| 0 | 2 |27 |091 0,00 0,96 1,00 0,91
Komb6igoBauuit | 20 | O 3 | 27 | 0,87 | 0,00 0,94 1,00 0,87
BapiaHT

I3 TabmIi BUAHO, 1[0 KOMOIiHOBaHMIT BapiaHT IIOKA3y€ HASIBHICTb aTaku Ha 6 %
kpaiie, Hi>k ANFIS ta Ha 4 % kpaiie, Hixk MLP Ta SOM.

BucHoBku. [Ing Bu3HaueHHs1 aTak Kareropiii DOS, U2R, R2L, Probe 3
BUKOPUCTAHHSIM BigKputoi 6a3y NSL-KDD Ta momanblIoro AOCTiAKeHHS 00paHmii
KoMmbiHoBaHmi1 BapianT: ANFIS+MLP+SOM. [I;1s1 BU3HAUeHHS CTYIIEHI0 BIIEBHEHOCTi
3nivicHeHHsT aTaku cTBopeHa ANFIS koHdirypairii 4-5-8-16-1, y sikocTi GyHKIi
MIPUHAJIEKHOCTI BXiJHMX HepoHiB B3siTO ['aycoBcbky (yHKIIi0. Ha cTBopeHiit ANFIS
MPOBEIEHO [MOCTiKeHHSI TOXMOKM Ha BMOIpKax pi3HOI OOBXKMHU 3a PiSHUMU
MeToAamMy onrumisanii. s BM3HAYEeHHSI KaTeropii arak crTBopeHuit MLP
KoHdirypariii 41-1-30-5, y sikocTi dyHKIIii akTMBallii HEITPOHiB MPMXOBAHOTO MIAPY
B3STO TinepboiuyHMiI TaHT'eHC, Pe3y/bTYIOUOTOo 1apy — JiHiltHy ¢dyHkuio. Ha MLP
MIPOBEJIEHO MOC/iIKeHHs MOXMOKM Ta KiJIbKOCTi erox Ha BMOipKax pi3HOI JOBKMHMU
3a pi3HMMM aJITOPUTMaMM HaBYaHHS. [IJis BU3HAUEHHS KaTeropiii aTak CTBOpeHa B

Python niporpama «SOM» 3 BUKOpPUCTaHHSIM arlapaTy caMOOpPraHi3ywuoi KapTu (1ap
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KoxoHeHa i3 I’SITU HelpOoOHiB), HA BXi[, SIKOI MMOAAITHCS 41 mapamMmeTp MepeskeBOro
tpadiky. Ha mporpami «SOM» mpoBemeHi JOCTiIKeHHS MOMWIKY KBaHTYBaHHS IIPU
pisHMx posmipax KapTu. Ha crBopeHux HM okpemo Ta Ha iX KOMOiHOBaHOMY
BapiaHTi IIpOBedeHi MOOCHiIKeHHSI IapaMeTpiB SKOCTi: IMOMWIKM IIepIioro Ta
IPYroro pojay; KOPEeKTHOCTI BM3HAYEHHSI MepekeBMX aTaK; IMOMMUJIKOBUX
CIIpalbOBYBaHb; JOCTOBIPHOCTi; TOYHOCTI Ta MOBHOTU. Bu3HAueHO, 10 MOMMIKA
nepuioro poay ckiana 11 %,4 %, 10 % i 0 %; mnomwika gpyroro pony — 7 %, 6 %,9 %
i 6 % Ha ANFIS, MLP, SOM Tta iXx KOMOiHOBaHOTO BapiaHTy BiJIIOBiHO, IO AOKAa3ye
IOIIIbHICTh BUKOPUCTAHHS KOMOiHOBAHOI'O BapiaHTY.
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Study of the combined variant of determination of attacks
using neural network technologies

The modern world is impossible to imagine without computer networks: both local and
global; therefore, the issue of network security is becoming increasingly topical. Currently,
methods of detecting attacks can be strengthened by using neural networks, which confirms the
relevance of the topic. The aim of the study is a comparative analysis of the quality parameters
of network attacks using a combined variant consisting of different neural networks. As research
methods used: neural network; multilayer perceptron; Kohonen's self-organizing map. The
software implementation of the Kohonen self-organizing map is carried out in Python with a
wide range of modern standard tools, creation of a multilayer perceptron and a fuzzy network -
using Neural Network Toolbox packages, and Fuzzy Logic Toolbox system MatLAB. On the created
neural networks separately and on their combined variant researches of parameters of quality of
definition of network attacks are carried out. It was determined that the error of the first kind
was 11%, 4%, 10% and 0%, the error of the second kind - 7%, 6%, 9% and 6% on the fuzzy
network, multilayer perceptron, self-organizing Kohonen map and their combined version,
respectively, which proves the feasibility of using the combined option.
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