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Abstract: The content, properties and peculiarities of interoperability are considered in relation
to integrated hierarchical systems. The structure of a unified element for the functional interac-
tion of the levels of the hierarchical system is proposed. This element is common for interacting
systems, performs different functions in these systems, and is built in the form of a finite state
machine with a controlled structure. A computer program for modeling the interaction of the
levels of a hierarchical system is proposed. An example is given of modeling the interaction of
systems using the proposed unified element, which confirmed the possibility of interaction be-
tween systems by controlling the behavior of one automaton with the help of another.

Keywords: interoperability, integrated hierarchical system, control automata, system interaction
simulator.

Introduction. The issues of modeling and integration of systems are
considered in energy, mechanical engineering and other industries, which is
accompanied by a variety of approaches and terminologies. In this work, a system is
understood as a finite set of functional elements and relations between them,
isolated from the environment in accordance with a specific goal [1]. According to
[2], an integrated system is a case when there is a set of two or more interconnected
systems, in which the functioning of one of them depends on the results of the
functioning of the second (others).

According to the authors, the interconnectedness of systems is a sign of a
supersystem consisting of these systems, and not a sign of an integrated system. A
sign of the system's integration is the presence of common elements in its
subsystems that perform different functions in these subsystems [3].

Another definition [4] of an integrated system: ”a system in which all
subsystems included in it work according to a single algorithm, i.e. has a single
control point”as a defining feature it introduces a difference from an interoperable
system, that is, a system” in which its subsystems operate according to independent
algorithms, do not have a single control point”. That is, integration and
interoperability are incompatible. Although the term interoperability, as “the ability
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of two or more information systems or components to exchange information and to
use information obtained as a result of the exchange” [4] does not deny the
interoperability of integrated systems, which is the subject of this work.

There is also a widespread class of integrated systems in which there are
unidirectional control and information links between the systems that are part of it.
The essence of these connections lies in the fact that one of the systems acts in
relation to the other as a control system, and the other - as a control object that
informs the first. One direction of the control link creates a control hierarchy in the
system. The known literature does not consider the issues of constructing functional
structures that simultaneously possess the properties of integration and hierarchy
and ensure the interoperability of their systems, which complicates their modeling
and selection.

2. Research objectives. The aim of the work is to increase the interoperability
of the systems of an integrated hierarchical system by developing a typical element
of interaction based on models with controlling and simultaneously controlled
automata..

3. Analysis of publications. The finite state machine [5] is a common model
of control devices for discrete systems. It is described by the tuple:

A=<X)Y, S, so, u, A>, (D)
where X is a set of inputs; Y is a set of outputs; S is a set of states; s, is an initial
state; u is the function of outputs; A is the transition function.

And the requirement of combining the functions of the object and the subject
of control in one element is satisfied by a controlled automaton, which is described
by a tuple [6]:

A=<X,Y,S, so, C, co, F>, 2)
where the names of the sets X, Y, S coincide with the similar names behind the tuple
(1), but the elements of these sets can be binary or nonbinary; C is a set of controls;
Co is an initial control; F is the set of functions of the machine in its states.

4. Framework for the functional interaction of systems. The block diagram
of the interaction of the control automaton (CA) with the system object, the external
environment and the next level in the hierarchical system is shown in Fig. 1.
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Figure 1 - The block diagram of the interaction control automaton

The scheme is based on the set-theoretic definition (2) of an automaton. The
external interface of the machine consists of:

* A set of inputs X, inputs operating automata (IOA) that process signals from
sensors of parameters of the system object and the environment;

« Signal input of the current control of the structure c;;

» The set of outputs Y, which, through the output operating automata (OOA),
control the impact on the object of the Y, system and inform the higher level Y.

The behavior of the automaton CA is determined by the set of states’ S, the
initial state so, the initial control ¢y, the functions of outputs and transitions of the
automaton as a whole [5] or functions of its states [6]. In the loop "CA - Y, — OOA -
system object — IOA - X - CA" the automaton implements the object control
behavior, which consists in responding to the signals of the sensors of the
parameters of the object and the external environment of a given level by affecting
the object in such a way as to change its state as desired. In this case, the nature of
the response is set by the control signal at the input ¢;, which is formed by a higher-
level CA.

In fact, CA is a set of automata, whose sets of inputs and outputs are subsets of
the corresponding sets of CA. These machines have various sets of states and
transition and output functions. Prior to the arrival of the control signal, the CA acts
as if the signal ¢, is present at its control input.

The control signal activates only one of the automata included in it. After
activation, the active automaton is in its initial state so,. Only the active automaton
generates the CA outputs that affect the system object and inform the superior
automaton about its current state.

One of the options for the interaction of automata of two levels in an
integrated hierarchical system is shown in Fig. 2.
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In fig. 2 shows an integrated system consisting of two subsystems with a
common element — an automatic machine CA 1, which performs the function of a
control machine in the system "System object - IOA 1 - CA 1 - OOA 1", and in the
system "CA 1 — CA 2 - I0OA 2" - the function of the control object. Events X,
depending on Yi; can be the fact that CA 1 is in a certain state or the fact of
recognizing a certain sequence of changes in the states of FA 1. Interrelation of the
integrated system Fig. 2 with the higher level is carried out using signals C,, Yss.

\L ) Y>3
External
environment I0A2 X, CA2: S, sq, C:.-Cg,
o automata functions
YL? l YQ
C;
External I0A1 CALER = €5 2,
= X automata functions
environment
System f
Y- 00A1 Yor
object
¥,

Figure 2 - Integrated system structure

In order to confirm the possibility of the integrated behavior of two automata,
consider an example of an integrated system of two automata with the structure
shown in Fig. 2. The automaton is selected as a controlled automaton, the graph of

which is shown in Fig. 3.

Figure 3 - Graph of controlled (a) and control (b) automaton

ISSN 1562-9945 (Print) 71
ISSN 2707-7977 (Online)



«CucremHi TexHouorii» 2 (133) 2021 «System technologies»

Automatic machines Fig. 3 are initial, with an initial state q0. In the automaton
Figure 3a, four cycles are possible, which are listed in Table 1.

Table 1
Cycles of a controlled automaton
Cycle designation Sequence of states and inputs along the cycle
P1 Q0 -x1-ql -x3-9q3-x7-qgq4-x8-q0
P2 g0 -x1-ql -x4-9g4-x8-q0
P3 Q0 -x2-92-x5-q3-x7-94-x8-q0
P4 q0 -x2-q2-x6 -4 -x8-q0

The availability of cycles and their combinations depends on the set of inputs
used and is shown in table. 2

Table 2
Cycles of a controlled automaton
Ne Permitted cycles Permitted inputs
1 P1 x1, x3, x7, x8
2 P2 x1, x4, X8
3 P3 x2, x5, X7, x8
4 P4 x2,X6, X8
5 P1, P2 x1, X3, x4, X7, x8
6 P1,P3 x1, x2, x3, x5, X7, x8
7 P1, P4 x1, x2, X3, X6, X7, x8
8 P2, P3 x1,x2, x4, X5, X7, x8
9 P2, P4 x1, x2, x4, X6, X8
10 P3, P4 x2, X5, x6, X7, x8
11 P1, P2, P3 x1, x2, X3, x4, x5, x7, x8
12 P1, P2, P4 x1, x2, X3, x4, x6, X7, X8
13 P1,P3, P4 x1, x2, X3, X5, x6, x7, x8
14 P2, P3, P4 x1, x2, x4, x5, x6, X7, x8
15 P1, P2, P3, P4 x1, x2, X3, x4, X5, x6, X7, x8

Naturally, the choice of the optimal control (allowed cycles) depends on the
specifics of the control object. At the same time, if we take into account some
additional features, then it is possible to single out typical control algorithms and
control automata that implement them: a control algorithm with a sequential
increase / decrease in functionality, increase / decrease in the path length in a cycle,
decrease / increase the number of inputs used. The combination of the listed options
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determines the typical control behavior at this level of the hierarchy. For example,
suppose that the options for allowed cycles in Table. 2 are ranked according to the
increase in functionality, and then to implement the behavior of a sequential
increase in functionality, we use the control automaton shown in Fig. 3b. The
outputs of this automaton determine the list of permissions for the inputs of the
automatic machine CA 1 in the given state of the automatic machine CA 2. The
control option is changed at the moment of transition through the initial state of the
controlled automatic machine CA 1, which is perceived by the automatic machine
CA 2 as input Y1.

The FSM - Simulator program is designed to simulate a two-level hierarchy
"controlled - controlling automaton", which takes place in an integrated system. The
program was developed in the Visual Studio Code [7] environment in the Type Script
language [8]. The program code is available at the link [9]. The program allows you to
describe the specification of simulated automata by entering text files.

The program screen contains the data folder, the files of which describe the
structure of simulated machines first (control object - CA 1) and second (subject of
control — CA 2). In fig. 4 shows the folder structure of these machines and the
contents of text files that describe the machine CA 1.
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Figure 4 - Screen of the program "FSM - Simulator”

Each machine is described by the following files with the .txt extension:

e Controls — describes the initial enable of the machine inputs to exit each
state when it is active. In the example in Fig. 4 in each state, all inputs are enabled.
During the simulation, some of the permissions are removed,;

e Inputs - describes the input signal (designation and value) in each cycle in
the mode of reading inputs from a file. For example, the record "3 X7 2" means that
on the third clock cycle, the X7 signal acts at the input, which has the value 2. In the
generation mode, any input signal arrives at the input of the machine with equal
probability. In this case, if the signal at the input is not allowed for this state in the
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controls and transitions files, then it is ignored and the previous state is preserved at
this clock cycle;

e OQOutputs — shows the cycle number, designation and value of the input signal,
the value of the states of the machine, as well as the list of inputs allowed for transi-
tion to the next cycle. It is assumed that the CA is a Moore ternary automaton [6]
and the value of its states uniquely determines the value of the outputs. The state in
such a machine, apart from the name / identifier, has the following meanings: "0" -
passive; "1" — transitional; "2" is active. A fragment of the outputs file is shown in
Fig. 5. This fragment of the simulation result, which shows that the active states of
the automaton change cyclically (SO - S1 — S3 - S4 — S0) when the sequence of in-
puts X1 — X3 — X7 — X8 arrives. The rest of the inputs are ignored. After the end of
the cycle, the machine switches to another cycle with the enabled inputs X1, X4, X8.
The presence of simultaneously active and transient states in the operating cycle of
the automaton is a feature of the behavior of the ternary automaton [6];

e States — the designations of states included in the machine are listed. For an
example of an automaton fig. 4 these are five states (SO - S4);

e Transition — each line of this file describes one arc of the automaton graph
and the vertices incident to it. So the record SO S1 X1 2 means that there is an arc X1
between the vertices SO and S1 and the transition is performed if X1 = 2.
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Figure 5 - Fragment of the results of modeling the behavior of the system
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In general, the simulation results demonstrate the ability to control the
behavior of one automaton with the help of another, as a result of which the
interoperability of the systems that form an integrated hierarchical system is
ensured.

Conclusion. The terminology in the field of interoperability of integrated
systems is in its infancy and needs to be clarified. Therefore, the term “interoperable
integrated system” is used to mean “two or more systems that carry out information
and control interaction through a common element, the functions of which are
different in these systems.

It is proposed to use a controlled finite automaton as a model of a typical
element for the implementation of interoperability of systems. The essence of the
interaction lies in the choice by the control machine of the behavior of the
controlled machine using the information provided by the controlled machine
through its outputs.

The content of interaction of systems in an integrated system is determined by
its purpose, goals of functioning and other factors. At the same time, typical targets
are identified in the interaction of the control and controlled automata. For example,
it is expanding the functionality of object control. These goals determine the typical
behavior in the system, which we will call the behavior of the automaton control.
The number of the automaton behaviors, the number of active inputs, the length
(number of stages) of the path in the control cycle is indicators of the level of
interoperability.

Flexibility and variety of types of interaction are achieved by describing the
structure of the machine in the form of data files in text format and executing the
machine with such a structure in a universal software environment.

Using the developed program "FSM - Simulator’, the simulation of the
interaction of such automata was carried out, which confirmed the possibility and
flexibility of the functional interaction of the systems of a hierarchical integrated
system using a standard node based on a controlled automaton.
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UnmeponepabunsHoCcms UHMeE2PUPOBAHHBIX UEPAPXUYECKUX cUCmeM

PaccmompeHsi codepxaHue, csolicmsa u ocobeHHocmu uHmMeponepabuibHoCmMu npume-
HUMesIbHO K UHMe2pupoBaHHbIM uepapxudeckum cucmemam. OmmeyeHo, Ymo mepMuHoI02us B8
obacmu uHmeponepabubHOCMU UHMe2PUPOBAHHBIX CUCMeM Haxo0umcs 8 cmaduu CMaHos/e-
HUS U Hyx0aemcs 8 ymo4yHeHuu. [loamomy mepmuH «uHmeponepabuibHas UHMe2pUpPoBaHHAs
cucmema» npumeHeH B8 3Ha4YeHuUu «0se Uau 6osee cucmemMsl, OCyweCmMBasOUUe UHPOPMALUOH-
Ho-ynpasasouiee s3aumodelicmaue yepes obujuli 31emeHm, PYHKUUU KOMOPO20 8 3MUX Cucme-
Max pasnudHbly.

[lpednoxeHa cmpykmypa munogoz20 3/eMeHma (YHKUUOHANbHO20 B3aumodelicmsus
YposHel uepapxuyeckol cucmemsl. Imom 31eMeHm nocmpoeH 8 sude KOHeYHo20 asmomama c
ynpasasemoli cmpykmypodl. V3ameHeHue 3moli cmpyKkmypbl npoucxooum noo ynpasneHuem Bbi-
wecmosAwe2o asmomama, 4Ymo obecneyusaem uHmMeponepabusbHOCMb YposHel cucmemsl.
[lpednoxeHa KoMnblOMepHas nNpoepamma 0715 MoOenuposaHus B3aumoldelicmsus yposHel ue-
papxudeckoli cucmemsi. [ubkocms u MHO2000pa3zue BUO08 B3aumodelicmsus 0oCmuzHymsl 3a
cyem onucaHus cmpykmypsl asmomama 8 suode ¢aliios OaHHbIX B MeKCMosoM ¢opmame U UC-
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nosiHeHUsA asmomama ¢ makol cmpykmypol 8 yHusepcasnbHol npoepammHoli cpede. lpusedeH
npumep ModenuposaHus s3aumodelicmsus cucmem ¢ UCNOb30BAHUEM NPEOI0KEHHO20 MUN0BO-
20 3/1eMeHma, Komopsbili NoOmseepous BO3MOKHOCMb B3aUMOOelcmBuUs Mexdy cucmemamu ny-
mem ynpasiieHus nosedeHuem 00H020 a8MoOMama ¢ NOMOLWbI0 Opy2020.

Boi0enensl cnedyrowue munossie yeau s3aumoodelcmsus: pacuwiupeHue/cyx)eHue QyHK-
YUOHAIbHbIX BO3MOXXHOCMeU ynpasiieHus 06beKmom,; pacuiupeHue/CyeHue MHOXecmsd ak-
MUBHbIX 8X0008 ABMOMAmMa, KOMOpble UCNO/b3YIOMCA 8 npoyecce ynpasieHus; MUHUMU3Q-
yus/makcumusayus 0NUHbI Nymu 8 YUK/Ie ynpasisemo2o asmomama. Imu yeau onpedenanom
munogoe nogedeHue 8 cucmeme, KOmopoe Ha3B8aHO NosedeHUeM yNpasaeHUs asmomamom. Xa-
paKmepucmuKu asmomMamos No 3mum UYesaam npedIoKeHo UCNoib308amb 8 KaYecmse nokasa-
mesiell ypoBHA UHMeponepabubHoCMU.

InmeponepabinsHicms iHme2poBaxux iepapxiyHux cucmem

Po3sansiHymo 3micm, sracmusocmi (i ocobiusocmi iHmeponepabiibHOCMi CMOCOBHO THMe-
2pOBAHUX TEPAPXTYHUX cucmem. Bid3HayeHo, wjo mepmiHonozis 8 o61acmi iHmeponepabinbHocmi
IHMe2poBaHux cucmem 3Haxoo0umscs 8 cmadii CMaHOBAGHHA Ma nompebye ymoyHeHHsA. Tomy,
mepMiH «iHmeponepabinbHa IHMe2poBAHA cUCMeMa» 3aCMOCOBAHUL Y 3HAYeHHT «081 abo 6i/b-
we cucmemu, wo 30ilcHIOOMb THhOpMayiliHO-Kepyody B3aEMOOTI0 Yepe3 CniibHUl enemeHm,
QYHKYIT K020 B YUX cUCMEMAaX Pi3HI».

3anponoHosaHo cmpykmypy munosozo esieMeHma QyHKYI0HAIbHOT B3aEMOODIT piBHIB 1€Pa-
pxiyHoi cucmemu. Lleli enemeHm nobydosarull y Bu2is0i CKIH4eH020 aBmMoMama 3 KeposaHok
cmpykmypoto. 3MiHa yiei cmpykmypu 8i06yBaEMbCcs nid KepysaHHAM BULLO20 B TEPApPXii asmo-
mama, wo 3abe3neyye iHMeponepabinbHOCMb PiBHIB cucmemu. 3anponoOHOBAHO KOMN'tomepHa
npozpama 0115 MOOeIBAHHSA B3AEMOOTT piBHIB IEPAPXTYHOT cucmemu. [HyYKicmb i pi3HOMAHIMmsA
8018 B3AEMOOiT A0CA2HYMI 3a paXyHOK ONuCy CMpyKkmypu agmomama y suzaa0i ¢aiinis 0aHux 8
meKcmosoMy opmami ma BUKOHAHHA ABMOMAMA 3 MAKOK CMPYKMypow B8 YHIBEPCASbHOMY
npozpamHomy cepedosulyi. HasedeHo npuknad mooeno8aHHA B3aEMOODTi cucmem 3 BUKOPUCMAH-
HAM 3anpoONOHOBAHO20 MUNOBO2O efeMeHma, AKUL nidmsepous MOXUBICMb B3AEMOOTT MIX CU-
cmemamu WSXoM KepyBaHHA nosediHKO 00H020 asmomama 3a 0NnoMo20t0 THW020.

BuoineHo maki munosi yini 83a€MOOTi: pO3WUPEHHSA / 3BYXKEHHA PYHKUTOHAbHUX MOXU-
gocmell ynpagiiHHA 06'€KMOM; pO3WUPeHHS / 3BYKEHHA MHOXUHU GKMUBHUX B8X0018 ABMOMA-
ma, AK1 BUKOPUCMOBYIOMbCA 8 NPOYEC KepyBaHHA,; MIHIMI3aYiA / MAKCUMI3AUIA O0BXUHU WAXY
8 YUK KeposaHo2o asmomama. i yini susHa4atoms munosy nosediHKy 8 cUCmemi, AKy HA380-
HO N0BeOTHKOIO KepyBaHHA asmomamom. XapakmepucmuKu agmomamis no yum Yiiam 3anpono-
HOBAHO BUKOPUCMOBYBAMU 8 AKOCMI NOKA3HUKIB PiBHS THMeponepabinbHoCmi.
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ITonskoB Muxaitio OmnekciiioBuu - 1podecop Kadbeapu eNeKTPUYHUX Ta
eJIeKTPOHHMX alapaTiB Hal[iOHAJIbHOTO YHIBEPCUTETY «3aropi3bKa IOJiTeXHiKa».
Cyo6orin Cepriit OjekcaHapoBMY - 3aBimyBau Kadeapoio MporpaMHUX 3aco0iB
HanioHa/sbHOTrO yHiBepCcUTeTY «3aropi3bka MOJTiTeXHIKay».

IMonskoB Osekciii MuxaiyioBu4 - CTyaeHT Kadeapu TeXHiUYHOI KibepHeTUKU
HaiioHa/JIbHOTO TeXHIYHOTO yHiBepcuTeTy «KieBCbKuii MOMITeXHIYHUI MHCTUTYT iM.
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