«CucremHi Texsouorii» 1 (132) 2021 «System technologies»
DOI 10.34185/1562-9945-1-132-2021-11

UDC 004.415.2

I.V. Ponomarev
FEATURES OF CREATING A VOTING SYSTEM USING
THE ETHEREUM BLOCKCHAIN PLATFORM

Abstract. Today, blockchain applications are being developed for a wide variety of areas of activ-
ity - from trade and advertising to logistics and social networks. Building an application using a
ready-made blockchain on one of the specialized platforms is the most efficient way to develop.
The development of a decentralized voting system on one of the most functional blockchain plat-
forms Ethereum with a developed infrastructure for creating smart contracts is being considered.
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Formulation of the problem. When creating an online voting system, it is
important that the system is accessible to voters and observers, reliable, protected
from attacks and falsifications, and at the same time, hides information about how a
particular voter voted.

Centralized voting systems have a single central node for storing, counting
votes and issuing voting results, which is the main point of failure of the entire
system.

Therefore, for reliable operation, a decentralized system based on blockchain
technology without a single master node, with control distributed among many
nodes, is needed.

The creation of such a system is possible in two ways:

- development of your blockchain system from scratch,

- using existing blockchain platforms based on smart contracts.

The first method is very laborious, since it is necessary to implement all the
basic elements of support for the performance of a decentralized system: the
creation of blocks, the consensus mechanism, mining algorithms, key generation,
encryption, data transfer between nodes [1].

The second method allows creating business logic of an application using smart
contracts on the basis of a ready-made blockchain platform infrastructure.
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Purpose of the research. Consideration should be given to creating a reliable
voting system based on the open Ethereum platform. During the development
process, the following steps should be performed:

1) writing a smart contract to implement the voting functionality;

2) development of an interface for voting and viewing the results;

3) deployment of a private blockchain network on the Ethereum platform:
creating network nodes and setting up their interaction with each other;

4) compilation and implementation of the contract into a private blockchain
network;

5) testing the performance of the developed system from various network
nodes.

Main part. The use of blockchain for voting provides the following benefits:

» Transparency of the process. Ability to control the voting process - any
participant can deploy a node with a full copy of all data and analyze it.

« Protection of results. Voting results cannot be falsified. You can always check
how many votes were issued at the beginning of the vote, how they were distributed
among wallets and at what time the transactions were carried out.

« Anonymity. A public and private key pair is created for a voter on the local
machine, and no one knows that a particular wallet belongs to this voter. Thus, no
one can know how a given participant voted.

» Speed of data processing. Decentralization allows you to see the overall vot-
ing results at each network node.

The open platform Ethereum represents a single decentralized virtual machine
in a peer-to-peer network and allows transactions of any complexity level. Smart
contracts allow you to register transactions with any asset in a distributed ledger,
protecting transactions through hash sums on the blockchain. A smart contract is
executed on every node in the network [2].

To develop smart contracts in Ethereum, the built-in programming language
Solidity is used, in which you can create contracts with arbitrary conditions,
transaction formats and state change functions.

One of the most convenient tools for writing and compiling smart contracts for
the Ethereum platform is the Remix IDE. It includes a built-in debugger with
blockchain emulation mode in which you can run contracts and a testing
environment. After compilation and testing, contracts are executed on the Ethereum
virtual machine [3].

An example of a smart contract for voting.
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pragma solidity >=0.4.0 <0.6.0;
contract Voting {

mapping (bytes32 => uint256) public votesReceived;

bytes32[] private voteAnswers;

string public voteQuestion;

constructor (string question, bytes32[] voteAnswers) public {
voteQuestion = question;
voteAnswers = voteAnswers;

}
function totalVotes (bytes32 variant) constant public re-
turns (uint256) {
require(valid (variant));
return votesReceived|[variant];

}

function vote (bytes32 variant) public {
require(valid(variant));
votesReceilved|[variant] += 1;

}

function valid(bytes32 wvariant) constant public returns (bool)

for(uint 1 = 0; i < voteAnswers.length; i++) {
if (voteAnswers[i] == wvariant) {
return true;

}

return false;

}
function getAnswers () public constant returns (bytes32[]) {
return voteAnswers;

}
The contract has a constructor that takes 2 parameters: a string of type string,

in which the question of the vote is passed, and an array of type bytes32, in which
the choices (candidates) are passed. bytes32 is a byte array of a fixed size of 32 bytes.
Fixed length bytes can be used in function arguments to transfer data or return data
by contract.

Function vote adds a vote for a specific candidate (variant). Function totalVotes
returns the number of votes for a specific candidate (variant). They use function re-
quire (bool condition), which checks the condition and if the condition is false, abort
and return the state change. Function getAnswers returns a list of voting results.

To connect nodes to the blockchain, the implementation of the Ethereum Geth
protocol is used, which is downloaded as a client to all network nodes. A private
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blockchain network with its unique first block and network identifier is being
deployed. The initial genesis block is created based on the genesis.json configuration
file. The required number of network nodes is created, mining is started. The
contract is compiled and deployed on the private blockchain network.

To work with a smart contract, you need to access it through a web interface,
which includes web pages with forms for entering variable values and passing them
to functions. For interaction between the browser and the blockchain, the Web3.js
library is required, which allows working with the nodes of the Ethereum network
using the Remote Procedure Call (RPC) and HTTP [3] protocols. With its help, event
handlers are created that implement the corresponding functions of the smart
contract (Fig. 1).
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Figure 1 — Decentralized application architecture
on the Ethereum blockchain

For the convenience of interacting with the contract, an interface has been
developed for voting and viewing the results. The voter is authorized, the connection
to the network node is made, the identifier of the smart contract is specified, the
account containing this contract is unlocked, the data for its operation is loaded.
After a voter selects one of the candidates on the form, information in byte32 format
is sent for processing to the smart contract of the network node. A transaction is
created with a call to the contract, mining is started and after its completion, the
contract is executed, the results of its work are saved and displayed on the web page.
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Thus, a decentralized application has been created, ready to be placed on the
real blockchain of the Ethereum network. However, for each use of the computing
resources of the platform when executing a smart contract, a commission will be
charged, which goes to the platform miners who ensure the operation of the
network.

Conclusions. The features of the Ethereum open blockchain platform and its
tools for developing a smart contract and an interface for a voting system are
considered. The sequential stages of actions are described: creating nodes and
combining them into a network, installing the necessary tools on them, creating and
debugging a contract, introducing a smart contract into a blockchain network,
creating a user interface and interacting with a blockchain.
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Ocobnusocmi cmgopeHHA cucmemu 2010CYBAHHSA
3 BUKOpUCMAHHAM 610KYeliH-nn1amgopmu Ethereum

Cucmema OHNQLIH-20/10CYBAHHS NOBUHHA 6ymu AocmynHow i HAOIliHOW, 3axUUeHo ma
aHOHIMHOW. Bci yi skocmi 3a6e3neyye deyeHmpanizosaHa cucmema 3aCHOBAHA HA MeXHO02iT
6/10KYeliH 6e3 EQUHO20 20108HO20 BY3/10, 3 yNPABATHHAM PO3NOOiNEHUM MiX 6a2amsma 8y31aMu.

Moxnuso po3pobumu cgoto 60K4eliH-cucmemy 3 Hyas abo BUKOPUCMOBYBAMU ICHYIOYY
6n0k4eliH-nnamegopmy. lepwuli cnocié dyxe mpyoomicmkul, mak sk HEOOXIOHO peanizosysamu
B8Ci 6a3081 efneMmeHmMu NIOMpPUMKU npaye30amHocmi 0eyeHmpanizoBaHoi cucmemu: CMBopeHHs
0J10KIB, MeXAHI3M KOHCeHCYCy, anzopummu mMaliHiHey, 2eHepayii Kaw4is, WugpysaHHs, nepedayi
oanux Mix syznamu. [pyeuli cnoci6 0o3sosse Ha 6a3i 20mosoi THppacmpykmypu 670KYeliH-
naamegopmu cmsoptosamu 613Hec-102iKy 000amKka 3a A0ONOMO20K0 CMAPM-KOHMPAKMIs.

Po3znsadaembscs po3pobka OeyeHmpanizosaHoi cucmemu 2070CYBAHHA HA 00HIl 3 Hal-
6inbW yHKUIOHANbHUX G10KYeliH-naameopm Ethereum 3 po3suHeHow THGHpacmpykmypot 015
CMBOPEHHSA CMAPM-KOHMPAKmMIB.

pO3po6KU cMapm-KoHmpakmy ma iHmepgelicy a8 cucmemu 2070CyB8aHHSA. ONUCyrOMbCA NOCAI-
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008HI emanu 0ili: cmBopeHHs BY3/i8 1 06'€OHAHHA iX B8 Mepexy, YCMAaHOBKA HA BY3/1aX HEObXio-
HUX THCMpPYMeHmMaabHUX Nnpo2pam, CMBOPEHHA 1 HANA200EeHHA KOHMPAKMmy, B8npoBAaOXKeHHA
cmapm-koHmpakmy 8 6J10k4eliH-Mepexy, cmBopeHHA THmepgelicy Kopucmysaya i 83aEmMo0iA 3
6710KYeliHOM.

CmsopeHo OeyeHmpanizoBaHuli 000amoK OHNALUH-20/10CYyBAHHA 20mMOBUL 0N PO3MIU4EHHS
8 peanbHili 61okyeliH-mepexi Ethereum.

OcobeHHOCMU C030aHUA CUCMeMbI 2010COBAHUSA
Cc ucnonb3osaxuem 610k4eliH-nnamgopmoi Ethereum

Cucmema oHNaliH-2010C0BAHUS 00KHA bGbIMb 00CMYNHOU U HadexHoU, 3awuueHHou u
aHOHUMHOU. Bce smu kayecmsa obecneyusaem OeyeHmpasu308aHHAA CUCMeMA OCHOBAHA HA
mexHoso2uu 6s10kyeliH 6e3 eQUH020 21aBHO20 Y314, C ynpasieHuem pacnpedesneHHoli mexoy
MHO2UMU y3/1aMU.

Bo3moxHo pazpabomams c8010 6710K4elH-cucmemy C HyJIA UAU UCNOJIb308AMb Cyusecmsy-
rowyto 6okyeliH-nnameopmy. [lepssili cnocob o4eHb mpyodoemKull, Mak KaK Heobxooumo pea-
JIU308bIBAMb BCE 0A308ble 3/1eMeHMmbl N000epKaHUs pabomocnocobHocmu OelyeHmpanu308aH-
Holl cucmembl: c030aHUe 610KOB, MeXaHU3M KOHCeHCyca, anzopummsl MaliHuHe, 2eHepayuu K-
yell, wugposaHue, nepedayu OaHHbIX Mexdy y3namu. Bmopol cnocob no3gosnsem Ha 6aze 2o-
mosol uHgpacmpykmypsl 610Kk4eliH-nnamgopmbl co30as8ams OU3HEC-02UKY NPUSIOKeHUs C
NoOMOUibIO CMApPM-KOHMPAKMOo8.

Paccmampusaemcs paspabomka deyeHmpanu3os8aHHoli cucmembl 2010COBAHUS HA OOHOM
u3 Hau-6osee YHKUUOHANbHbIX 610KYelH-nnamgopm Ethereum ¢ pazsumodl uHgpacmpykmy-
pou 0215 c030aHUA CMApmM-KOHMpPAKMmMos.

Pasbupatomcs ocobenHocmu omkpsimol naamegopmsl Ethereum, ee uHcmpymeHmapuu
013 paspabomku cMapm-KoHmMpakma u uHmepdelica 015 cucmemsbi 2010c08aHus. Onucsisarm-
cA nocne-0osamesibHO 3mane! delicmsuli: co30aHue y3108 U 06be0UHeHue UX 8 cems, YCMAHO8-
Ka Ha y3/1ax Heob6X00U-HbIX UHCMPYMEHMAbHbIX NPO2PAMM, CO30AHUS U OMAAOKU KOHMpPakma,
BHeOpeHue cMapm-KoHmpaxkma 8 6J10k4eliH-cems, co30aHue uHmepgelica nosb308amens u 83a-
umodelicmsue ¢ 610KYeliHOM.

Co30aH OeyeHmMpanu30BaHHbIU NPUOXeHUEe OHAAlH-20/10COBAHUA 20mM0O8 0418 pasmeuje-
Hus 8 peanbHoli biokyeliH cemu Ethereum.
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