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CONTROLLING OF HIERARCHICAL OBJECT

Annotation. Existing methods of controlling industrial dispatching control systems (IDCS)
lose their effectiveness due to the increase in their complexity. Therefore, research for the im-
plementation of a distributed component-oriented production control system for dynamic
IDCS is relevant and has practical significance. The purpose of the work is to present the ar-
chitecture of a distributed component-oriented production control model for dynamic IDCS
for controlling an object in real time. Conclusions: 1) a four-level IDCS architecture is pro-
posed, which allows implementing the functioning of complex hierarchical automation ob-
jects; 2) a production system architecture for the system level of automation is proposed,
which consists of low-level, complex and system levels, and a production system architecture
for automated control at the main server level, which consists of complex and system levels;
3) the presented models are tested on the IDCS test problem with three systems. Based on the
results of comparing the control indicators according to the proposed production model and
the finite state machine, the advantages of the proposed method were determined: an increase
in correctness by 16% and an increase in the share of fully automated actions by 15%.

Key words: production system, distributed control system, industrial dispatching control sys-
tem, inference engine, CLIPS.

Problem statement. Generally accepted methods of control of industrial dispatching
control systems (IDCS) are based on linear mathematical algorithms or on algorithms of finite
automata. The rapid development of hardware has allowed to reduce the cost of building
complex hierarchical automated complexes, which has led to their implementation in many
areas of science and technology. The increase in the number of operations that are subject to
automation has led to more complex scenarios of operation of these systems. At the same
time, existing control methods are losing their effectiveness. One of the key areas of research
in control automation is the application of artificial intelligence methods. Depending on the
scope of application, various software tools based on neural networks or fuzzy logic methods
are currently used. However, in the case of controlling an object with strict logic of operation,
it is most advisable to use systems based on production models of knowledge. These models
allow for high accuracy of the system operation with a sufficient level of its flexibility. How-
ever, implementation using basic models does not provide sufficient speed of determining
control action. That is why further research for the implementation of a distributed compo-
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nent-oriented production control system for dynamic IDCS is relevant and has practical sig-
nificance.

Analysis of recent research. The creation of an IDCS is a complex task, the main stag-
es of which are the development of the general architecture of the automation object, the im-
plementation of software algorithms for control and management, testing of the software and
hardware complex and its implementation. In work [1], the authors considered modern archi-
tectures for building complex technological objects and presented intelligent methods for their
modeling. The work defined the concept of a dynamic system and showed that most existing
systems belong to this class. The method of controlling such systems was based on differen-
tial equations and provided high accuracy and speed of operation. One of the industries where
hierarchical distributed models are widely used is control systems in the energy sector. In
work [2], the authors considered a control system in a power system based on wind and solar
energy. They determined the advantages of building hierarchical systems based on microgrids
and presented mathematical algorithms for controlling them. However, the application of
mathematical methods to large hierarchical systems is not always possible, since it requires
the solution of higher-order differential equations.

Another option for implementing control of automated systems is the use of neural net-
works. In work [3], a complex hierarchical system for managing groundwater resources under
climate change conditions based on the CNN-Bi LTM network was presented. This approach
showed high accuracy in solving the problems under conditions of uncertainty of the input
data boundaries. However, the proposed algorithms are not practical to use in systems of strict
automated control.

Another approach to implementing control and management algorithms for complex hi-
erarchical complexes is the use of production systems. In [4], the authors presented the use of
CLIPS to assess the feasibility of using solar energy in the field of residential and commercial
electricity supply. In [5], the problem of traffic light control was considered. The authors ar-
gued that the use of traditional methods to solve this problem does not give an optimal result
due to the increase in traffic, which leads to a complication of the road situation. A production
system based on the rules of the Traffic Lights Expert System (TLES) was proposed. The re-
sults obtained showed the feasibility of using the proposed system based on the data obtained
to reduce the level of traffic congestion on the roads. At the same time, the control process
met the time requirements, which is critical for real-time systems.

In work [6], the problem of mixing drilling fluids was considered. Within the frame-
work of the work, the authors determined the structure of the production complex, described a
set of rules according to which the fluids are prepared, and showed the interfaces of the sys-
tem operator, which is part of the overall automation system. The system was tested in a real
production process, and the obtained data showed that the solution meets all the necessary
standards.

In article [7], the process of modeling functional processes between components of a hi-
erarchical control object was considered, which allows simulating the system operation during
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testing. It was determined that the modeling process allows you to detect and correct errors in
the logic of work, some of which are critical for the operation of the automated complex.
However, the presented methods do not reflect the specifics of a control object with a
complex distributed hierarchical structure. Therefore, it is necessary to take into account the
specified specifics at the level of the control object representation model.
The purpose of the work is to present the architecture of a distributed component-
oriented production model for a IDCS for controlling an object in real time.
To achieve this goal, it is necessary to perform the following tasks:
1. Determine the IDCS architecture for implementing a production control system.
2. Determine the architecture of a distributed component-oriented production control
system.
3. Test the presented architectures on a test IDCS.
1. IDCS architecture for production control system
To implement a distributed component-oriented production system, the IDCS architec-
ture is used, presented in Fig. 1.
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Figure 1 — IDCS architecture

At the programable logical controllers level (PLC level), direct control of the equipment
and receipt of data from sensors are implemented. Each control panel, depending on the com-
plexity of the system, can contain one or more PLCs. Communication of controllers with
server equipment of the system level occurs using standardized protocols, most often
TCP/UDP Ethernet. In addition to standard protocols, internal protocols offered by the hard-
ware manufacturer can also often be used.
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At the system level, the system is controlled as a single unit. The basis of this level is
server equipment, in particular servers for processing and storing information. Depending on
the architectural features of the logical controller level and the overall complexity of the sys-
tem, the system level can be implemented both on the basis of one local hardware server and
on the basis of a group of servers, both local and remote. Within the system level, there is no
exchange of information between servers of different systems. This allows to ensure the safe-
ty and reliability of each individual system.

At the main server level, from a hardware point of view, communication between serv-
ers of the system level occurs. At the same time, access to the physical equipment at the PLC
level is unavailable to guarantee correct control of field-level devices. From the point of view
of business logic, this level ensures the interconnection of all systems with each other, as well
as the connection with automated workplaces. An automated workplace is a set of software
and hardware that implements the interaction of personnel with some part of the overall sys-
tem.

2. Architecture of a distributed component-oriented production system
Production systems implemented to manage a hierarchical object have a three-level dis-
tributed architecture, which is presented in Fig. 2.
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Figure 2 — System-level production system architecture

The implementation of a production system for controlling equipment within a separate
industrial system of a general complex takes place on system-level servers. A three-level dis-
tributed hierarchy [7] is chosen for it, which consists of:

1. Work memory, divided into 3 segments depending on the level. The first segment re-
flects the state of specific low-level interfaces that directly interact with field-level equipment.
The second segment, which is the middle level, reflects the state of components that aggregate
field-level equipment and act as a single mechanism. The third segment reflects the state of
high-level complex nodes that consist of structural components of the middle-level system.

2. A knowledge base, similarly divided into three segments, each of which contains
rules for processing information at a specific level.

3. A logical inference engine that works in the direction from the lower to the upper
levels.

The control of various systems as a single complex is carried out by the production sys-
tem of the main server level. At the same time, its hierarchy is similar to that of production
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systems at the system-level. The difference is that there is no lower level of segmentation,
since interaction with physical equipment at the main server level is unavailable for security
reasons.

3. Computational experiments

The presented approach to the implementation of a hierarchical object was tested on a
complex system consisting of separate emergency lighting systems, emergency power supply
and access control and management system of data center. CLIPS [8] was chosen as a produc-
tion model. Interaction with the Schneider Modicon M241 PLC at the system level was con-
figured through driver programs written in C. Dell Precision Tower 7810 workstations were
used as servers. The implementation of the operator control software and general business
logic was performed in C#. The graphical interfaces of system operators are implemented us-
ing WPF technology.

6 sets of emergency scenarios were defined for testing the software-hardware complex:

1. Failure of a non-critical component of one of the systems.

2. Failure of 10% of the components of one of the systems.

3. Failure of a critical component of one of the systems.

4. Failure of 10% of the critical components of one of the systems.

5. Conflict in the operation of components of one system.

6. Intersystem conflicts.

The main parameters considered in the testing process were the correctness of decision-
making by the distributed production system, the time of information processing, the propor-
tion of fully automated control actions. A comparison of the presented method with the tradi-
tional control algorithm implemented on a finite state machine was carried out. The averaged
test results are summarized in Table. 1.

Table 1
Test results

Test set

Parameter Method
1 2 3 4 5 6

Fin. state mach. | 320 | 415 | 350 | 820 | 1250 | 1325

Average time, ms
Prod. system | 350 | 520 | 360 | 750 | 1300 | 1670

Fin. state mach. | 100 90 100 | 75 80 50

Correctness, %
Prod. system 100 | 90 | 100 | 90 | 85 | 85

Fully automated op- Fin. state mach. | 100 | 85 | 80 | 75 | 70 | 65

erations, % Prod. system | 100 | 100 | 100 | 90 | 80 | 75

The obtained data allow us to conclude that the average operating time of the production
system is 10% longer. However, the results of its work are 16% more correct on complex
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tasks, in particular on intersystem conflicts. This is due to the fact that describing all possible
scenarios of intersystem interaction for the operation of a finite automaton is a rather labori-
ous process that is difficult to test. Therefore, in practice, a large number of scenarios are not
prescribed, which ultimately leads to errors. The production system is able to build logical
chains even without all the necessary information, which allows to increase the correctness of
the obtained solution. The share of fully automated control actions of the complex built on the
production system is also 15% higher for similar reasons.

Conclusions:

1. A four-level architecture of the IDCS is proposed, which allows to implement the
functioning of complex hierarchical automation objects.

2. Architectural solutions for management at the system level and at the central server
level are proposed.

3. The presented models are tested on a test problem of IDCS with three systems. Based
on 6 test sets of emergency situations, the speed, correctness and share of fully automated ac-
tions of the software complex based on the production system are determined. According to
the results of comparing the control indicators according to the proposed production model
and the finite automaton model, it was determined that control according to the proposed
method increases correctness by 16% and allows increasing the level of the share of fully au-
tomated actions by 15%.
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Po3nooinena npodykuyiiina cucmema Kepy8anHus i€papxXiyHum 00’ €kmom

Icnytoui memoou KepyeanHs aBMOMAMU308AHUMU CUCMEMAMU OUCNEMYEPCbKO2O
ynpasninusa (ACAY), aki 6azyiomvbces Ha MmamemMamudyHux areopummax 4u Ha MoOensx
CKIHYUEeHHUX asmomamis, empaqaroms Cc80K e@eKmueHicms Yepe3 NiOBUWEHHS pIGHS
ckaaonocmi 06 ’ekmis asmomamu3zayii. 3acmocy8anus mMemooie Wmy4Ho2o iHmenexmy 0
Maxkux cucmem 00360JA€ NIOBUWUMU WBUOKICMb Ma KOpeKmHicme Kepytoyoi 0ii. Tomy ax-
MYanbHoOW € 3a0aua B60OCKOHANEHHA Memooi8 KepYBaHHsA CKIAOHUMU IEPAPXIYHUMU
00’exmamu Ha OCHOBI nioxodie wmyurnozo inmenexmy. Ilposedeni docnidxicenHs nokasanu,
Wo iCHY10Ui Memoou 00380510Mb GUKOHYBAMU OKpeMi 3a0adi 8 3a2aibHill cucmemi agmoma-
MU308aH020 KEePYBAHHS, OOHAK iX KOPEKMHICMb Ma YACMKA NOBHICMIO ABMOMAMU308AHUX
Oill € HeOOCMAMHBLO BUCOKOIO, OJisL KEPYBAHHS 00 EKMOM 8 YIOMY.
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Memoio pobomu € npedcmasnenns apximekmypu po3nooileHoi KOMHOHEHMHO-
opienmosanoi npooyxyitnoi modeni ACHY ons kepysanus icpapxiunum 00’ €Kmom 6 pexncumi
PeanbHo20 4acy.

Bucnosku: 1) 3anpononosano apximexmypy ACHY, saxa o0o3zgonsc peanizogysamu
@DYHKYIOHYBAHHA CKIAOHUX I€PAPXiYHUX 00'ckmie asmomamusayii ma cK1a0aemvcs 3 4o-
MUPbLOX PIGHIG: NO2IYHUX KOHMPOIIEPIB, CUCMEMHUX CepBepis, 20JI06HO20 cepeepy ma asmo-
MAMU308anUx pooouux micys, 2) 3anponoHO8AHO ApXimeKmypHi pilueHHsA 05l YNPAGLiHHI HA
cucmeMHOMY PIBHI Ma HA PIBHI YeHMPATbHO2O cepeepa; 3) NpoeedeHo anpodbayilo 3anpono-
Hosanux mooenell Ha mecmogiu 3aoaui ACIY 3 mpvoma cucmemamu. /[ns anpodayii 6yno
BU3HAYEHO 6 HAOOPI6 MecmosUX OAHUX, KI BIOPIZHIUCL 3a MUNOM ABAPIUHUX CYEeHApiig po-
oomu. Tecmosa cucmema Oyna peanizosana Ha OCHOGI anapamuoeo 3abesneyenns Schneider
Electric ma Dell. 3aci6 peanizayii npooykyitinoi mooeni — CLIPS. Mosu npoepamysanns, éu-
Kopucmati 01a peanizayii npoepamuux cucmem — C, C#. 3a pezyremamamu nopisnanus no-
KA3HUKI@ KepY8aHHs 30 3anpONOHO8AHOI0 NPOOYKYIIHOI MOOEJNI0 Ma MOOENNI0 CKIHUeHHO20
asmomama GU3HAYEHO, W0 YNPAGIIHHA 34 3aNPONOHOSAHUM MemOOOM NIOBUULYE KOPEKN-
Hicmb Ha 16% i 0036015€ 30ibUWUMU PIBEHb YACMKU NOBHICIIO ABMOMAMU308AHUX Oill HA
15%.
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