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A PPYBAHHA TA PO3IIN®PYBAHHA JAHUX Y DATASTORE
JJI1 BE3IIEYHOI'O JIOKAJIBHOT'O 3BEPIT’AHHA

Anomayisn. AkmyanbHicms 00CAIONCEHHS 3YMOBNIEHA PUSUKAMU BUMOKY KOH@DIOeHYIIHUX Oa-
HUX y MoOibHUx oodamkax. Pozensinymo npobaemy 6i0Kkpumoco 30epicawHs OaHUX Y
DataStore Android. Mema — 3abe3neuumu 6e3neune noKanbHe 30epedceHHs: MOKEHI6 uepes
AES-wugppyeanna (CBC, PKCS7). Ilioxio, 3anpononosanuti y cmammi, 3anobicac He-
CAHKYIOHOBAHOMY OOCMYNY, WO Ni0gUUYe be3nexy uymausoi ingopmayii

Knrwouosi cnosa: wugpysanns, DataStore, AES, 6e3nexa oanux, Android, moxenu, xongioen-

ylitinicmo.

IlocranoBka mpodJemu. JlokaapHe 30epiraHHs JaHUX Ha MOOUIBHUX MPUCTPOSX €
BaYXJIMBOIO CKJIAJIOBOIO O€3IEKH MePCOHANBHOI Ta KopriopaTtuBHOi iHGopmarii. CmapTdonu Ta
IJIAHIIETH 9aCTO MICTATh KOH(DIICHIIIMHI AaHi, Takl SK mapoJi, (piHaHCOB1 BiIOMOCTI, IIPUBAT-
Hi MOBIIOMJICHHSI Ta po00Ul JOKYMEHTH. SIKIIO 11 1aHI HEJOCTaTHBO 3aXMILEH], BOHH MOXYTh
CTaTH IIJLUTIO JIJIS 3I0BMUCHHUKIB, 10 3arPOXKY€E K OCOOMCTIi, Tak 1 nmpodeciiiniii 6e3meri Ko-
pucTyBaua.

OCHOBHUMM PU3UKaMH JIOKAJILHOTO 30epiranHs € Gi3MuHUi JOCTYI 10 MPUCTPOIO, 37I0M
ornepauiiHoOl CHCTEMH Ta BUTIK JaHUX uYepe3 IIKIUIMBI nporpamu. HenocraTHii piBeHb mmd-
pyBaHHs abo0 ciabki mapoJii MOXKYTh 3pOOUTH MPHUCTPiM Bpa3IUBUM /0 aTak. ToMy cydacHi
orepauiiHi cucTeMu MOOIIBHUX MPHUCTPOIB MPOMOHYIOTH TaKi 3aco0M O€3NeKH, sIK arnapaTHe
mudpyBaHHs, OloMETpUYHY aBTEHTH(IKALI0O Ta 3aXUIIEHI CepeloBUINA Ui 30epexeHHs
KPUTUYHHX JIaHUX.

AHani3 octaHHiX aociailkeHb i myOaikamiii. Android mponoHye Kilbka BapiaHTIB
30epiraHHs JaHUX:

v' nokansHe cxouine (Internal Storage) - mocTyIHe JHIIe [T CAMOTO O/IATKA;

v' 3oBHimHe cxosuiie (External Storage) - panimie SD-kapTa, 3apa3s - 1€ CHiJIbHE CXO0-
BUIIIE HA MPUCTPOI;

v’ crineHi HanmamtyBanus (SharedPreferences) - 1uis 30epiranHs mapu KIl04-3HaAYEHHS;

v' SQLite-6a3a nanux - 1yist 30€peKEeHHSI CTPYKTYPOBAHUX JTAHUX;

v' Keystore - st 36epiransst KpUNTorpapiyHux KIIOUiB;

v/ XMapHe CXOBHIIIE - JaHi MOKYTb 30epiraTucst Ha CEpBepi.

V crarri [ 1] 3anpornoHOBaHO BUKOPUCTAHHS AUHAMIYHOTO aHAJI3y, KU 103BOJISIE BU-
SIBUTH HeOe3meuHe 30epirants TaHuX y peadbHOMY 4aci, 6€3 moTpedu JOCTyny 10 BUX1THOTO
KOJy ToJaTKa. ABTOPH IIi€] CTaTT1 BKa3yrOTh Ha Te, 1m0 Scoped Storage cyTTeBO mokparnrye

© Knumenko A.M., Kaprienko H.B., I'epacumos B.B., 2025

ISSN 1562-9945 (Print) 187
ISSN 2707-7977 (Online)



«CucremHi Texnonoriiy 2 (157) 2025 «System technologiesy

Oe3meky, aje 6araTo J0AaTKiB 00X0aAThcsa 0e3 Hboro. OKpiM LBOTO, JEsIKi T0JaTKU MArOTh
HeOe3MeYHHn JOCTYN 10 CUCTEeMHUX (hailiniB Ta 30epiraloTh YyTIHBI JaHi y CIIUJIbHHUX MAIKax,
[0 CTBOPIOE PU3HMKH BUTOKY iH(opMalii. Ajie y CTaTTi He pO3IIIHYTO, Y1 BUKOPHCTOBYIOTh
JIOAAaTKH MH(pyBaHHS A7 3aXUCTY YYTIMBHX JaHUX, @ TAKOXK T€, YU MEPEBIPAIOTHCS KIIFOU1
noctyny 1o Keystore.

ABTOpH cTaTTi [2] NPOMOHYIOTH HACTYITHI PILICHHS JJIS 3aXUCTY aHUX:

e ¢izmuni pimenns: CleanOS, TinMan, Sentry, Deadbolt, DroidVault ta ARMOR
(3axwmcr Bim RowHammer-arak);

e mporpamui pimeHHs: BukopuctanHs Android Encryption Systems (FDE ta
KeyChain), 6ioMmeTpu4HOi aBTeHTH}IKAIIT Ta XMAPHUX TEXHOJIOTIH.

e BUpillIEHHS NpoOJieM 3 BIPOBAKEHHIM Kpunrorpadiunux API uepes nomuinku po-
3pOOHUKIB.

OpnHak BIUIMB IM(PYBAaHHS HA MIBUIKOAIIO JOJATKIB Ta aBTOHOMHICTh IIPUCTPOLO 3a-
JIMILIAETHCA 11032 iX yBaror. OKpiM LIbOTO, HE PO3IJISIHYTh NUTaHHS: «UH1 BUKOPUCTOBYIOTh
JO0JAaTKK HasexHe mudpyBaHHa?», «Hu nocratHbo 3axuiienuil Keystore Bijg komnpomera-
mii?»

VY crarti [3] 00roBOprO€ThCS BAXKIUBICTH O€3MEKH TaHUX Y Cy4acHOMY Lu(poBOMy
CBITI Ta MpeACTaBICHUH IHCTPYMEHT /s 3aXucTy uyTiuBoi iHpopmarii HashiCorp Vault. Bin
MOJke mIQpyBaTH Ta po3mudpoByBaTH AaHi 03 iX 30epiraHHs, M0 KOPUCHO IS JOJATKIB,
AK1 TOTPEOYIOTh MOKIIMBOCTI U pyBaHHA 0e3 BUIayl KIT0viB mudpyBannaa. OnHier0 3 Horo
MOXJIMBOCTEH € Oe3MeuHe yrnpaBiliHHSI O0JIKOBUMH TaHUMH 0a3 naHux, kiaouamu APl ta
SSH-ceprudikaramu. OqHaK CTATTS HE MICTUTH MPAKTHYHUX MPUKIAiB a00 clieHapiiB BIIPO-
BapkeHHsa HashiCorp Vault, o Moxe yckiiaiHUTH pO3yMIiHHS HOTO 3aCTOCYBaHHS, a OTJISI
¢yHk1ii Vault € 3aranbHuM 1 He 3arJu0II0€THCS B IeTall peanizalii abo HaJlallTyBaHHS.

Jlesiki 0ocoOMBOCTI HanmamTyBaHHs Vault BUCBITIIIOIOTHCS Y [4], X04a aBTOPU TaKOK
KaXyTh TIPO Te, 0 MPABMIBHO HANMAMTYBaTH Vault U1t TPOEKTIB 31 CKIIATHOIO CTPYKTYPOIO
HEMpOCTO 1 JJOBEAETHCSA BUTPATUTU YUMAJIO Yacy Ha MPaBUIIbHE CTPYKTYPYBAHHS 1 HAJIAIITY-
BaHH JIOCTYIIIB Ta JUHAMIYHUX Hapoiei.

Merta pocaimkenHs. Jocnaiautu npobiaeMy BiAKpUTOro 30epiraHHs TaHUX y CXOBMIII
Data Store Android-gonaTkiB Ta 3alpONOHYBAaTH METO/ OE3MEUHOro 30epiraHHs YyTINBOI iH-
¢dopmarii Ha TPUKIA/II TOKEHIB TOCTYILY.

BukJ/ageHHs1 OCHOBHOT0 Matepiajy aociailzkeHHsi. Y cyyacHux Android-pomatkax
aKTUBHO BUKOPHMCTOBYIOTH JIOKaJIbHE 30epiranHs qanux. Data Store € cyyacHUM Ta e(heKTuB-
HUM PIIICHHSAM JJIS IIbOT0, OCKIIBKY 30€epirae JIOKaJlbH1 JaHl y BUIVIAII apy KITI0Y-3HAYEHHS.
Opnax Data Store 306epirae naHi y BIAKPUTOMY BUIUIAl, TOOTO KOPUCTYBay a0 MIKIIJINBE
porpaMHe 3a0e3MeYeHHs MOXKYTh X 3UUTATH.

Sxmo 30epiraeTecss HeuyTaMBa 1H(OpPMALlis, HAPHUKIAA, YU XO0ue KOPHUCTyBad OTpHU-
MyBaTH MOBIJOMJICHHS a00 4 YBIMKHEHUN TEMHUU PEKUM €KpaHy, — 1€ HE € MPOOIEMOIO.
[Ipote, sikmo mMu 30epiraTUMEMO TOKEH, 3a JIOTIOMOTOI0 SKOTO KOPHCTYBad BHKOHYBAaTHME
3anutu 10 API, MOXyTh BUHUKHYTH MpoOiieMU. 3JI0BMHCHE IPOrpaMHe 3a0€3MEeUEHHS MOXKeE
BHUKOPHUCTOBYBATH II€H TOKEH JJIA HAACHJIAHHS 3alHTIB 10 cepBepa BiJ IMEHI KOPHUCTyBada.
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Lle MOXe TpU3BECTH A0 JOJATKOBHX BUTpPAT Ha OOCIYTOBYBAaHHS CepBepa Ta CTBOPUTH PU3H-
KU BUTOKY KOH(ICHIIHHUX JaHUX KOPHUCTyBaya.

Jns mmdpyBanHs ganux Ha MoBax Java/Kotlin e maker javax.crypto. Lleit naker Hamae
KJacu Ta iHTepdeiicu 1 kpunrorpadiunux onepamiii. Kpunrorpadiuni oneparii, Bu3Ha4eH1
y LIbOMY TaKeTi, BKIIOYA0Th MH(PyBaHHS, TeHepallilo KI04iB 1 y3roJKeHHs KIIOYiB, a Ta-
KOX TeHeparito koay aBrentudikamii nosigomiersb (MAC). [linTpumka mudpyBaHHS BKITIO-
Yyae CUMETPHYHI, aCUMETpUYHi, OJIOKOBI Ta MOTOKOBI mmdpu. Llei maker Takox MiATpUMYE
3aXMILEHI IOTOKH 1 3areyatani 00’ ekTH [5].

Jetpack DataStore — e piteHHs 1151 30epiranHs JaHUX, SKe JT03BOJISE 30epiratu napu
KJIIOY-3Ha4eHHs a00 TUITi30BaHi 00’€KTH 3a jomnomoroto OydepiB mporokony. DataStore Bu-
kopuctoBye Kotlin-kopytuau Ta Flow 11t acHHXpOHHOTO0, TIOCITIIOBHOTO Ta TPaH3AKIIHHOTO
30epiranHs qaHux [6].

Jns nmdpyBanus qanux Oyno oOpaHo cumeTpuuHuii 6mounmii anroput™ AES, onniero
3 MepeBaro0 SIKOro € 3MiHHA JOBXHHA Kito4a. CUMETPUYHI KIIFOYi MOXYTh MaTH JOBXHUHY
128, 192 a60 296 6it. Yum JOBIIMI KITIOY, TUM CKJIQJHIIIEC HOro 31aMatH [7].

Anroputm AES BukopucroBye Cipher Block Chaining (CBC) ta PKCS7 Padding,
OCKUTBKH BiH TIpAIlO€e 3 OJI0KaMu (iKCOBAHOTO PO3MIpY 1 MOTpedye 3amIOBHEHHS OCTAHHBOTO
650Ky mepe mudpyBaHHM.

Pexum CBC — 11e THIIOBHIA pexXUM pOOOTH aJITOPUTMY OJIOYHOTO MH(PPYBAHHS, KU
3a0e3mnedye MOKIMBICTh 00pOOKH aHuX 3a cTangapToM mmdpysanus ganux (DES) i po3mu-
penum cranaaptoM mudpysanns (AES), npu yomy nosxuna mudpy ans DES noBunHa cTa-
HoBUTH 64 Oitn, a st AES BiamosigHo 128/192/256 6it. [loTpibHO 3BEepHYTH yBary Ha Te,
10 B [IbOMY PEXHUMI aJITOPUTM TIpalftoe 3 01okamu pikcoBanoro po3Mmipy (64 abo 128 61T ans
OJIHOTO OJIOKY), ajie B peaJbHOMY CBITI TEKCT Ma€ pi3HY AOBXKUHY. TOMy oCcTaHHIN OJIOK TeK-
CTy, 110 mudpyeThes ado AemndpyeTses, TOBUHEH OyTH 30U1b1IeHu 10 128 61t [8].

3aBasku BUKopucTaHHIO pexumy CBC koxeH 070K IHPPOTEKCTY 3aI€KUTh HE TUIBKU
B1J BIJIMTOBITHOTO BIJKPUTOTO TEKCTY, a ¥ BiJ MonepeaHboro 3ammudpoaHoro 6oky. Lle po-
OUTH MU(PPYBaHHS CTIMKUM 10 OBTOPEHb OJHAKOBHUX OJIOKIB Ta TapaHTYE, 110 HABITh HEBE-
JMKa 3MIHA Y BIIKPUTOMY TEKCTI NMpU3BEJE /10 KapAUHAJIBbHOI 3MIHM Yy BUXITHOMY HIM(pO-
tekcTi. Ockinbkn CBC BUKOpHUCTOBYE 1HIiMam3aliiHui BeKTOp (1v), BIH J0/1a€ MIEBHY BUTIA]I-
KOBICTH JI0 TIpotiecy mmdpyBaHHS 1 3a1mo0irae arakaMm Ha TOBTOPIOBaH1 1MIA0JIOHU B JJaHUX.

Honosaenns ganux (Padding) 3actocoByerbes mepen mudpyBaHHSIM, KOJH 1€ KITIOYOBE
CJIOBO BKa3Yy€ThCS 3a JOMOMOTOI0 BUKIHNKY ciayk0u Symmetric Algorithm Encipher, 1 Buna-
JSETHCSL 3 PO3MM(GPOBAHUX JAHUX, KOJIM 1€ KJIIOYOBE CJIOBO BKAa3ye€ThCSA 3a JOIMOMOTONO
BUKJIMKY CykO0u Symmetric Algorithm Decipher [9]. ToOTo mepen mmdpyBaHHIM TEKCT
"BUpiBHIOETHCA" TI0 Meki B 128 01T, a micns po3mudpyBaHHs 1el "BUPIBHIOIOYNI" TEKCT BU-
JANSETHCSA 3 BXKE pO3MIN(PPOBAHUX JTAHUX.

[IpaBuna 3anoBaenHst PKCS nyxe mpocri:

1. baiftu 3amoBHEHHS 3aBXIU JOJAIOTHCSA JO BIIKPUTOrO TEKCTY mepen ioro mud-
pYBaHHSIM.
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2. KoxkeH OailT 3allOBHEHHsSI Ma€ 3HAYCHHS, IO JOPIBHIOE 3arajbHIil KUTBKOCTI OaiT
3allOBHEHHS, SIKi oJat0Thcs. Hanpukian, skmo notpioHo goxatu 6 O0ailT BUpiBHIOBaHHS, KO-
JKeH 3 nux OainriB MatuMme 3HayeHHd 0x06.

3. 3arambHa KUTBKICTh OQiTIB 3alOBHEHHS MPUHAWNMHI JOPIBHIOE OJMHUI, 1 1€ Kilb-
KIiCTb, sIKa HEOOXiHA JIJISl TOTO, 00 JTOBECTH JOBXKUHY JaHUX JIO PO3MIPY, KPATHOTO PO3MIpY
6noky anroputmy mmdpysanns [9].

{06 peanizyBatu mm@pyBaHHsS Ta PO3MIM(PYBAaHHS, MOTPIOHO CIIOYATKY CTBOPHTH
KOHCTaHTH, B SKHX 3a/IaEMO aJrOPUTM MIH(PYBaHHS, PEKUM OJIOUHOTO MUPPYBAHHS, CXEMY
JIOTIOBHEHHSI, 00 JIaHi BIAMOBIJAIM BUMOTaM alTOPUTMY, & TaKOX TOJe, ke 00’emHye I
napaMeTpH, Ta iM’s KJIro4a, il IKUM BiH Oyjie 30epiraTucs.

[Ipuknan KOHCTAHT:
private const val KEY ALIAS "secret"
private const val ALGORITHM KeyProperties.KEY ALGORITHM AES
private const val BLOCK MODE = KeyProperties.BLOCK MODE CBC
private const val PADDf&G = KeyProperties.ENCRYPTfaN_PABDING_PKCS7
private const val TRANSFORMATION = "$ALGORITHM/$BLOCK MODE/$PADDING"

Jani moTpiOHo inimiamizyBatu cipher (06’ext mist mudpyBanHs/po3mudpyBaHHs, SKAH

BHKOPHCTOBYE MOIEPEIHLO BU3HAUEHY TpaHchopmaitiro) ta keyStore (00’ ekT, sIKHii paIfioe 3
AndroidKeyStore — miciiem 151 30epiraHHs KJIIOYiB, 3a0€3MeUy0Ur iXHIO 0e31eKy).

[Tpuknan iHimiamizamii:
private val cipher = Cipher.getInstance (TRANSFORMATION)
private val keyStore = KeyStore.getInstance ("AndroidKeyStore") .apply
{ load(null) }

OCKUIBbKH JTOCTYTI JI0 JJAHUX BiA0OYBA€THCS Uepe3 KIItoY, MOTPIOHO CTBOPUTH METOAU IS
HOro oTprMaHHS a00 CTBOPEHHSI.

private fun getKey(): SecretKey {

val existingKey = keyStore.getEntry (KEY ALIAS, null) as? Key-
Store.SecretKeyEntry

return existingKey?.secretKey ?: createKey()}

private fun createRey(): SecretKey {
return KeyGenerator
.getInstance (ALGORITHM)
.apply {
init(
KeyGenParameterSpec.Builder (

KEY ALIAS,
KeyProperties.PURPOSE ENCRYPT or
KeyProperties.PURPOSE DECRYPT)
.setBlockModes (BLOCK MODE)
.setEncryptionPaddings (PADDING)
.setRandomizedEncryptionRequired (true)
.build()
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)}
.generateKey () }

BLOCK MODE ta PADDING — 15 BCTaHOBJICHHS OJIOUHOTO PEKUMY Ta JOTIOBHEH-
Hs. OCTaHHIN KpOK — II€ CTBOPEHHS METOJIB HmH(pyBaHHs Ta po3mmudpyBaHHs. Ipukian

METOIIB:

fun encrypt (bytes: ByteArray): ByteArray {

// Iminianiszanis mmppyBansHuka B pexumli ENCRYPT MODE
cipher.init (Cipher.ENCRYPT MODE, getKey())

// OrTpuMmaHHs 1HIIIaailiszaniuHoro BekTopa (1v)
val iv = cipher.iv

// [MnppyBaHHS BXI1OHMX 6GanTIiB
val encrypted = cipher.doFinal (bytes)

// IoBepHEeHHs 1V pas3oM 13 3ammMppOoBaHMMM LaHAMA
return iv + encrypted

}

fun decrypt (bytes: ByteArray): ByteArray {

// Buraryemo 1iv 13 zammMpoBaHMX IJAHUX
val iv = bytes.copyOfRange (0, cipher.blockSize)

// OTpuMyeMO 3ammMppoBaHy YaCTHUHY

val data = bytes.copyOfRange (cipher.blockSize, bytes.size)

// ITHinianiszsanis posmmdpyBajbHUKA

cipher.init (Cipher.DECRYPT MODE, getKey(), IvParameterSpec (iv))

return cipher.doFinal (data) // PosmmppyBaHHS daHUX

}

Meronm encrypt 1 decrypt BHUKOPHMCTOBYKWTHECS B UserPreferencesSeri-
alizer nnsa mmppyBaHHS Ta pPO3IMYPYBAHHS IaHMX Hepen 1Ix 30epexeHHSIM Yy
Data Store.

@Serializable
data class UserPreferences (

val token: String? = null

object UserPreferencesSerializer : Serializer<UserPreferences> {
override val defaultValue: UserPreferences
get () = UserPreferences/()

override suspend fun readFrom(input: InputStream): UserPrefer-
ences {
val encryptedBytes = withContext (Dispatchers.IO) |
input.use { it.readBytes() }}
val encryptedBytesDecoded =
Baseb64.getDecoder () .decode (encryptedBytes)
val decryptedBytes = Crypto.decrypt (encryptedBytesDecoded)
val decodedJsonString = decryptedBytes.decodeToString()
return Json.decodeFromString (decodedJdsonString) }
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override suspend fun writeTo(t: UserPreferences, output: Out-
putStream) {
val json = Json.encodeToString(t)
val bytes = json.toByteArray()
val encryptedBytes = Crypto.encrypt (bytes)
val encryptedBytesBase64 =
Base64.getEncoder () .encode (encryptedBytes)
withContext (Dispatchers.IO) |
output.use |
it.write (encryptedBytesBaseb6t4)
Iy

Meron readFrom(input: InputStream) imnoBizae 3a 34MTYyBaHHS 30€pPEKECHUX Y
DataStore nanux, ix AekomyBaHHs Ta nepeTBopeHHs y 00'ekt UserPreferences. Crovarky BiH
yHuTae BXiAH1 3ammdpoBaHi 6aiiTH Ta IEKOAye iX 3 pAaKy B KoayBaHHI Base64. [lani otpumani
naHi po3mdpoByoThCs 3a pornomoroto Crypto.decrypt(), micis yoro oTpumani Gaitu mepe-
tBOprotoThest 'y JSON-psimok. Haperri, meit psgok gecepianizyetbes y UserPreferences 3a
nomomororo Json.decodeFromString(), i orpumanmii 06'€KT MOBEPTAETHCA.

Meron writeTo(t: UserPreferences, output: OutputStream) BukoHye 3BOpOTHY oIie-
pawito - 6epe o0'ekt UserPreferences, neperBoproe ioro y JSON-psiiok Ta mudpye mnepen
30epexenHsM y DataStore. Cnouatky oO'ekt cepiamizyerbeds y JSON  uepes
Json.encodeToString(t), motiM KOHBEpTYEThCs y MacuB OaiiTiB. OTpuMani 6alTH HHUPYOThH-
cst 3a goriomororo Crypto.encrypt(), micis goro 6aiiTu JaHUX KOAYIOTHCS B PSIIOK B KOTYBaH-
Hi Base64, skuii 3amucyeTbes 10 output, mob 6ytu 36epexernm y DataStore (puc. 1).

Jliisa neMoHcTparlii mpaie31aTHOCTI KOy CTBOPUMO iHTepdeic i3 1BoMa KHONKaMHU Ta
TEKCTOBHMM TI0JIEM, SIKe BUBOJAMTHUME JieKooBaHi nani 3 Data Store (puc. 2).

private val Context.dataStore by dataStore(

fileName = "user-preferences"”,
serializer = UserPreferencesSerializer
)
private val token = "some token"

class MainActivity : ComponentActivity () {
override fun onCreate (savedInstanceState: Bundle?) {
super.onCreate (savedInstanceState)
enableEdgeToEdge ()
setContent |
EncryptedDataStoreTheme {
Scaffold(modifier = Modifier.fillMaxSize()) {
innerPadding ->
Column (
modifier = Modifier
.padding (innerPadding)
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val scope = rememberCoroutineScope ()
var text by remember {mutableS-
tateOf ("")}
Button (
onClick = {
scope.launch {
dataStore.updateData {
UserPreferences (
token = token

) 1)

Text ("Encrypt")
}
Button (
onClick = {
scope.launch {
text = dataS-
tore.data.first().token ?: ""

}}

Text ("Decrypt")

}
Text (

text = text
) FRERED
Tenep y 3minHii token 36epiraTiumemo psaok “some token”.

gZdzt5TZDCYL9+FNdYB+Gk2fixLP1TAmMR6TFaéUzpi2uhDUdxUeWtFdIcGUL7pil
Pucynok 1 — Burnsag mmdposanoro tekery y Data Store daiini

Encrypt

Result: same token

Pucynoxk 2 - Burisin po3mmdpoBaHOTO TEKCTY Ha €KpaHi MOOUTBHOTO JTOIATKY

BucnoBku. IlludpyBanns ganux y Android-monaTkax € BaJIMBUM €JIEMEHTOM 0Oe3-
MEeYHOTO JIOKanbHOTO 30epiranns iHdopmariii. Bukopuctanus Data Store mns 30epexeHHs
YYTIUBUX JAAHUX, TAKUX SK TOKEHH, BUMArae 3aCTOCyBaHHS IIMGPYBaHHS JUIS 3aXUCTY iX BIJ
HECaHKI[I0HOBAHOTO JAocTyny. Pimenns, sike nependauyae BuxkopuctanHs AES anropurmy 3
pexumom CBC Ta cxemoro ponoBHenHss PKCS7, no3Bosnse 3a0e3neuntu HaJICKHHUN PIBEHb
Oe3MeKu Ta 3armo0irTi MOTEHIIIHHUM 3arpo3aM 3 0OKY 3JJ0BMUCHHUKIB.
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Encryption and Decryption of Data in DataStore for Secure Local Storage

The relevance of this study is determined by the growing threats of data leakage in mo-
bile applications, where sensitive user information such as tokens, passwords, and API keys
are often stored insecurely. Local storage on Android devices remains a critical aspect of ap-
plication security, as improper handling of sensitive data can lead to unauthorized access,
data breaches, and financial or reputational damage. This research focuses on addressing the
problem of insecure storage within Android's DataStore and proposes a secure encryption-
based approach to mitigate risks.

The problem statement highlights that DataStore, a modern and efficient key-value
storage solution for Android applications, lacks built-in encryption mechanisms, leaving sen-
sitive information vulnerable to unauthorized access. While DataStore provides an efficient
and structured way to store small amounts of persistent data asynchronously, its default im-
plementation does not offer protection against potential data exposure in case of device com-
promise or malware attacks. This raises the need for additional security measures to ensure
that confidential information, such as authentication tokens, remains protected.

The objective of this research is to develop and implement a secure method for encrypt-
ing sensitive data stored in DataStore. The goal is to integrate an effective encryption mecha-
nism that enhances data security without compromising performance or usability in Android
applications. The study focuses on AES encryption (Advanced Encryption Standard) using
Cipher Block Chaining (CBC) mode with PKCS7 padding to ensure strong protection against
unauthorized access. AES encryption is widely recognized for its robustness, and the chosen
configuration enhances security by introducing randomization and integrity checks.

The methodology involves an in-depth analysis of existing Android storage mechanisms,
a comparative evaluation of encryption techniques, and the development of an encryption lay-
er integrated with DataStore. The proposed encryption scheme was implemented using Ja-
vax.crypto libraries, ensuring compatibility with modern Android security best practices. The
research also examines the impact of encryption on application performance, assessing fac-
tors such as processing time, storage efficiency, and integration complexity.

The results demonstrate that incorporating AES encryption significantly improves the
security of sensitive data in DataStore without introducing substantial performance overhead.
The experimental implementation confirms that encrypted tokens stored in DataStore remain
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protected from unauthorized extraction, even in cases where an attacker gains access to the
file system. Additionally, the research highlights the importance of proper key management,
advocating the use of Android Keystore for securely generating and storing encryption keys.

Key conclusions drawn from the study emphasize that encryption is essential for pre-
venting unauthorized access to sensitive data stored in DataStore. The implementation of
AES-CBC encryption with PKCS7 padding effectively enhances security while maintaining
efficiency. Future research directions include exploring more advanced encryption modes,
such as AES-GCM, and evaluating their performance trade-offs in real-world applications.
The study also recommends further research on user authentication mechanisms to comple-
ment data encryption and strengthen overall application security.

Keywords: encryption, DataStore, AES, data security, Android, tokens, privacy.
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