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Abstract. A solution for creating a web application for providing subscription-based services
using NFT technology is presented. The ERC721 standard for smart contracts of the Ethere-
um blockchain is used to create NFT. A three-tier architecture of the application is used,
which includes a client interface, a server, and a blockchain layer. The features of smart con-
tract integration are considered, which ensures uniqueness, transparency, and security of op-
eration. The main functions include private and public token sales, subscription renewal, and
user access to services.
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Formulation of the problem.In the modern world, non-fungible tokens (NFTs) have
gained popularity due to the ability to digitally prove ownership of unique objects. These to-
kens are used in various industries: art, games, digital collections and even to prove owner-
ship of real-world objects. At the same time, the emergence of NFTs has opened up new op-
portunities for creating interactive web applications based on the use of tokens as access to
services or privileges. However, the integration of NFTs into web applications requires ad-
dressing issues of security, transaction transparency, ensuring compliance with blockchain
standards and effective interaction between the user and smart contracts.

Purpose of the research. It is necessary to consider the possibilities of creating a web
application using NFTs to provide services in the form of a monthly subscription. The appli-
cation should have the ability to initially sell tokens through public and private stages, extend
the monthly subscription tied to the NFT, and gain access to services.

Such services can be: educational courses, video/audio collections, access to software,
etc.

Main part. A non-fungible token is a unique digital asset that proves ownership of a
specific object or content in the digital world. Unlike cryptocurrencies such as Bitcoin or
Ether, which are fungible (one Bitcoin equals another Bitcoin), each NFT has unique proper-
ties that make it unique.

These tokens are created and stored on a blockchain, most often on the Ethereum plat-
form, although other blockchains are also possible.

Each NFT has a unique identifier and metadata that defines its uniqueness. This data
guarantees the authenticity and ownership history of the token. For example, when an artist
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creates digital art and converts it into an NFT, this token confirms that a specific digital copy
is original and belongs to a specific person.

Using NFTs in applications has several important advantages.

First, NFTs provide uniqueness of digital assets, which is critical for proving ownership
and authenticity. This is especially true for digital works of art, collectibles, and other unique
assets. Second, NFTs allow users to have full control over their digital assets, which makes it
easier to transfer, sell, or exchange them without the need for intermediaries. This opens up
new opportunities for monetizing digital services and content.

In addition, NFTs can be integrated with smart contracts to automate various processes,
such as paying royalties to authors when their works are resold. Transparency and trust in the
system are ensured by the fact that all transactions with NFTs are stored on the
blockchain [1].

One of the key features of the Ethereum blockchain is the ability to create and manage
both fungible and non-fungible tokens. Several standards have been developed to ensure the
compatibility and interoperability of these tokens, including ERC20 and ERC721. ERC20 is
the standard for creating fungible tokens, while ERC721 is the standard for creating non-
fungible tokens.

The main functions that ERC721 adds to a smart contract are:

— balanceOf - returns the number of tokens owned by a given recipient;

— ownerOf - returns the owner of a given token;

— transferFrom - allows you to transfer a token from one owner to another;

— safeTransferFrom - transfers a given NFT from one account to another;

— approve - allows the token owner to grant another recipient permission to manage the
token;

— getApproved - returns the address that has been granted permission to manage a giv-
en token;

— setApprovalForAll - allows or revokes permission for another recipient to manage all
of the owner's tokens;

— isApprovedForAll - checks whether the recipient has been given permission to man-
age all of the owner's tokens [2].

The web application being created has a three-tier architecture: client layer, server layer,
and blockchain layer.

At the blockchain level, the developed smart contract on the Ethereum platform uses the
ERC721 standard to create an NFT with the name NewsToken and the symbol NTK. The
necessary modules are imported from the OpenZeppelin library: ERC721 - the NFT standard,
ERC721Burnable - provides the ability to modify the number of NFTs, and Ownable - is re-
sponsible for the ability to own and own rights to NFTs [3].

Variables are defined that are responsible for the settings and current state of the con-
tract: the current and maximum number of NFTs, the purchase and subscription price, varia-
bles for starting the sale, blocking subscriptions, and transferring tokens, as well as hash ta-
bles with wallet addresses for private token sales whitelistedAddresses and the validity peri-
ods of the current subscription for each token.
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The constructor calls the ERC721 constructor, where the token name and symbol are
specified, and the smart contract owner is passed to the Ownable constructor.

The noContractExec modifier is defined to prevent massive initial sale to speculators
through other smart contracts.

Taking into account the specifics of the initial sale in the form of a private and public
round, the corresponding minting functions whitelistMint() and publicMint() have been de-
veloped. The public stage gives access to purchase NFT to anyone, and during the private
sale, only users whose addresses are listed in the whitelistedAddresses hash table have the
right to purchase. Checks are provided for the correct amount to be paid, the presence of the
buyer in the private sale list, etc. The subscription renewal function renewToken(uint tokenld)
accepts the NFT token identifier as a parameter. Provided that this token is owned, the sub-
scription is extended for 30 calendar days, which generates a tokenRenew event.

function renewToken (uint tokenId) public payable noContractExec

require (msg.value == renewalPrice, "Incorrect amount of ether
sent.");

require( exists(tokenId), "Token does not exist.");

require (renewalsEnabled, '"Renewals are currently disabled");

uint256 currentexpiryTime = expiryTime[tokenId];

if (block.timestamp > currentexpiryTime) {
expliryTime[tokenId] = block.timestamp + 30 days;
} else {
expiryTime[tokenId] += 30 days;
}
emit tokenRenew (tokenId, expiryTime[tokenId]) ;

The smart contract also defines functions for solving various administrative tasks: mint-
ing and subscribing a token to another user at the administrator's expense, changing the price
for the token and subscription, adding and removing an address from the list for private sale,
setters of control variables and outputting the balance from the smart contract. We have func-
tions for viewing variables (getters) and transferring tokens to another user.

The site consists of the main page and pages for authorization, NFT sale and descrip-
tion. Integration with the Ethereum blockchain smart contract is performed through the
web3.js library. It provides developers with the ability to easily connect to the network, send
transactions, interact with smart contracts and receive information from the blockchain.

The authorization page checks for the Metamask extension, prompts you to sign a re-
quest to own this wallet, and if everything is successful, the main page of the website opens.

If the user has an NFT, the main page displays the user's address, the token identifier he
owns, the date and time of the expiration of the last purchased subscription. The user has the
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opportunity to receive services in the form of information files: the subscription is checked for
relevance, all available files are collected and downloaded to the user.

To renew a subscription to services, the renewSub() function is executed, which re-
ceives the renewal price and a token for a request to the smart contract, namely to the renew-
Token(uint tokenld) function. If the subscription is successfully renewed, 30 days are added
to the expiration date. The NFT sale page displays two stages of purchase: private and
public, the status of these stages (active or inactive), the user's access to the active stage, the
maximum and current number of NFTs purchased. When the user chooses to purchase an
NFT, the mintNFT() function is executed, which receives the purchase price, checks whether
there are still free tokens for sale, rechecks the relevance of the stages, selects the active one
and accordingly sends a request to the whitelistMint() or publicMint() functions of the smart
contract.

The server part based on Node.js allows you to process many requests simultaneously,
making the system more scalable and productive.

Conclusions. The proposed web application demonstrates the practical implementation
of using NFTs to manage subscriptions to information services. Such a system provides users
with significant benefits. NFTs provide ownership, and the absence of a password database
eliminates the risks of hacking the server. Payment with cryptocurrency allows you to be fi-
nancially independent, and the transparency of the blockchain eliminates the possibility of
data forgery. The anonymity of wallets guarantees the protection of personal information, en-
suring confidentiality and security.
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Po3pooka 6ed-000amkKy 3 HadanHsa nociye uepe3 0n00inna NFT
Heszaemozaminni moxenu (NFT) nabynu nonynssprocmi 3a60sxu modxcaueocmi yugpo-
8020 NiOMEepONCeHHss npasa eiacHocmi Ha yuikanvHi 00'exmu. Ilosea NFT sioxpuna nosi
MOJACIUBOCIE OISl CIMBOPEHHS THMEPAKMUBHUX 6€0-000amKi8, Wo 0a3yomvcs HA BUKOPU-
CMAHHI MOKeHI8 K 00Ccmyny 00 pisHOMAaHimuux nociye yu npusineis. Inmeepayia NFT y 6e0-
000amKU BUMA2AE BUPIUIEHHS NUMAHb Oe3neKu, Npo30pOCmi MPAaH3aKyill, 3a0e3neyeHHs
8i0n0gioHocmi cmanoapmam OJIOKUelHa ma e@peKmuHoi 83aemMo0ii Midxc Kopucmysavem i
CMapm-KOHMPAKmamu.
Ilpeocmasneno piwenus Onsi cmeopenHs 6eb6-000amky 3 eukopucmauwtim NFT 0ns
HAOAHHS NOCIYe 8 U0l WOMICAYHOT nionucku. Takumu nociyeamu Moxicyms Oymu.: HAG-
yanvHi Kypcu, 8ioeo/aydio 30ipKu, 00cmyn 00 NPOSPAMHO20 3a0e3neueHHs mowo.
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Cmeoprosanuii 6e0-000amoxk Mae mpupieresy apximexkmypy: KIEHMCbKULL ma cepeep-
HUU piBHI Ma piGeHb OIOKYElHY.

Ha pieni 6nokuetiny po3pobnenuti cmapm-koumpakm Ha naameopmi Ethereum euxopu-
cmogye cmanoapm ERC721 ons cmeopenns i ynpasninua NFT. Ilepeobaueno ¢yuxyii ons
Kap0y8anHs MOKeHi8, NPOO0BICEHHS NIONUCOK, YNPABGTIHHA YIHAMU A CIAMYCOM NPOOAKC).

Inmezpayin catimy 3 cmapm-KOHMPAKMOM 8UKOHYEMbCA Yepe3 bibniomeky web3.js. Bo-
Ha HAOA€E PO3POOHUKAM MONACIUBICID J1e2KO NIOKAIOYAMUC 00 MepediCi, 8iONpasiamu mpau-
3aKyii, 83aemMo0ismu 3i CMaApmM-KOHMPAKMAMU Ma OMPUMYSAmMU IHGopmMayiro 3 O10KYel Y.

Peanizosano cmopinku asmopusayii, npooaxcy NFT, ynpaeninusa nionuckamu ma 0o-
cmyny 0o nociye. Kopucmysaui maroms modciugicms nionucy8amucs Ha nociyeu, nepeis-
oamu akmueHi NiONUCKU, a Maxkoxc 30iticHioeamu Kynienio ma nepedayy NFT.

Cepsepna uacmuna 6eb-oodamky Ha 0azi Node.js 0ozeonsic obpoorasmu 6acamo 3a-
nUMi8 0OHOUACHO, POOIAYU cUuCmeMy DiNbUL MACUMAabO8aHOI Ma NPOOYKMUBHOIO.

OcHogHi nepesacu cucmemu 8KIOUAIOMb YHIKAILHICIb YUPDPOBUX aKMUBI8, (PiHaHCcO8y
He3aNeHCHICMb 3a805KU BUKOPUCMAHHIO KPURMOBANIOM, d MAKONC 3AXUCH NEePCOHATbHUX 0a-
HUX 3A605KU AHOHIMHOCMI 2amanyie. Bukopucmanns mexnonocii 61oKuyeliny 3abe3neuye u-
COKUlL piBeHb Oe3neKu, SUKIIOYaAloyU pu3uku niopobox oaunux ma 3abesneuyroyu OesneyHull
docmyn 00 iHghopmayii.

IMonomaproB Irop BosioaumMupoBHY - KaHIUIAT TEXHIYHUX HAyK, JOIEHT Kadea-pu eJeK-
TPOHHHUX OOYMCIIIOBATILHUX MAlIMH (aKyabTeTy (Pi3UKH, €IEKTPOHIKHA Ta KOMIT IOTEPHUX CH-
creM [IHIIpOBChKOIO HallOHABHOTO YHiBepcuTteTy iM.O.I'oHuapa.
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