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Abstract. Real time data visualization has become an essential tool for decision making systems
in various industries, including finance, healthcare, IoT, and manufacturing. Real time data visu

alization enables organizations to monitor and analyze data as it is generated, providing real

time insights into critical business operations. However, real time data visualization poses sever
al challenges, including performance, data quality, and visualization complexity. This paper will
explore the importance of real time data visualization in IoT network systems, and the challeng

es associated with it. Specifically, the paper will discuss the challenges of real time data visuali

zation and ideas to increase performance. The paper will also provide a comprehensive analysis
of the impact of real time data visualization on IoT network and decision making systems, high

lighting its benefits and potential drawbacks. The paper will begin by discussing the importance
of real time data visualization in IoT network systems, highlighting its role in providing timely
insights into critical operations. It will then delve into the challenges associated with real time
data visualization, including data quality, visualization complexity, and performance. The paper
will provide a detailed analysis of each challenge, outlining the potential impact on real time
data visualization systems and decision making processes. The paper will also explore ideas to
increase performance in real time data visualization, including implementing high performance
computing infrastructure, optimizing data processing and analysis, using caching techniques,
using visualization techniques optimized for performance, implementing data compression, and
using real time analytics. The paper will provide a comprehensive analysis of each idea, outlining
its potential impact on real time data visualization systems' performance and overall effective

ness. Finally, the paper will conclude by highlighting the importance of real time data visualiza

tion in IoT network systems and the need to address the challenges associated with it. The paper
will also provide recommendations about how to implement real time data visualization systems,
outlining key considerations and best practices to ensure successful implementation and optimal
performance.
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Problem Statement. Data visualization has become an essential tool for IoT
network systems. With the advent of real-time data, the ability to visualize this data

in real-time has become increasingly important. Real-time data visualization pro-
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vides decision-makers with the ability to quickly analyze and interpret data as it is
generated, allowing them to make timely and informed decisions. The amount of da-
ta generated by modern IoT network systems is constantly increasing, and it is be-
coming increasingly challenging to process and make sense of this data in a timely
manner [1]. Real-time data visualization provides a solution to this problem by al-
lowing decision-makers to identify trends and patterns quickly and easily in large
datasets. Visual analytics “combines automated data analysis with interactive visu-
alizations for aneffective understanding, reasoning, and decision making on the ba-
sis of very large and complex datasets” [2]. However, real-time data visualization al-
so presents several challenges, including performance issues that can slow down the
system and affect the accuracy of the visualizations.

Analysis of Recent Research and Publications. Real-time data visualization
is a process of generating and displaying data in real-time. It provides decision-
makers with the ability to view data as it is generated, allowing them to make in-
formed decisions based on current information. Real-time data visualization is par-
ticularly useful for IoT network systems that require timely responses, such as finan-
cial trading, transportation management, and emergency response systems. Real-
time data visualization can be achieved using a variety of techniques, including
dashboards, charts, graphs, and maps. Recent research in visual analytics specify dif-
ferent methods of visual representation and performance optimizations [3-8]. Vari-
ous chart types are shown on Fig. 1.

Visualization techniques may be described in three dimensions: layout, scale,
and representation. It is suitable for storytelling chart classification [5].

These visualizations are typically generated using data from real-time data
sources, such as sensors, databases, and social media feeds. Real-time data visualiza-
tion tools often provide users with the ability to filter and drill down into data sets,
allowing them to quickly identify trends and patterns.
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Figure 1 - Time series visualisations in different techniques. Line graph (a),
radial graph (b), heatmap graph (c), radial heatmap graph (d)

Real-time data visualization is particularly useful for IoT network systems that
require collaborative decision-making. Collaborative decision-making involves mul-
tiple decision-makers working together. Real-time data visualization tools allow de-
cision-makers to share data and collaborate in real-time, allowing them to make in-
formed decisions more quickly and effectively. Electromagnetic situation awareness
is an example of such decision making [8]. It utilises different visual analytics meth-
ods and charts, some of them are shown on Fig. 2.
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Figure 2 - Traditional spectrum diagrams: (a) spectrum amplitude-frequency
diagram, (b) spectrum time-frequency diagram, (c) spectrum waterfall diagram

Formulation of Research Objective. The objective of this paper is to explore
the challenges of real-time data visualization and propose strategies to optimize
performance. Specifically, the paper aims to identify the performance issues that af-
fect real-time data visualization and discuss potential solutions to these issues.

Presentation of the Main Research Material. A visualization system typical-
ly consists of several components including collection, data flow, processing, stor-
age, and delivery. The collection component is responsible for gathering information
while the data flow component facilitates the transfer of information from the col-
lection components to the processing components. The processing components ana-
lyze the data and convert it into a suitable format for storage and delivery. Typically,
the delivery is done through a visual interface such as a web or desktop program [9].
Let us formulate the challenges of real-time data visualization.

The field of visual analytics faces many challenges, especially when it comes to
real-time data visualization. These challenges arise from specific applications of vis-
ual analytics, each with its own practical requirements in its problem domain. How-
ever, some challenges are common to more than one domain and application [1].

One of the most significant challenges is scalability. It is difficult to develop
scalable visual analytics solutions that can handle both visual representations and
automatic analysis. The solution needs to be able to scale in size, dimensionality,
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data types, and levels of quality. Efficient methods are required to deal with noisy
high-resolution input data as well as continuous input data streams of high band-
width. Relevant data patterns and relationships need to be visualized on different
levels of detail and with appropriate levels of data and visual abstraction.

Another major challenge is dealing with uncertainty. This is especially difficult
in visual analytics due to the large amount of noise and missing values that originate
from heterogeneous data sources and bias introduced by automatic analysis methods
as well as human perception. To face this problem, the notion of data quality and the
confidence of the analysis algorithm need to be appropriately represented. Analysts
need to be aware of the uncertainty and be able to analyze quality properties at any
stage of the data analysis process.

Hardware is also a significant challenge for real-time data visualization. More
efficient computational methods and powerful hardware are needed to support near
real-time data processing and visualization for large data streams. In addition to
high-resolution desktop displays, advanced display devices such as large-scale power
walls and small portable personal assistants need to be supported. Visual analytics
systems should adapt to the characteristics of the available output devices, support-
ing the visual analytics workflow on all levels of operation.

Interaction is also a significant challenge in real-time data visualization. Novel
interaction techniques are needed to fully support seamless intuitive visual commu-
nication with the system. The analyst should be able to fully focus on the task at
hand and not be distracted by overly technical or complex user interfaces and inter-
actions. User feedback should be taken as intelligently as possible, requiring as little
user input as possible. Such interactions guarantee the full support of the user in
navigating and analyzing the data, memorizing insights, and making informed deci-
sions.

Evaluation is another challenge in visual analytics. Due to the interdisciplinary
nature and complex visual analytics process, it is difficult to assess the quality of
visual analytics solutions. A theoretically founded evaluation framework needs to be
developed to assess the effectiveness, efficiency, and user acceptance of new visual
analytics techniques, methods, and models. Such a framework will lead to a better
understanding of the field and more successful and efficient development of innova-
tive methods and techniques.

Finally, infrastructure is a challenge that needs to be addressed in real-time da-
ta visualization. Most current visual analytics solutions develop their infrastructures
for solving their specific problems. Although some systems can be connected
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through various communication mechanisms such as direct library linking and web
services, there is still a mismatch between the level of service provided and the real
need for visual analytics in terms of fast and precise answers with progressive re-
finement, incremental re-computation, and steering the computation towards data
regions that are of higher interest to the user. More research is needed to develop a
high-level infrastructure to bind together all the processes, functions, and services
supplied by various disciplines. There is also a need to build repositories of available
visual analytics solutions to ensure that common components are reusable.

Real-time data visualization presents several challenges, including perfor-
mance issues that can slow down the system and affect the accuracy of the visualiza-
tions. These issues can arise due to the large volume of data being processed, the
complexity of the visualizations, and the limitations of the hardware being used.

To optimize performance, several strategies can be used to reduce the amount
of data being processed. One such strategy is data aggregation, where data is sum-
marized at a higher level to reduce the volume of data being processed. For example,
instead of plotting every data point on a graph, the data can be aggregated into
smaller time intervals or geographic regions, reducing the number of data points be-
ing plotted. This not only reduces the amount of data being processed but also
makes the visualization easier to read. Such method as k-means and DBSCAN may
be used for clustering. However, traditional clustering methods experience difficul-
ties in achieving accurate and efficient signal clustering, so custom clusterization
algorithms may be required for efficient work in certain applications [8].

Another strategy is data pre-processing, where the data is cleaned and trans-
formed before being visualized. This can involve removing duplicates, filling in miss-
ing values, and transforming the data to a format that is more suitable for visualiza-
tion. By pre-processing the data, the visualization can be made more accurate and
meaningful.

Compression is another technique that can be used to reduce the amount of da-
ta being processed. Compression involves compressing the data into a smaller for-
mat, making it easier to store and process. This can involve using algorithms such as
gzip or deflate to compress the data before visualization or clustering on IoT device
side before sending.

In addition to reducing the amount of data being processed, several techniques
can be used to improve the speed and accuracy of the visualizations. Caching is one
such technique, where the results of previous visualizations are stored in memory for
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future use. This can significantly improve the speed of the visualizations, as the data
does not need to be reprocessed each time.

Indexing is another technique that can be used to improve the speed of visuali-
zations. Indexing involves creating an index of the data, allowing the system to
quickly access specific data points without having to scan the entire dataset. This
can significantly improve the speed of visualizations, especially when dealing with
large datasets. This method is suitable for visualizations that use both real-time and
stored data, for example in signal classification applications.

Incoming data grouping is also an essential way of optimizing performance.
Developing a new algorithm that can group many data chunks from numerous devic-
es in a fast and memory-efficient manner may increase performance.

Finally, parallel processing can be used to improve the speed and accuracy of
the visualizations. Parallel processing involves breaking down the data into smaller
chunks and processing them simultaneously on multiple processors. This can signif-
icantly reduce the processing time, allowing the visualizations to be generated more
quickly.

By implementing these strategies, decision-makers can make more informed
decisions in real-time, improving the overall efficiency and effectiveness of the deci-
sion-making process. However, it is important to note that these strategies may not
be suitable for all types of data and visualizations, and it is important to carefully
evaluate each strategy before implementation. Additionally, it may be necessary to
balance performance with accuracy, as overly aggressive optimization may lead to
inaccurate or misleading visualizations.

Conclusions. Real-time data visualization faces several challenges that require
further research and development to overcome. These challenges include scalability,
uncertainty, hardware, interaction, evaluation, and infrastructure. Addressing these
challenges will enable the development of effective and efficient real-time data visu-
alization solutions that can provide valuable insights for IoT network systems.

Future research could focus on exploring novel visualization techniques that
can effectively represent complex and large-scale data in a more intuitive and inter-
pretable manner (e.g., for electromagnetic situatuion awareness). Additionally, ad-
vancements in data grouping and data pre-processing, such as clusterization and
pre-drawing (visual elements grouping) may significantly optimize real-time data
visualization algorithms that may improve perfomance.
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Bi3yanizauia daHux y pexcumi peanbHozo uacy 01s cucmem mepedic IoT:
BUKJIUKU Tha cmpaimezii onmumizauii npooykmueHocmi

Bi3zyanizauyia daHux 8 peanbHOMYy Uaci cmana Hegio'eEMHUM IHCMPYMeEHMOM OJ1S1 CU-
cmem NputiHAmMms piuleHs Y Pi3HUX 2ay35X, 8KJAUAYU (IHAHCU, 0XOPOHY 300pP08 'S,
IoT ma supo6Huumeo. Bizyanizayis 0aHux 8 peaibHoMy udaci 003680/€ 0p2aHi3ayisim 8i-
dcnidkogysamu ma avanizysamu 0aui 8 MOMeHmM ixHb020 cmeoperHs. IIpome gi3yaniza-
Uis daHux 8 peanbHOMYy uaci Mmae neped co6010 KinbKa BUKIUKI8, 8KIOUAIOUU NPOJYKMUB-
Hicmb, aKicme daHux ma ckaadHicme gizyanizayii. Y uiti cmammi 6yn0 po3z/ssHymo ea-
HUBicmo 8izyanidauii daHux 6 peanvHomy uaci 6 cucmemax IoT ma noe'si3ami 3 Yyum 8u-
Kauxku. 3o0kpema, y cmammi 062080peHO SUKIUKU 8i3yanizauii 0aHUX 8 peanbHOMY Uaci
ma idei wodo nidsuuieHHs1 npodykmusHocmi. Cmamms maxkox: HAOAE KOMNIEKCHULL
aHani3z enauey eizyanizauii daHux 8 peanvHomy uaci Ha cucmemu IoT ma npouecu npu-
linammsa piweHs, sucsimauswu ii nepesazu ma nomeuuitiHi Hedoniku. Cmamms Mmic-
mums 002080peHHS 8axUBOCMI gizyanizauii danux e peaivHomy uaci 8 cucmemax IoT.
Hani y cmammi npogedeHo aHai3 8UKIUKIB, N08'A3AHUX 3 8i3yasi3ayicio 0aHUX 8 pealb-
HOMY udaci, exkaouarnyu aKicme davux, CKaadHicmo ei3yanizauii ma npooykmueHicmeo.
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Cmamms npedcmaensie demaavbHull aHaniz KoxcHoi npobyemu, 8UC8imJ0I0UU NOMeH-
YitiHuli 8nU6 Ha cucmemu 8izyanizayii daHux 8 peanbHOMY 4aci ma npouyecu NputiHam-
ms piweHs. Kpim mozo, y cmammi eucgimeri idei wjodo nidguuieHHss npooyKkmueHoCcmi
gizyanizauii daHux 8 peaibHOMy Uaci, 8KAUANUU 8NPOBAOHCEHHS BUCOKONPOOYKMUBHOL
00UUCNI08ANBHOI IHPpacmpykmypu, onmumizayiro 06podKU ma avanizy 0aHux, UKOpuU-
CMAaHHS MEeXHIK Keuly8aHHs, 8UKOPUCMAHHS MexHIK 8i3yanidayii, onmumiszo8aHux ons
npoodyKmueHoCcmi, 6npo8aodHeHHss CMUCHEHHS 0aHux. Y 8UCHOBKY Y cmammi nidkpecie-
HO 8axcugicme gizyaniauyii daHux 8 peaibHOMY Uaci 8 cucmemax Inmepuemy peueti ma
HeoOXiOHICMb BUPILUEHHS N08'A3AHUX 13 UUM BUKIUKIB. Cmamms makox< Haddae pekome-
HOauii wodo 8nposadxeHHs cucmem 8i3yanizayii 0aHUX 8 peanbHOMYy Uaci, 8UCBIMJIII0-
yu KAK408I NUMAHHIL Ma Hatikpawji npakmuku 0 3a6e3neueHHsl YyChiulH020 8Npoea-
O}#CeHHS ma ONMUMAnbHoi NpodyKMueHoCmi.
Knwuosi cnosa: sizyanizayis daHux 8 peanvHomy uaci, IoT, npuiinamms pilueHs,

onmumisauis npooyKMueHoCmi.

JIyk’stHenb Muxaiino OJieKcaHAPOBUY — acnipaHm Kagedpu npozpamuozo 3abe3ne-
UeHHs1 Komn’ romepHux cucmem, HayionansHuti mexHiuHuti yHisepcumem Ykpaivu «Kuie-
coKutl nonimexHiuHuti inHcmumym imeni Izops Cikopcvko20».
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