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Abstract. Decentralized applications are more secure and reliable than centralized applications
because they do not have a single point of failure or control. However, storing big data on the
Ethereum blockchain is very expensive and, therefore, it is necessary to use special solutions for
this. The development of a decentralized application for selling images using IPFS decentralized
storage is considered.
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Formulation of the problem. An image selling application must be always
available to customers, reliable, protected from attacks and falsifications. Central-
ized applications have a single central server for processing information and storing
images, which is the main point of failure of the entire system.

Therefore, for reliable operation, a decentralized application is needed, based
on blockchain technology without a single master node, with control distributed
among many nodes of the user network. Creating such an application is possible us-
ing the existing Ethereum blockchain platform based on smart contracts. Contracts
are stored inside the Ethereum Virtual Machine (EVM) and can be accessed simply by
accessing the blockchain network node [1, 2].

The decentralized application can be accessed through a web page that access-
es the smart contract using a special library.

The web page itself, as well as all its components, such as images, CSS or JavaS-
cript files, can be placed in storage such as the user's local computer or centralized
hosting. At the same time, such storage remains a possible point of failure for the
entire application, which is not completely decentralized.

And the problem of fault tolerance of the entire application remains unre-

solved. However, there are decentralized information storage and transmission envi-

© Ponomarev 1.V., 2024

ISSN 1562-9945 (Print) 141
ISSN 2707-7977 (Online)



«CucreMHi Tex”ouorii» 1 (150) 2024 «System technologies»

ronments, such as IPFS, Swarm or Filecoin, that make the application completely de-
centralized [3].

Purpose of the research. It is necessary to consider the possibilities of creat-
ing a completely reliable application based on the Ethereum platform. To do this, the
image selling application must use the decentralized IPFS information storage and
transmission environment.

IPFS provides opportunities for decentralized and free storage of files of any
type. Therefore, the application logic will be located inside the Ethereum blockchain,
and the data will be in IPFS, which will lead to a greater degree of decentralization
and independence of the application.

When developing an application, it is necessary to take into account the fea-
tures of connecting and working with IPES.

Main part. There are two main approaches for creating web applications:
centralized, often called Web 2.0 architecture, and decentralized, which is based on
Web 3.0 architecture.

Web 2.0 architecture contains a client and a server. The client sends an HTTP
request to the server and receives a generated HTML page in response. When
interacting with page elements, it can re-initiate requests to the server. The server,
in turn, receives requests and processes them in accordance with its algorithms. All
information of such a web application is located in a database located on the server.

Web 3.0 represents the next generation of the World Wide Web, which is based
on blockchain technology. The main feature of Web 3.0 architecture is decentraliza-
tion and tokenization. Intermediaries are eliminated, such as centralized servers
that store program data or logic. Instead, the application logic is represented by one
or more smart contracts. Smart contracts are stored within the blockchain and can
be accessed simply by accessing a node on the blockchain network.

In a centralized architecture, most information found on the Internet is hosted
on centralized servers. To get information, you need to indicate where to look for it.
For example, when a user wants to download an image file, he must specify the exact
Uniform Resource Locator (URL) of that file. The disadvantage of centralized storage
is that the server may be unavailable or have limited access.

Although the Ethereum blockchain supports large storage capacity per block,
storing large files requires high costs. These shortcomings have limited the applica-
tion of many blockchain applications.

Therefore, a new data storage technology was developed, the Interplanetary

File System (IPFS), a peer-to-peer distributed file storage system and transfer proto-
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col for file sharing. Instead of specifying where to look for information, the user
specifies what he wants to find. For each file, when uploaded to the network, its
unique hash is calculated, which is used to access this resource. This mechanism has
the following positive properties:

« hash search is fast,

« the file cannot be changed without the knowledge of other users and

« no duplicates of the same file.

IPFS can store any type of data, from a simple test file to full-fledged programs.
Typically, the hash code is stored on the blockchain via a smart contract and then
provided to the user.

It should also be noted that, like blockchain, files uploaded to the IPFS network
cannot be modified. After all, after the change, it will be a completely different file,
with a different hash. When you make changes to a file, a new file is downloaded,
which will link to its previous version, which also remains on the network. IPFS
works in such a way that if, when calculating the hash of a downloaded file, it was
discovered that the file had already been downloaded previously, the system simply
returns a link to the file that has already been downloaded to the network, without
creating duplicates. This approach is certainly justified, because the network is not
clogged with hundreds of copies of the same data [3].

Let's look at the features of working with decentralized IPFS storage.

The algorithm for accessing a decentralized application can be described as fol-
lows. When a user in a browser wants to access an application, he must contact the
IPES node from where he gets the application's web page. It contains control ele-
ments, upon interaction with which the corresponding JavaScript scripts are
activated.

For interaction between the browser and the blockchain, the Web?3.js library is
used, which allows you to work with Ethereum network nodes using the Remote Pro-
cedure Call (RPC) protocol [3]. Thanks to the Web3.js library, you can use JavaScript
language syntax to call smart contract functions. The library packages calls to the
smart contract into transactions, which are then transmitted to the service provider,
which in most cases will be the MetaMask cryptocurrency wallet. Next, the service
provider can directly contact the Ethereum blockchain and transfer the finished
transaction to it. In response, the client side receives data from the smart contract,
which then, displaying the result, will make requests to the IPFS node to obtain the
data (Fig. 1).
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Figure 1 — Architecture of a decentralized application on the
Ethereum blockchain using IPFS storage

An Image structure is created in the smart contract to store data about the im-
age loaded into the application. This structure defines a cid field that contains the
hash of the image returned after loading it into IPFS. When you add it to a URL with
the structure "http://localhost:8080/ipfs/", you can get this image.

Since the application data will be located on the IPFS network, you must first
configure a local IPFS node in the client part of the application. When a new image is
uploaded to the application, the onSubmitHandler() function is called.

async onSubmitHandler (event) {

event.preventDefault () ;
const form = event.target;

const files = form[3].files;

const file = files([0];

const ipfs = create({ url: "http://127.0.0.1:5001" });
const result = await ipfs.add(file);

this.props.uploadImage (
result.path,
parselnt (this.price.value),
this.description.value
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) ;
form.reset () ;

}

First, the image file is received from the form. An object is created to interact
with IPFS. To do this, first import the “ipfs-http-client” library, then call the cre-
ate({url:""}) method, which is passed the address listened to by the IPFS node. This
method returns the ipfs object used to load data into the IPFS network. The ipfs ob-

ject calls the add() method, which is passed the image file received from the form.
The add() method returns the hash of the image.

Next, a call is made to the smart contract function uploadNewImage(), which
records this hash and other parameters of the new uploaded image. The advantage is
that the smart contract stores a unique hash of the image, so there cannot be two
copies of the same image.

Conclusions. The features of creating a decentralized application for selling
images on the Ethereum blockchain platform using decentralized IPFS storage are
considered. Availability and reliability of the application is achieved by placing
smart contracts with the logic of the application on network nodes in the blockchain,
and the client interface, data and images in IPFS storage.
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CmeopeHHa deueHmpanizo8aHozo 000amky npooaxcy 300paxiceHs
3 euxkopucmanuam IPFS

odamok npodaxcy 300paxceHb 3asxo0u mae Oymu O00CMynHUM OISl KJIEHMIB,
HadiliHum, 3axuweHum 6id amak ma panvcugikayiii. Llenmpanizosana apximekmypa
0n1s dodamky He nidxodums, OCKiNbKU MA€E €OUHULl yeHmpanvHuii cepsep 01 00poOKU
iHpopmayii ma 306epizanHs 0aHux, sIKUll € OCHOBHOK MOUKOI0 8i0MO8U BCIEl cucmemu.
Tomy, Onsa HaditliHoi pobomu, nompibeH deyeHmpanizoaHuii do0amox, 3acHO8aHuUll Ha
mexHon02ii 610KueliH 6e3 E0UHO20 20J108H020 8Y3/1d, 3 YNPABIIHHAM, PO3NOOLIEHUM MiX
O6azamoma 8y3namu Mepexci Kopucmyeauis.

Cmeopents makozo dodamky moxiuge 3a donomozorw 6saokuetina Ethereum Ha

0a3i cmapm-kKoHmpakmis, siki 36epizaromscsi 6cepeduHi gipmyanvHoi mawiuHu Ethereum
ma docmynHi npu 36epHeHHi 0o ey3na OnoKkueliH Mmepexci. [locmyn 00
deyeHmpanizosaHozo do0amky MOXHa ompumamu uepe3 8e0-CMopiHKY, Ka 3a 00NoMo-
2010 cneuianvHoi 6ibniomexu 36epmaemaucsi 0o CMapm-KoOHMpaxkmy.
(gaiinu moxcyms 6ymu po3miwjeHi 8 maxkux cxo8uujax K JOKAIbHulli Komn'romep Kopu-
cmysaua abo yeHmpanizosauuii xocmuHe. Taxi cxo8uwja 3a1UUIAEMbCS. MOKIUBOK MOU-
Kow 8idmMo8u 8cb020 dodamka, i npobaema cmitlikocmi 00 8i0M08U 3ANULUAEMBCS HE
BUPIWUEHOH).

lna  eupiwieHHs uiei  npobnemMu  NPONOHYEMbCS  BUKOPUCMOBY8AMU
deueHmpanizosare cepedosuuie 36epizants ma nepedaui daHux IPFS.

IPFS Hadae moxcnusocmi deyeHmpanizoeanozo 36epizanHs ¢atinie 6yob-1K020 mu-
ny. Ilpu po3pobui dodamky 8paxo8ynmuscsi 0coOIUB0CMI NIOKIOUEHHsT ma pobomu 3
IPFS. Ina Kox#HO20 (patiny npu 3a8aHmaxceHHi 8 mepexcy O00OUUCTIEMBCS 11020
YHIKanoHUli  xewi, sKum 8i00y8aemocsi 38epHeHHS 00 Ub020 pecypcy. Xew-Kod
30epizaemovcsi 8 OJI0KUeliHi 3a 00NOMO02010 CMapmM-KOHMpakmy, d nomiM Haoaemocs
Kopucmyeauesi.

Hocmynnicms ma HadiliHicms deyeHmpanizosaHozo dodamky npodayicy 306pay;cets
00C2a€EMbCS 3a PAXyHOK PO3MIUWEHHS CMAPM-KOHMPAKmie 3 J102ikoio pobomu Ha 8y3/1ax
mepexi 8 0J0KueliHi, a KJIIEHMCbK020 iHmepdelicy, daHux ma 3006paxeHsb Y cx08uuli
IPFS.

ITonomapboB Irop BomoguMupoBuY - KaHIAUAAT TEXHIUHMX HAYK, JOLIEHT Kade-
pU eJeKTPOHHMX OOUMCIIOBATBHUX MAaIIMH (akyabTeTy (i3uKu, eIeKTPOHiKM Ta
KOMIT'IOTepHUX cUCTeM [IHIMPOBCHKOTO HalliOHAJIbHOTO yHiBepcuTteTy iM.O.['oHUapa.
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