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Abstract. In contemporary Industry 4.0 systems, the integration of edge and Internet of
Things (IoT) devices facilitates the collection of real-time data, its local processing, and
subsequent transmission, thereby significantly enhancing the efficiency of automated
processes. Simultaneously, their extensive interconnection within networks engenders
substantial cybersecurity concerns, including breaches of data confidentiality, integrity,
and availability, as well as tangible physical consequences resulting from successful
intrusions. This paper discusses the security requirements of the Industrial Internet of
Things (IloT), classifies threats according to architectural layers (perception, network,
application), identifies primary sources of threats, and examines typical device
vulnerabilities. Furthermore, it provides a comprehensive analysis of potential
applications of artificial intelligence in anomaly detection and cyberattack identification.
The benefits of edge computing for the enhancement of decentralized protection
mechanisms are also explored. Additionally, the study investigates methods to improve
resilience, including encryption techniques, intrusion detection systems, federated
learning, and blockchain integration. The research emphasizes the necessity for a holistic
approach to protecting resource-constrained devices, thereby ensuring the reliable
operation of critical information and control systems.

Keywords: cybersecurity, edge computing, IoT devices, IIoT, industrial threats, Al
solutions, vulnerabilities, Industry 4.0, intrusion detection, decentralized protection.

Introduction. The emergence of Industry 4.0 technologies has led to the
widespread implementation of Internet of Things and edge computing devices,
which enable real-time data processing at the network's edge, thereby reducing
latency and alleviating the load on cloud resources [1]. This significant paradigm
shift presents new opportunities for automation, real-time monitoring, and data-
driven decision-making. Nonetheless, the increasing proliferation of connected
devices has concurrently expanded the attack surface considerably. Recent reports
indicate that the number of incidents related to Industrial Internet of Things has

more than doubled in recent years [2]. The purpose of this report is to analyze
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current cybersecurity threats targeting edge and IoT devices, to classify associated
vulnerabilities, and to review promising protective strategies, with particular
emphasis on those leveraging artificial intelligence and edge-focused methodologies.

Main material. The security of IIoT systems relies on the extended CIA triad-
confidentiality, integrity, and availability-augmented by additional elements such as
authentication, authorization, fault tolerance, privacy, and secure data exchange [1].
Constraints such as limited computing resources, a diverse array of protocols, and
extensive physical access to devices significantly contribute to numerous
vulnerabilities.

Threats are classified according to IIoT architecture layers.

— The perception layer, comprising sensors and actuators, is vulnerable to an
array of threats. These encompass jamming, node capture, cryptographic key leakage,
energy resource attacks (such as sleep deprivation), and
data tampering [1, 2].

— The network layer constitutes the third layer within the seven-layer OSI
model. Of particular concern are the following types of cyberattacks: distributed
denial of service (DDoS) attacks, man-in-the-middle attacks, Sybil attacks, fake
traffic injection, and routing attacks such as black hole and gray hole attacks [3].

— The application layer is vulnerable to various cyber threats, including
ransomware, malicious code injection, data corruption, API attacks, and side-
channel attacks [4].

Threat sources are diverse, including state-sponsored campaigns, industrial

espionage, automated malware, botnets, and insider configuration errors [2]. The

most common vulnerabilities consist of unprotected protocols, default password

usage, lack of software updates, buffer overflows, and weak encryption [5].
Contemporary solutions frequently employ artificial intelligence:

— The employment of deep learning models, such as LSTM, CNN, and
autoencoder architectures, has been demonstrated to attain high accuracy in
anomaly detection. Research indicates that these models can achieve accuracies
ranging from 97% to 99% on various datasets such as Bot-1oT, TON IoT, and N-
BaloT [1, 6].

— The utilization of federated learning methodologies has emerged as a pivotal
approach in ensuring the confidentiality and security of data.

—The adoption of hybrid methodologies that incorporate blockchain
technology is crucial to guarantee the integrity and decentralized detection of DDoS
attacks [3].
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Edge computing provides considerable benefits, such as lower latency and
diminished data transmission resulting from local processing. Furthermore, it
supports the deployment of lightweight artificial intelligence (AI) models directly on
devices and improves resilience against network attacks via decentralization [1, 4].

Conclusions. The cybersecurity of edge and IoT devices presents a prominent
challenge within the context of Industry 4.0. The integration of artificial intelligence,
edge computing, contemporary cryptographic techniques, and intrusion detection
systems holds the potential to significantly enhance the resilience of industrial
networks. For practical implementation, a standardized approach regarding software
updates, network segmentation, and routine penetration testing is indispensable.
Future research should focus on optimizing lightweight Al models suitable for
resource-constrained devices and incorporating encryption algorithms resistant to
quantum computing attacks.
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KIBEPBE3IIEKA HA EDGE-ITPUCTPOSIX

P.M. Cuszonenko, C.B. KnumeHKo

AHomauis. Y cyuacHux cucmemax Indycmpii 4.0 inmezpauis nepucepiiiHux npucmpois
ma npucmpois InmepHemy peueti (IoT) nonezuiye 36ip daHux y peanbHOMy Haci, ix
JIOKaNbHy 00poOKY ma noodanvuly nepeoauy, MmMum CaMuM 3HAYHO NIOBUWYIOUU
e(pexmusHicme agmomamu308aHux npoyecie. BooHouac ix wiupoke 83aEmo3 €OHAHHS 8
Mepexcax nopooxcye cymmesi npobnemu Kibepbe3neku, BKIOUAIOUU NOPYUIEHHS
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KOH(ideHyitiHocmi, uyinicHocmi ma docmynHocmi 0amux, d mMakox 8i0uymHi (hi3uuHi
Hacnioku, w0 BUHUKANmMov y pe3yJbmami YcniwHux emopzHeHs. Y uili cmammi
po3ensdaomoscs  8umozu 00 Oe3neku npomucnosozo Inmepnemy peueti (IloT),
KAacu@gikylomecss 3azpo3u 3a apXimeKmypHumu piHIMU (CnputiHamms, mepexca,
3aCMOCY8AHHS), BU3HAUAKMbBCSI OCHOBHI OMcepesa 3azpo3 ma aHANi3ywmucsl munosi
gpasausocmi npucmpois. Kpim mozo, Ha0aemocsi KOMNAEKCHUL aHani3 nomeHyitiHux
3acmocy8aHb WMYuH020 IHMeleKmy 011 B8UsIBJIEHHSI aHoManili ma ideHmudpikayii
kibepamax. Takox docnioxwyromecsa nepesazu nepudgepilinux ob6uucieH» 0ns
800CKOHA/IEHHsl deueHmpanizo8anHux mexawiamie zaxucmy. Kpim mozo, 8 docnioxiceHHi
gusuarmocsi mMemoodu nidguuieHHs CMIlikocmi, 6KaUAYU Memoou WUdpPy8aHHsl,
cucmemu 8usi8JIeHHs1 8MOp2HeHb, (hedepamuete HABUAHH ma iHmezpayiro 0JI0KUeliHY.
HocnioxceHHs1 niOKpece He0OXiOHICMb KOMNJIEKCHO20 hidxody 0o 3axucmy npucmpois 3
oOMexceHuMU pecypcamu, ujo 3abe3neuye HadiliHy pobomy Kpumu4HO BaMJIUBUX
IH(popmayitiHux ma KOHMPONBLHUX CUCMEM.

Knrouoei cnoea: xibepbesneka, edge computing, IoT npucmpoi, IIoT, npomucnosi
3aeposu, Al-piwenHs, epasnueocmi, Industry 4.0, 6us6/J€HHSI B8MOPZHEHD,
deyeHmMpaniz08aHutl 3axucm.
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