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AHoTanist. B pobomi po3215Hymo HazanvHi 0OMeXceHHs. Cy4acHuUx CUCMmeM BUSIBIEHHS.
emopzHeHsv (NIDS), sxi 3a3zeuuaii 6a3ylomvcsl HA CMAMUYHUX MEKCMOBUX NPABUIaX.
Taxuii nioxid nepewkoOdxae 8uUSIBNIEHHIO HOBUX A0O0 MOJUGIKO8AHUX amakx, OCKiIbKU
3108 MUCHUKU MOXCYMb JIe2K0 00ilimu ui cmamuyHi npasuna 3a 0onomo2010 MiHiMal1bHUX
Modudikayiti. Sk nepcnekmuHUll HANpPsSM pO32iIHYMO B8NPOBAOHEHHS. HEUPOHHUX
Mepex, OCHAWEHUX MOMIUBOCMAMU OHIAUH-HasuaHHs. IIpoaHanizoeavo OekinvKa
HaticyuacHiwux piweHs, y momy uucni Online Sequential Extreme Learning Machine (OS-
ELM), T-DENN i pi3Hi iHKpemeHmHi M00eni 2nuboKux HelipOHHUX Mepexc, YCi 3 SKux
deMoHcmpyloms 30amHicme adanmysamucsi 8 peanvHoMy uaci. Poboma He nuwe
y3a2abHI0E NOMOUHI Memodosozii, ane Ui nidkpecnioe 3HauHuii nomeHyian OHJALIH-
HaguaHHsl 071 nidsuwjeHHs egekmueHoCmi ma eHyuKocmi cucmem Kibepbe3nexu,
30Kpema 8 OUHAMIUHOMY 8Usi8JIeHHI zero-day 3azpos.

Knio4oBi ciioBa: HelipoHHI mepedxci, oHAaliH-HaguaHHs, NIDS, 8us8/1eHHs 8Mop2zHeHb,
iHKpemeHmavHe HaguaHHs, Kibepbesneka, Extreme Learning Machine, T-DFNN.

3i 3pOoCTaHHSIM KiUJIBKOCTI Ta Pi3HOMAHITHOCTI pillleHb, [0 BUKOPUCTOBYIOTHCS
B cdepi iHbopMalifiHMX TeXHOJOTiii, OZHOYACHO 3pocja ¥ BapiaTUMBHICTb
MepeskeBUX aTak, SIKi MOXYTb OyTM HEIOMiTHO BOY/IOBaHi, Ha IepPIIMii MOIJISI, B
6e3meunnii Tpadik. Cuctemu BUSIBJIEHHSI MepeskeBUX BTOprHeHb (NIDS) po3pobieHi
I7sT BUSIBJIEHHSI Ta 3yINMHEHHS TaKuX aTakK, MpoTe OiJbIIicTh CyYaCHUX
KopriopatuBHUX NIDS 6a3yi0TbCsd Ha TEKCTOBMX IIpaBMjax, SIKi CIIpsiIMOBaHi Ha
KOHKpeTHi ataku [1].

[IpaBwWIa € CTaTUUHMMM, 3a30aJI€Triab 3aJaHMMM HabopaMy ITaTepHiB ab0 YMOB,
HanMCaHMMM CITeriajicTaMyu 3 MepexkeBoi O6e3sneku. ITpoTe meii Mmiaxia yckiamgHIOE
NpoleC BUSBIEHHSI aTak, OCKIJIbKM TEeKCTOBi MaTepHM, OPi€EHTOBAHI HA KOHKPETHY
aTaky, MOyKHa JIeTKO 00iliTy, MiHiMaJbHO 3MiHMBIIM TporpamMumii Koj[2]. Tox,
iHskeHepM MepeskeBOi 6e3IeKy MOBMHHI MMcaTy MpaBuia TAaKMM UYMHOM, I[0O6 BOHMU

6y/IM He 3aHAJTO BY3bKO CIIPSIMOBAHI i He 3aHATO 3arajibHi. A BpaXOBYIOUM MIUPUHY
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MOK/IMBOCTEl Cy4acHMX MOB IIpOTpaMyBaHHS i MeToAdiB o6dyckallii, 3pooutn
MIpaBUJIO TAKMM CTA€ 3a7auelo, 0 Maiike He BUKOHYETHCS.

[ToTeHLiAHMM INIJISXOM BUpIlIeHHST Ipo6seMy 3 TIpaBMJIaMMU € HEUiTKUIA
TEeKCTOBUI TIOIIYK 3 BUKOPUCTAHHSM HEMPO-HEUiTKMX Mepex. Taki cucrtemu
icHYIOTb Ha JaHMit yac [3], ajie BOHM oOMeskeHi Moieliio, SIKY CKJIaHO OHOB/IIOBATH
i HaBUMTHM Ha BCiX BXXe iCHylouMmx arakaxXx. Toxk Hapasi € [Hekisibka po6iT, M0
MIPOMOHYIOTh iHTerpallil0 TaK 3BaHUX HEIIPOHHMUX MepeX peasibHOTO Yacy y CUCTeMU
BUSIBJIEHHSI ME€pPE>KeBUX BTOPTrHEHb.

HeiipoHHa Mepexa peaJbHOTO 4yacy — Il Mepeska, 10 MOKe HaBUaTUCS IO
xomy poboTu rporpamu. Tax, y ctarti «Online Sequential Extreme Learning Machine
for Intrusion Detection» [4] 6y70 po3po6ieHO CUCTeMy, e 3aCTOCOBAHO BapiaHT
ELM pnsa omnepaTMBHOrO BUsIBJIeHHSI aTak. Cucrema [OeMOHCTpPYE 3OaTHICThb
HaBUYaTUCS «HA JIbOTY» — 3 KOKHMM HOBMM 3pa3KOM MepexeBoro Tpadiky Mojesb
MUTTEBO OHOBJIIOETHCS, IO [AO3BOJISIE BUSIBIASTM HEBiIOMi paHillle aTaku 3
MiHIMaJIbHYUMM 3aTPUMKaMU.

Pob6ota [5], y CcBOIO uUepry, MpOIIOHY€E iHIIMIA, iHKpeMeHTaAbHMUII Migxid mo
HaByaHHs1 Mepex mjs NIDS. T-DFNN — 1ie ajaroputm, 34aTHUIA BUBYATU HOBI
BTOPTHEHHS ITOCTYMOBO B Mipy iX mosiBu y Mmepexi. Mogenb T-DFNN cknamaeTbcs 3
KiJIbKOX Mojiesieit HeipoHHOI Mepexki riambokoro mpsmoro 3B’s3ky (DFNN),
3’¢AHaHMUX Yy [IepeBOMOMiOHY CTpPyKTypy. Cxoxkuii, ajie TIpOCTilllMiA MiAXif
3alpOTIOHOBAHO Y pOOOTi [6], Me omMcaHO BUKOPUCTAHHS ABOETAITHOI CUCTEMU 3
BUKOPUCTAHHSIM TIMO60K01 HelipoHHOI Mepexi (DNN) i iHKpeMeHTaJIbHOTO HaBUaHHS
(IL). Mogenb 6ysio HaBueHO 3a gormomorowo nanux CAN Ha crapii oduaitH. ITicas
IIbOTO MOJEeIb OHOBJIOETHCSI HOBMMM JAaHMMM 3@ [JOIMOMOIOK MeETO[iB
iHKpeMeHTalIbHOTO HaBYaHHS Ha eTarli OHJIaliH [7].

BucHOBKMU. CyvacHi  [mOCHiIKeHHS MiATBEPIKYIOTh  e(eKTUBHICTb
3aCTOCYBAaHHS HEMpPOHHMX MepexX 3 OHJIaliH-HaBUAHHSIM Y CUCTeMax BUSIBJIEHHS
MepexXeBUX BTOpPTHeHb. BOHM 3[aTHI afanTyBaTUCS OO HOBUX 3arpo3 y peaibHOMY
yaci, 10 3HaYHO MiABUIIY€E THYYKiCTh Ta cTilikicth NIDS no HOBiTHiX aTak. [Toripu

1e, y chepi kopropatuBHux NIDS Bce 11ie JOMiHYIOTh CUCTEMM Ha OCHOBI ITPaBUIL.
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USING REAL-TIME NEURAL NETWORKS IN INTRUSION DETECTION SYSTEMS
Vitalii Gorbatov, Anna Zhurba

Abstract. This paper addresses the pressing limitations of modern intrusion detection
systems (NIDS), which are typically based on predefined text-based rules. Such an
approach hinders the detection of new or modified attacks, as these static rules can easily
be evaded by attackers using minimal modifications. As a promising direction, the study
explores the implementation of neural networks equipped with online learning
capabilities. Several state-of-the-art solutions are analyzed, including Online Sequential
Extreme Learning Machine (OS-ELM), T-DFNN, and various incremental deep neural
network models, all of which demonstrate the ability to adapt in real time. The work not
only summarizes current methodologies but also emphasizes the significant potential of
online learning to enhance the effectiveness and flexibility of cybersecurity systems,
particularly in the dynamic detection of emerging network threats.

Keywords: neural networks, online learning, NIDS, intrusion detection, incremental
learning, cybersecurity, Extreme Learning Machine, T-DFNN.
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